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Introduction:  (criteria for inclusion, and evaluation)
What is the real range of interest?  Generally 400 MHz to 1 GHz
But TV allocations go as low as 54 MHz, so theoretically TVWS standards can operate that low also	
Why Sub 1 GHz is of interest for Smart Grid?
· Primarily superior propagation – compared to higher frequencies
· Include some example of range calculations comparing 915 MHz to 2.4 GHz.
· Effective propagation in real-world environments – building and foliage penetration
· Availability of unlicensed bands
· Low cost implementation		
Existing incumbents and uses in the bands.
Depends on regulatory domain. In North America, the 915 MHz band is less congested than the 2.4 GHz band, but it is still used by multiple services and devices.
In the TV White Space spectrum, the number of available channels is limited. In many large metropolitan areas, there are no available channels. In rural areas there are many. After the FCC auctions the 600 MHz band in 2016, there will be even less availability of TV White Space channels. 

Standards for regional sub-GHz channel plans



802.15.4g (SUN)	 
IEEE 802.15.4g is a PHY amendment, published April 2012, built on the success of the 802.15.4 standard for application to Smart Utility Networks in the field, neighborhood and home area networking.  IEEE 802.15.4g provides 3 additional PHY layer definitions, supporting data rates from 2.4 kbps to 800 kbps.  This amendment complements the short-range PHYs of IEEE 802.15.4-2011 with the capability to support large, geographically diverse networks with minimal infrastructure, with a large number of participating devices.
The amendment includes three different PHY options:
· FSK PHY based on legacy AMI systems (part of which used by Wi-SUN)
· Extension of the legacy 802.15.4 DSSS PHY
· OFDM PHY for higher data rates (50 to 800 kbps)
The adoption of IEEE 802.15.4g together with some of MAC enhancements in IEEE 802.15.4e has been widespread in SUN and IoT applications. Conforming 802.15.4g based implementations are available from a large number of vendors, and has proven to be an effective basis for constructing large scale outdoor wireless mesh networks.  The proven technology standard enables interoperable products and addresses global market and has been adopted in many regions and markets. 
The standard defines operation in license exempt and licensed bands in US/Canada/EU/Japan/China/AU and other regions.  Each PHY define multiple data rates to provide adaptability to the deployment environment. 
802.11ah (S1G)







Standards for TV White Space
	802.15.4m (TVWS)
802.15.4m amendment specifies a physical layer definitions and MAC layer extensions for 802.15.4 enabling operation according to TV white space regulatory requirements in various regulatory domains. The standard enables operation in the VHF/UHF TV broadcast bands between 54 MHz and 862 MHz, supporting typical data rates in the 40 kbits per second to 2000 kbits per second range, to realize optimal and power efficient device command and control applications.
The alternate PHYs support principally outdoor, low-data-rate, wireless, TV white space (TVWS) network applications. The TVWS PHYs are as follows:
— Frequency Shift Keying (TVWS-FSK) PHY 
— Orthogonal Frequency Division Multiplexing (TVWS-OFDM) PHY
— Narrow Band Orthogonal Frequency Division Multiplexing (TVWS-NB-OFDM) PHY
802.15.4m TVWS devices are expected to operate indoors and outdoors at frequencies from 54 to 862 MHz.  Frequency availability varies by location and time. Frequency management is done using centralized coordination databases. Regulatory authorities have established operating and access rules in North America, EU, UK, parts or Asia and other regions. 
The frequency band and transmit power limits available in TVWS operation typically allow radio range up to several kilometers. 802.15.4m leverages features of 802.15.4, such as narrow band channelization, inherently low duty cycles, and favorable coexistence characteristics enable scalability to large network topologies. For example in some regions the  TVWS channel allocation is made in 6 to 8 MHz per TVWS channels, which using 802.15.4m narrow band PHYs allows for many PHY channels to be used in a single TVWS channel which enables support for high device density.   The 802.15.4 MAC security features may be used to meet the confidentiality requirements imposed in some regulatory domains for exchange of channel availability information. 
802.15.4m PHYs provide features to improve link reliably such as forward error correction, multiple modulation and coding schemes as well as existing features of the standard such as 32-bit frame check sequence, and acknowledged frame exchange with automatic retransmission.
 

	802.11af (TVHT)
	802.22
	802.19.1

Application-domain standards that build on IEEE 802 standards
The scope of IEEE 802 standards is limited to Layers 1 and 2 (MAC and PHY).  In the application domain, additional standardization of higher layer functionality is often required to ensure interoperability. This can be accomplished by application-focused communication profiles.
Industry Alliances build upon IEEE 802 standards and integrate multiple standards at multiple layers. 
One example is the Wi-SUN Alliance. The Wi-SUN FAN specification builds upon IEEE 802.15.4g, 802.15.4e, 802.15.4m, 802.1X, 802.15.9, security mechanisms from 802.11, and ANSI 4957. The specification also includes higher layer standards from IETF, defining operation up to the transport layer. 

Applications

List of applications (Elec, Gas, Water meters, DA (PV/DER), street lights, “smart cities”, heat use sensors, DR, EV Charging)
		Application for backhaul from (GW/Concentrator/Router/Collector)
	Duty Cycle Requirements, Power Limitations, and their impact on usable applications
	Specific limitations of applications to portions of bands.
Summary of characteristics and key comparisons
	PAP 2 table for facts about the standards
[image: ]
Figure 1 Excerpt from SGIP PAP 2 Wireless Characteristics Matrix for standards operating in sub-1 GHz spectrum

{Need a table showing standards on one axis, and supported frequencies on the other axis}

Explanation and Interpretations of the data	

Key differences between the standards
802.11ah uses a wider bandwidth and can provide a higher data rate
	(Insert specifics of BW and data rates in a chart)
802.11ah is not generally deployed as a mesh, it is more suitable for star networks (although it does implement a one-hop repeater function for range extension)
802.15.4g and 802.15.4m are typically combined with a meshing standard (at layer 2 or layer 3) to provide coverage over an broader area
802.22 is also a star-topology. 

Explanations of coexistence between similar standards in each group
Applicability of 802.19.1 TVWS coexistence standard

Global regulatory environment
	FCC, CEPT, ARIB, CENELEC, ETSI, OFCOM
	Areas that adopt other domain’s rules
	(Map of world with regulatory agencies highlighted)   
		Need to show regulatory bodies, spectrum availability, and channel access mechanism
		References to defining documents for further information 
	Coexistence in global bands
		Other technologies that standards will need to coexist with
· LORA
· SigFox
· WeightLess
· Progeny (?)
Conclusions
	Unlicensed spectrum is valuable and beneficial for Smart Grid applications, due to the scarcity and cost of licensed spectrum in comparable frequency ranges
	The Sub-1GHz standards implement coexistence mechanisms that make it possible to operate effectively in this shared spectrum. 



Describe why TSN is needed in a utility
Define what “realtime” means in the context of specific grid use cases and applications
Describe how TSN works 
Don’t focus on the standards themselves, but focus on basic capabilities.  
Goal of low latency vs maximum worst case latency, and leading to zero congestion loss. 
A new optimization, compared to best-effort packet world. 
It is not just low latency, but bounded, deterministic worst case latency. That enables the application. 
Shifting paradigm from acting on the packet to acting when the packet says to act. 
Secondarily, ability to guard against equipment failure. 
Informational material: 802.1Qbu, 802.3br, 802.1Qbv, 802.1Qat, 802.1Qca, CB, Qcc, Qch, Qci, Qcn, Qcr, AEcg
Discuss 802.1CM and BA, as an example of industry profiles for the use of TSN
Understand IEC 61850 activities and relationships
How standardized APIs are integrated into 61850
What is the set used for grid applications? Relate to IEC TC57 Profiles
Harmonization of TC65 (automation) with TC57 profiles
Explain relationships to time synchronization in 802.1AS 
Power Profiles of IEEE 1588
Relationship to IETF DETNET
DETNET works over a routed network. 
What is the opportunity for wireless standards to leverage?  
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802.15.4 and approved 

amendments

Measurement Unit

Family Description + 

Indoor Model

Specific Operating 

Model + Outdoor 

Model

Theoretical Range Limitations  at Frequency km, GHz 2km 0.9 GHz 2km 0.9 GHz OFDM - 2k, 0.9GHz

MR-FSK - 5k, 0.9GHz

Optimized for range up to 30 km in typical PMP 

environment, functional up to 100 km

Conditions for Theoretical Range Estimate PtP, PMP, LoS, non-

LoS

LoS LoS LoS PtP, LoS for maximum range potential

Peak over the  air uplink channel data rate Mb/s 156 1.3 OFDM - 0.86

MR-FSK - 0.4

IEEE 802.22 Base Standard: 22 - 29 Mbps 

dependent upon the Channel Size of  6 MHz, 7 

Peak over the  air downlink  channel data rate Mb/s 156 1.3 OFDM - 0.86

MR-FSK - 0.4

IEEE 802.22 Base Standard: 22 - 29 Mbps 

dependent upon the Channel Size of  6 MHz, 7 

Peak uplink channel data rate Mb/s 109 0.91 OFDM - 0.86

MR-FSK - 0.4

IEEE 802.22 Base Standard: 18.72 - 24.67 Mbps 

dependent upon the Channel Size of  6 MHz, 7 

Peak downlink channel data rate Mb/s 109 0.91 OFDM - 0.86

MR-FSK - 0.4

IEEE 802.22 Base Standard: 18.72 - 24.67 Mbps 

dependent upon the Channel Size of  6 MHz, 7 

Average uplink channel data rate Mb/s 39 0.30303 OFDM - 0.86

MR-FSK - 0.4

IEEE 802.22 Base Standard: 9.36 - 12.33 Mbps 

dependent upon the Channel Size of  6 MHz, 7 

Average downlink channel data rate Mb/s 39 0.30303 OFDM - 0.86

MR-FSK - 0.4

IEEE 802.22 Base Standard: 9.36 - 12.33 Mbps 

dependent upon the Channel Size of  6 MHz, 7 

Average uplink spectral efficiency bit/s/Hz 2.4 0.65 OFDM - 1

MR-FSK - 0.5

1.56 bps/Hz

Average downlink spectral efficiency bit/s/Hz 2.4 0.65 OFDM - 1

MR-FSK - 0.5

1.56 bps/Hz

Average uplink cell spectral efficiency Mbps/Hz 2.4 0.65 OFDM - 1

MR-FSK - 0.5

1.56 bps/Hz

Average downlink cell spectral efficiency Mbps/Hz 2.4 0.65 OFDM - 1

MR-FSK - 0.5

1.56 bps/Hz

Public radio standard operating in unlicensed bandsGHz DL/UL 0.9 0.9 0.169, 0.450-0.510, 0.779-

0.787, 0.863-0.870, 0.902-

Essential use for Television (TV) Band 

frequencies from 54 MHz - 862 MHz. But this 

Public radio standard operating in licensed bands GHz DL/UL 0.9 0.9 0.22, 0.4-1, 1.427 Essential use for Television (TV) Band 

frequencies from 54 MHz - 862 MHz. But this 

Duplex method TDD/FDD/H-FDD TDD TDD TDD TDD

If TDD supported – provide details alternate Tx & Rx on a 

selected channel

alternate Tx & Rx on a 

selected channel

alternate Tx & Rx on a 

selected channel

TDD includes adaptive and adjustable DL and UL 

allocation supported. Transport method is 

Channel Bandwidths Supported MHz 1,2,4,8,16 2 OFDM - Ranges from 0.2 

to 1.2, 

6, 7 and 8 MHz

Channel separation MHz 1,2,4,8,16 2 OFDM - Ranges from 0.2 

to 1.2, 

Nominal Channel spacing = (BWChannel(1) + 

BWChannel(2))/2, where BWChannel(1) and 

Number of non-overlapping channels in band of 

operation

Integer value 1/3/6/13/26 channels 

for 16/8/4/2/1MHz 

13 channels for  2 MHz 

channel BW

OFDM - Ranges from 130 

to 21, 

Dependent on spectrum and available 

bandwidth

Frame duration ms Variable, up to 27ms Variable, up to 27ms OFDM - Ranges from 

15ms to 120ms, 

10 ms Frame 

Maximum packet size bytes 1500 1500 2047 2048 bytes

Segmentation support Yes/No Yes Yes Yes Yes

Is Unicast, Multicast, Broadcast supported? Yes/No Yes Yes Yes Yes, all

Encryption Algorithms supported, 

AES Key length, etc

AES, 128,256 AES, 128,256 AES, 128 Yes. AES128 - CCM, ECC and TLS

Authentication Yes/No (if Yes, please 

detail)

Yes Yes Yes Yes. AES128 - CCM, ECC, EAP and TLS

Key exchange Protocols supported Yes Yes Yes Security for Control and Management derived 

from PKMv2 

Wi-FAR

IEEE 802.22



IEEE 802.11ah Functionality/Characteristic
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11ah bandwidths

Mandatory & Globally 150 Kbps - 4 Mbps
Interoperable modes

optimized for sensor

networking

4

ﬂﬁonal higher
data rate modes for
extended range -

Minimum 11n/ac bandwidth

20 MHz

*For 1 spatial stream and normal guard interval only. 11ah supports
up to 4 spatial streams and short guard interval providing data rates
up to ~347 Mbps




