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I. Introduction
This contribution provides formatted modifications of text against P802.22/D2 in order to satisfy various editorial comments. This contribution is being provided because the sponsor ballot submission process doesn’t accept formatted text. Each proposed modification is preceeded by an editorial instruction.

II. Modified Text Proposals
[Section 5.1.3.3, pg 17, lines 21-24, modify the text as follows]
[Start of Text Modification]
operation of the Security Sublayers 1 and 2 are described in Clause 8. The functions of the Security Sublayers 1 and 2 must ensure spectrum and service availability; provide data and signal authentication; as well as ensure data, control and management message integrity, confidentiality and non-repudiation. The role of the Security Sublayer 2 is to provide enhanced protection to the
[End of Text Modification]
[Section 7.7.21, pg 107, lines 7, modify Table 160 as follows]
[Start of Text Modification]
	Syntax
	Size
	Notes

	SCM-REQ_Message_Format() {
	
	

	Management Message Type = 41
	8 bits
	

	Element ID
	8 bits
	Identifies the type of SCM packet. When a packet is received with an invalid Code, it shall be silently discarded. The code values are defined in Table 162.

	Transaction ID
	16 bits
	A CPE uses the identifier Transaction ID to match a BS response to the CPE’s requests.

The CPE shall increment (modulo 256) the Transaction ID field whenever it issues a new SCM message.

A “new” message is an EAP Start, EAP Transfer, or Key Request that is not a retransmission being sent in response to a Timeout event. For retransmissions, the Transaction ID field shall remain unchanged.

The Transaction ID field in a BS’s SCM-RSP message shall match the Transaction ID field of the SCM-REQ message the BS is responding to. The Transaction ID field in TEK Invalid messages, which are not sent in response to SCM-REQs, shall be set to zero. 
On reception of a SCM-RSP message, the CPE associates the message with a particular state machine (the Authentication state machine in the case of inidcation of EAP Success, or EAP Failure events; a particular TEK state machine in the case of Key Replies, Key Rejects, and TEK Invalids).

A CPE shall keep track of the Transaction ID of its latest, pending authentication requests. The CPE shall discard any EAP Start or EAP Transfer messages with Transaction ID fields not matching that of the pending authentication requests.

A CPE shall keep track of the Transaction IDs of its latest, pending Key Request for each SA. The CPE shall discard Key Reply and Key Reject messages with Transaction ID fields not matching those of the pending Key Request messages.

	Encoded Attributes
	Variable
	SCM attributes carry the specific authentication, and key management data exchanged between client and server. Each SCM packet type has its own set of required and optional attributes. Unless explicitly stated, there are no requirements on the ordering of attributes within a SCM message. The end of the list of attributes is indicated by the Length field of the MAC PDU header.

	}
	
	


[End of Text Modification]
[Section 7.7.21.4, pg 110, line 6, modify text as follows]
[Start of Text Modification]
Once the AAA has completed authentication with a particular CPE, both the CPE and BS have keying material (MMP_KEY) that
[End of Text Modification]
[Section 7.7.21.6, pg 110, line 14, modify text as follows]
[Start of Text Modification]
Once the AAA has completed authentication with a particular CPE, both the CPE and BS have keying material (MMP_KEY) that
[End of Text Modification]
[Section 7.7.21.8, pg 110, line 11, modify text as follows]
[Start of Text Modification]
Once the AAA has completed authentication with a particular CPE, both the CPE and BS have keying material (MMP_KEY) that
[End of Text Modification]
[Section 7.14.2, pg 142, line 28-30, modify text as follows]
[Start of Text Modification]
11. If all required basic capabilities are present in the CPE, the AAA authenticates the CPE and key exchange is performed; otherwise, the CPE does not proceed to registration and the BS sends de-registers the CPE.

[End of Text Modification]
[Section 7.14.2.10, pg 155, modify text as follows]
[Start of Text Modification]
7.14.2.10
CPE Authentication and Key Exchange

Once configuration of the required basic capabilities is finished the CPE and AAA continue with performing authentication, and exchanging keys, as described in Clause 8. If the AAA and CPE can not authenticate each other, authentication of the CPE fails for the selected WRAN service.  This WRAN service on the selected channel is removed from further consideration.  If there are any other BSs available with which to associate, the updated list of available WRAN services is presented to the higher user layers.

[End of Text Modification]
[Section 8.1.2, pg 253, lines 28-29, modify text as follows]
[Start of Text Modification]
requests. This model provides for an individual CPEs to receive keying material for security associations (SAs), which they are configured for.
[End of Text Modification]
[Section 8.2.3.2, pg 263, lines 4-5, modifiy text as follows]
[Start of Text Modification]
The Authentication state machine starts an independent TEK state machine for each SA a CPE is configured for. As mentioned in 8.2.2, the BS maintains two active TEKs/GTEKs per SA. Each SA is uniquely identified by it’s security association identifier (SAID).
[End of Text Modification]
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Abstract


This document contains modified text for various editorial comments that Ranga Reddy is proposing for P802.22/D2.
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