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In discussions on the draft document, 18-06-0073-00-0000_FCC_Cmt_TV_band_RO_d0, 802 comments to the FCC, the 802.22.1 Task Group 1 would like to see the following changes/additions. 


Background: 

TG1, is tasked to create methods to enhance the protection of low power licensed device operation from harmful license-exempt device interference. In the US, these devices fall under FCC Part 74. The proposed solution being developed by TG1 is to develop a standard for a “beacon” operating under Part 74 that will signal that there are incumbent Part 74 licensed or otherwise protected devices operating on one or more channels. Upon detection of this beacon, and authentication that it is being operated by an incumbent, the license-exempt network will take steps to ensure it does not cause interference. 

The need for this beacon is based on analyses showing that, in many cases, license-exempt devices have the potential to interfere with Part 74 incumbent devices due to the discrepancy in transmission between the license-exempt devices (up to 4 watts) and Part 74 devices (typically 5-50 milliwatts). The beacon will be capable of operating up to the full 250 milliwatts allowed under Part 74. This is to provide protection out to a distance equal to or greater than the distance a license-exempt device might cause interference to the incumbent. Upon detection of the beacon, the license-exempt devices will lower transmission power to a level that will not cause interference, or vacate the occupied channel(s).

. The beacon is being specified to meet the FCC requirements for Part 74 devices. As such it will be a protected device under those rules. However,  it has been found that many wireless microphones manufactured to Part 74 requirements have been purchased by unlicensed consumers, companies, and organizations. While the operation of these devices is not protected under Part 74, these devices are indistinguishable from those used by licensed or otherwise protected operators. Therefore there is a great deal of concern that if the sale and operation of these beacons are not tightly controlled, the beacons may be purchased by unlicensed users causing WRAN operators to vacate spectrum across large areas for unlicensed and unprotected users of wireless microphones. In fact, these beacons could easily be used to create a denial of service attack on WRAN’s by anyone who purchased one.  As a consequence, there is a need to define a means to ensure that only licensed or otherwise protected operators can purchase and use such beacons. 

Based on the above, TG1 would like to see the following issues addressed in the 802 comments to the FCC. 

Comments:

1.
For the beacon to provide enhanced protection for Part 74 incumbents, its sale and use must be better controlled than are wireless microphones operating in the TV spectrum. As noted above, many of these wireless microphones are owned and operated by unlicensed users, and therefore their use is not protected under Part 74. The beacon is designed to be detected out to a radius of 5-10 km rather than the hundreds of meters a wireless microphone can be sensed. For protected Part 74 use, this ensures a WRAN operator will cease operation on those channels when they are within a distance that may cause interference. Howver, if the sale and operation of the beacons is not controlled, it is easy to see how it could be used to force WRAN operators to vacate channels they are not required to under Part 74. 
TG1 therefore recommends that the purchase and operation of these beacons be controlled. To purchase a beacon, the organization, company, or individual must be required to demonstrate that they are a licensed or otherwise protected incumbent. A means to trace the beacon’s serial number or MAC address to that license must be defined so a WRAN operator can authenticate the beacon. TG1 is specifying a means to securely authenticate the beacon from its transmission but this depends on a MAC address being tracable to the operator’s license to own and operate the beacon. 
If some means of control of the sales and operation of the beacons, along with a method to authenticate that any individual beacon is in fact a protected device is not provided, TG1 recommends that the concept of a beacon be abandoned. This will result in inadequate protections for legitimate licensed Part 74 incumbents. 
TG1 will continue to explore other methods to differentiate between protected use of beacons versus unprotected use, as well as to differentiate between protected and unprotected use of other Part 74 devices such as wireless microphones, and is open to ideas from the Commission. 

2.
In Table I, and in item number 37, the Channel Move Time is specified as 2 seconds. While this is a requirement in the 802.22 Functional Requirement Document (FRD), it is unclear at this time if this can be met under all circumstances. TG1 would like this to be specified as “TBD” until such time that we can verify that this requirement can be met. 

5.
It may be useful for the FCC to tighten the qualifier attached to the new devices to be allowed operation in the TV bands as “licensed-exempt” rather than “unlicensed” to differentiate between devices for which operation is allowed without a license, such as the WRAN devices, and devices for which operation is not allowed  in these bands such as the unlicensed and unprotected  wireless microphones discussed above.  Using the same qualifier “unlicensed” in both cases makes it hard to differenciate their respective rights with respect to operation in the spectrum.
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