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1 Introduction
Before Media Independent Vertical handover services as defined by the IEEE 802.21 group is widely deployed and used, it should address various security concerns.  One aspect is providing security for MIH services. Security for MIH services may comprise of aspects such as authentication of MIH peer nodes, access control to MIH services, MIH protocol message confidentiality, integrity and replay protection.
This initial version of the document may provide inputs to the MIH level threat analysis discussions and also part of the content might be useful to the Security Study Group TR document. 
1.1 Scope

This document is the initial version aiming to analyze different MIH level security threats in the system and its components from the network as well as user perspective. These threats could be either external (such as from an attacker on the Internet) or internal to the components. Based on these threats, one can easily and hopefully successfully design, evaluate and implement the required security measures. 
1.2 References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.
[1]          IEEE 802.21-D9.0: "Draft Standard for Media Independent Handovers".
[2]
[EAP RFC 3748] 
[3]
[I-D:ietf-hokey-preauth-ps]
[4]          IEEE Draft Std 802.11r D7.0 – 2007

[5]          21-07-0127-00-0000-Hokey-802.21.ppt, ”Handover security in a heterogeneous Access Environment IETF HOKEY-IEEE 802.21 Integration”

[6]          21-07-0122-00-0000-Security_proposal.ppt, “Security Optimization During Handovers: 802.21 SG Proposal”. 

[7]          draft-ietf-hokey-emsk-hierarchy-01

2 Definitions
Authenticator: EAP Authenticator [2]
Candidate Authenticator: The authenticator on a candidate PoA
EAP Pre-authentication:  The utilization of EAP to pre-establish EAP keying material on an authenticator prior to arrival of the peer at the access network managed by that authenticator.
Peer: EAP Peer [2]
Serving Authenticator: The authenticator on the serving PoA
Target Authenticator: The authenticator on the target PoA
MoS Mobility Services: those services, as defined in the MIH problem

      statement document [I-D.ietf-mipshop-mis-ps] , which include the

MIH IS, CS, and ES services defined by the IEEE 802.21 standard.

2.1 Abbreviations
In addition to the abbreviations that are defined in the 802.21 draft specification, the following abbreviations are defined:
. 

MN: Mobile Node

SA: Serving Authenticator
CA: Candidate Authenticator
TA: Target Authenticator (same as candidate authenticator)
3 Creating a security profile for the MIH protocol

We first identify the areas where the MIH protocol is most vulnerable. For example, input validation, authentication, authorization, configuration management, session management, cryptography, parameter manipulation, auditing and logging. By doing this, we create a security profile for the MIH protocol.

	Input validation
	An attacker cannot inject commands or malicious data into the MIH service entities (cannot modify the IS database for example)

The MN trusts the validity of the MIH services, as MIH messages are passed across trust boundaries. 

The data in the IS database can be trusted.



	Authentication
	MIH user credentials (MIHIDs) are not secure as they are passed over the network.



	Authorization
	A secure authorization policy is not enforced at the IS/ES/CS.

Access control is not implemented for MIH services. (allowing access only upon successful confirmation of credentials)



	Configuration Management
	Configuration of MIH ID is not secure. 

Remote administration of MIH service provisioning is not secure.



	Session management
	How are MIH sessions managed? A MN can maintain multiple sessions with the MIH service entities. 

How are they secured to prevent session hijacking?

How is persistent session state secured?

How is session state secured as it crosses the network?



	Cryptography
	What algorithms and cryptographic techniques are used? 

How long are encryption keys and how are they secured?

Does the MIH function put its own encryption into action?

How often are keys recycled?



	Auditing and Logging
	There is no auditing and secure logging of the activity of MIH users/ service entities.




4 Threat Analysis
Once a security profile for the MIH protocol is created, we can identify the potential threats in each of the deployment scenarios where the MIH protocol is used. This section describes the various possible deployment scenarios for the MN and the MoS and the corresponding threats and countermeasures. 

4.1 Deployment Scenario # 1
       In this scenario, MN is in the home network and the MIH services (e.g., IS, ES, CS) are provided by the home network. 
Note: The scenarios identified in this document assume that the PoA and PoS are separate entities however in some cases they might be co-located. 
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Fig 1. Deployment scenario 1: MN is in the home network and MIH services are also provided by the home network.
Assumptions

1. The MN is authenticated and authorized for network access. 

2. Link layer security is established between the MN and the PoA. 

3. The core network elements have security associations established between them. 

4. There is a security association between the PoA and the core network elements.

5. There is no security association established between the MN and the PoS/IS.

Trust Relationships

1. The elements of the core network trust each other.

2. The PoA has a trust relationship with the core network elements. 

3. There is a trust relationship between the MN and PoS (ES/CS).

4. There is a trust relationship between the MN and IS. 

5. There is a trust relationship between the MN and the AAA.

We can identify the threats by classifiying them according to the various stages a MN goes through for a vertical handover using the MIH protocol. 

Example:

i. Information Query.

ii. Resource availability check.

iii. Resource preparation.

iv. Resource release.

For each of the 4 stages, the threats can be identified according to:
1. Spoofing: Attempting to gain access to a system by using a false identity.

2. Tampering: Unauthorized modification of data.

3. Repudiation: Repudiation is the ability of users (legitimate or otherwise) to deny that they performed specific actions or transactions. Without adequate auditing, repudiation attacks are difficult to prove.

4. Information disclosure: Unwanted exposure of private data.

5. Denial of Service: The process of making a service unavailable to a user.

6. Elevation of privilege: A user with limited privileges assumes the identity of a privileged user to gain privileged access to a service. For example, an attacker with limited privileges might elevate his or her privilege level to compromise and take control of a highly privileged and trusted information or account

Stage 1- Information Query

	                                               
	Entity affected
	Countermeasures

	Threat
	MN
	IS/Information database
	

	Spoofing Identity
	MN ID can be forged by an attacker. The attacker can then access information from the IS. 
	An attacker IS can forge the ID of a legitimate IS. It can provide misleading/incorrect information to the MN.  
	Mutual authentication between MN and IS. 

	Tampering
	Information request messages from the MN, can be modified by an attacker. (Man-in-the-middle attack). This may lead to an unexpected response from the IS.  
	The information sent by the IS to the MN may be modified by an attacker. 
	Data origin authentication and data integrity is required between the MN and IS. 

	Repudiation
	MN is affected when passed incorrect information from a malicious IS. This attacker IS denies that it supplied this data. 


	A malicious MN can launch a DoS attack on the IS and deny doing so. 
	Secure auditing and logging of user activity and services provided to it. 

	Information Disclosure
	MIHF messages carry the MIHF ID. An attacker can easily forge this ID, and use it for unauthorized access to the IS. 
	The MIHF ID can be disclosed easily. 

The Information Elements can also be disclosed to unauthorized users. 
	Message confidentiality is required between the MN and IS

	Denial of Service/availability
	A malicious MN  can launch a DoS attack on the IS. The IS may thus not be available for legitimate MNs from accessing information. 
	A malicious attacker can launch a DoS attack on the IS, making it unavailable to legitimate entities.  


	The IS requires DoS protection. 

	Elevation of privilege
	Legitimate MNs, whose IDs have been forged can be billed for services they had not used/subscribed for. 
	A legitimate MN can authenticate itself to the IS and access information for which it is not authorized. 
	Access control methods are required. 


Stage 2- Resource Availability Check

Stage 3- Resource Preparation

Stage 4- Resource Release
The threats and countermeasures for stages 2,3,4 are common and can be identified as follows:
	                                               
	Entity affected
	Countermeasures

	Threat
	MN
	PoS (ES/CS)
	

	Spoofing Identity
	MN ID can be forged by an attacker. The attacker can then access events/commands from the PoS.
	A malicious PoS can forge the ID of a legitimate PoS. It can provide misleading/incorrect information to the MN.  
	Mutual authentication between MN and PoS. 

	Tampering
	The events/commands sent by the PoS to the MN may be modified by an attacker. This can lead to an unexpected response at the MN. 
	Messages from the MN, can be modified by an attacker. (MITM attack). This may lead to an unexpected response from the PoS.  
	Data origin authentication and message integrity is required between the MN and PoS. 

	Repudiation
	MN is affected when passed incorrect/modified commands from a malicious PoS. This attacker PoS denies that it supplied this data. 


	A malicious MN can launch a DoS attack on a PoS and deny doing so.

A malicious MN can send modified commands to the PoS and deny doing so.  
	Secure auditing and logging of user activity and services provided to it. 

	Information Disclosure
	MIHF messages carry the MIHF ID. 

The MIHF ID can be disclosed easily.  A malicious MN can easily forge this ID, and use it for unauthorized access to the ES/CS services.
	Securing the MIHID is required. 

	Denial of Service/availability
	A malicious MN  can launch a DoS attack on a PoS. The PoS may thus not be available for legitimate MNs from accessing events/commands. 
	A malicious attacker can launch a DoS attack on the PoS, making it unavailable to legitimate entities.  


	MIH PoS entities require DoS protection

	Elevation of privilege
	Legitimate MNs, whose IDs have been forged can be billed for services they did not used/subscribe for. 
	A legitimate MN can authenticate itself to the PoS and obtain  events/commands for which it is not authorized. 
	Access control methods are required between the MN and PoS entities. 




4.2 Deployment Scenario # 2
 In this scenario, MN is in the visited network and MIH services are provided by the home network. 


[image: image2]
Fig 2. Deployment scenario 2: MN is in a visited network and MIH services are provided by the home network.

Assumptions

1. The MN is authenticated and authorized for network access in the visited domain based on appropriate roaming agreements. 

2. A security association is established between the MN and PoA in the visited domain. 

3. Security associations are assumed established between the core network elements. 

4. The MN trusts the validity of the services provided by the home domain MIHF entities.

5. The roaming agreement between the home and visited domains also specifies the security policies for the traffic passing between the two domains. It is assumed that there is a gateway entity at the home and visited domain through which all traffic passes. There is secure communication between the home and visited domain gateway entities. 

Trust relationships

1. The elements of the core network trust each other.

2. The PoA has a trust relationship with the core network elements. 

3. There is a trust relationship between the MN and PoS (ES/CS).

4. There is a trust relationship between the MN and IS. 

5. There is a trust relationship between the MN and the AAA.

Threats and countermeasures

The threats and countermeasures identified in use case-1 also apply to this use case. 

4.3 Deployment Scenario # 3 

In this scenario, MN is in the visited network and MIH services are also provided by the visited network. There is a roaming relationship between home and visited networks. 
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Fig 3. Deployment scenario 3: MN is in a visited network and MIH services are also provided by the visited network.
Assumptions and Trust Relationships

This use case has the same assumptions and trust relationships between MIH entities as in use case 1. 

An additional assumption is that there is a roaming agreement between the home and visited domains so that the MN is authorized for network access in the visited domain. 

Threats and Countermeasures

The threats and countermeasures in this use case will be similar to the threats identified in use case-1. 

4.4 Deployment Scenario # 4

In this Scenario, MN is in the visited or home network and MIH services are provided by a 3rd  party network.
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Assumptions

1. The MIHF services are offered by the third party service provider on a subscription basis. 

2. The MN is authenticated and authorized for network access in the home or the visited domain. 

3. The MN trusts the validity of the services provided by the third party service provider. 

4. Security associations are established between the MIHF service entities in the third party network. 

5. There are no security associations established between the serving PoA and the MIHF service entities in the third party network. 

6. There are no security associations established between the gateway entities of the home/visited network domain and the third party network domain. 

Trust Relationships

1. The MN does not have a trust relationship with the MIHF entities of the third party. 

2. The PoA associated with the MN does not have a trust relationship with the MIHF entities of the third party. 

3. The MIHF entities in the third party network have trust relationships established between themselves. 

Threats and countermeasures:

The threats and countermeasures identified in use case 1 also apply to this use case. In addition to this, due to the lack of trust relationships between the MN’s home and visited domain and the third party network, Denial of Service attacks and Replay attacks become more significant. Either of the two parties (MN or the third party MIHF entities) can be affected. There is a need to establish a secure channel between the gateway entities in the home/visited network and third party network on demand, when the MN decides to use the services of the third party network. 

The third party network also needs to implement strong access control mechanisms so that malicious entities are not able to use the MIHF services without a subscription. 




































































































MIH Messages (L3 comm)





(L2 Comm)

















PoA














Home or Visited Network





tPoS





3rd Party Network





Mobile Node






































MIH Messages (L3 comm)





MIH Messages (L3 comm)





(L2 Comm)











vPoS











PoA





Visited Network





Mobile Node

















MIH Messages (L3 comm)





(L2 Comm)

















PoA





Visited Network





hPoS





Home Network





Mobile Node

















MIH Messages (L3 comm)











(L2 Comm)











Core Network





hPoS





Access Network





PoA





Mobile Node




















1

[image: image5.jpg]


[image: image6.png]


[image: image7.png]


[image: image8.png]Subscription
“Profile



