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Remedy for Cmt#84 in LB7b.

Change the original text to following new text.

Add new text and remove original text.

And, we should revise sentences on MIGMEK.
· Rename MIGMEK to MIGEK which is appeared in sub-clause 8.4.2.3.2, sub-clause 9.5.6.2. 
·  Remove sentences on MIGMEK in clause 4, sub-clause 9.4.2, sub-clause 9.5.4.
And rename MIGEK to MIGSK since they are the same key.

· Remove MIGEK in clause 4.
New text: 
9.5.1 Group session key derivation


[image: image1]
Figure 42—Key derivation example

When a recipient of a GKB successfully decrypts a MGK from the GKB, a group session key (MIGSK) is derived from the MGK to protect group manipulation commands and group addressed commands:



For the key derivation, the following notations and parameters are used.

· K: key derivation key. It is truncated from a master group key (MGK). The length of K is determined by the pseudorandom function (PRF) used for key derivation. If HMAC-SHA-1 or HMAC-SHA-256 is used as a PRF, then the full MGK is used as key derivation key, K. If CMAC-AES is used as a PRF, then the first 128 bits of MGK are used as derivation key, K.

· L: The binary length of derived keying material MIGSK. L is determined by selected multicast ciphersuites described in 9.5.4.

· h: The output binary length of PRF used in the key derivation. That is, h is the length of the block of the keying material derived by one PRF execution. Specifically, for HMAC-SHA-1, h = 160 bits; for HMAC-256, h = 256 bits; for CMAC-AES, h = 128 bits.

· n: The number of iterations of PRF in order to generate L-bits keying material.

· c: The multicast ciphersuite code is a one octet string specified for each ciphersuite. The code is defined in 9.5.4.

· v: The length of the binary representation of the counter and the length of keying material L. The default value for v is 32.

· “MIGSK”: 0x4D4947534B, ASCII code in hex for string “MIGSK.”

· [a]2: Binary representation of integer a with a given length.

For given PRF, the key derivation for MIGSK can be described in the following procedures:
Fixed input values: h and v.

Input: K, L, and multicast ciphersuite code.

Process:

a) [image: image2.emf]
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! c: The multicast ciphersuite code is a one octet string specified for each ciphersuite. The code is 1 
defined in 9.4.6. 2 



! v: The length of the binary representation of the counter and the length of keying material L. The 3 
default value for v is 32. 4 



! “MIGSK”: 0x4D4947534B, ASCII code in hex for string “MIGSK.” 5 
! [a]2: Binary representation of integer a with a given length. 6 



For given PRF, the key derivation for MIGSK can be described in the following procedures: 7 



Fixed input values: h and v. 8 



Input: K, L, and multicast ciphersuite code. 9 



Process: 10 



a)  11 



b) If n > 2v-1, then indicate an error and stop. 12 
c) Result(0) := empty string. 13 
d) For i = 1 to n, do 14 



1) K(i) := PRF(K, “MIGSK” || [i]2 || c || [L]2). 15 
2) Result(i) = Result(i-1) || K(i). 16 



e) Return Result(n) and MIGSK is the leftmost L bits of Result(n). 17 
Output: MIGSK. 18 
The MIGSK is parsed in such a way that 19 
MIGSK = MIGKCK || MIGEK. 20 
With the above procedure, a key hierarchy is derived as shown in Figure 52. 21 



9.4.4 Multicast message encryption based on group key 22 



In order to issue an MIH_Configuration_Update indication message, the MIH User of the Command center 23 
generates an MIH_Configuration_Update.request described in 7.4.30.1 and delivers it to the local MIHF. 24 
Upon receiving the request, the MIHF of the Command center behaves as follows: 25 



a) The MIHF generates a Source MIHF ID TLV based on its own MIHF ID. 26 
b) The MIHF generates a Destination MIHF ID TLV based on the DestinationIdentifier in the received 27 



request. 28 
c) The MIHF generates a Configuration Data TLV from the ConfigurationData in the received request. 29 
d) Consulting with the Multicast Address Database, the MIHF finds the multicast address associated 30 



with the DestinationIdentifer in the received request. 31 
e) The MIHF generates an MIH_Configuration_Update indication message described in 8.6.1.20, and it 32 



sends it to the multicast address found in Step d). 33 
1) The Configuration Data TLV in the MIH_Configuration_Update indication message may be 34 



encrypted to make a Security TLV if necessary in the scheme described in 8.4.2. 35 
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a)    

11  

b)   If n > 2

v

-1, the n  i ndi c a t e   a n  e r r or   a nd  s t op.  

12  

c)   Result(0) := e m p t y   s t r i n g .  

13  

d)   For i = 1 to n, d o  

14  

1)  K(i) := P R F ( K , “ M I G S K ”  | |  [ i]

2 

||  c   ||  [ L ]

2

).  

15  

2)  Result(i)   =   Re s u l t ( i - 1 )  | |   K (i ).  

16  

e)   Return Result ( n )   a n d   M I G S K   i s   t h e   l e f t m o s t   L   bi t s   of   R e s ul t ( n) .  

17  

Output: MIGSK

.

 

18  

Th e MIGSK is pars e d   i n   s u c h   a   w a y   t h a t  

19  

MI GSK = MIGKCK   ||  M I G E K .  

20  

Wi t

h

 the above p

r

o c e d u r e ,   a   k e y   h i e r a r c h y   i s   d e r i v e d   a s   s h o w n   i n   Fi g u r e   5 2 .  

21  

9. 4.4 Multicast m e s s a g e   e n c r y p t i o n   b a s e d   o n   g r o u p   k e y  

22  

In   order to issue an  M I H _C onf i gur a t i on_U pda t e   i ndi c a t i on   me s s a g e ,  th e   M I H   U s e r   o f   th e   C o m m a n d   c e n te r  

23  

ge nerates an MIH_C onf i gur a t i on_U pda t e . r e que s t   de s c r i be d  i n  7. 4. 30. 1   an d   de l iv e r s   it   to   th e   lo c a l  MI H F .  

24  

Up on receiving the   r e q u e s t ,   t h e   M I HF   o f   t h e   C o m m a n d   c e n t e r   b e h a v e s   a s   f o l l o ws :  

25  

a)   The MIHF ge n e r a t e s   a   S o u r c e   M I H F   I D   TLV   b a s e d   o n   i t s   o w n   MI H F   I D .  

26  

b)   The MIHF 

g

e n e r a t e s   a   D e s t i n a t i o n   M I H F   I D   TLV   b a s e d   o n   t h e   D e s t i n a t i o n I d e n t i f i e r   i n   th e   r e c e iv e d  

27  

request. 

28  

c)   The MIHF ge n e r a t e s   a   C o n f i g u r a t i o n   D a t a   TLV   f r o m   t h e   C o n f i g u r a t i o n D a t a   i n   t h e   r e c e i v e d   r e q u e s t .  

29  

d)   Consulting w i t h   t h e   M u l t i c a s t   A d d r e s s   D a t a b a s e ,   t h e   M I H F   f i n d s   t h e   m u l t i c a s t   a d d r e s s   a s s o c i a t e d  

30  

with the De

s

ti n a t i o n I d e n t i f e r   i n   t h e   r e c e i ve d  r e que s t .  

31  

e)   The MIHF 

g

e n e r a t e s   a n   M I H _ C o n f i g u r a t i o n _ U p d a t e   i n d i c a t i o n   m e s s a g e   d e s c r i b e d   i n   8. 6. 1. 20 ,  a n d   it 

32  

sends it to the   m u l t i c a st   a d d r e ss  f o u n d   i n   S t e p   d) .  

33  

1)  The Con f i g u r a t i o n   D a t a   TLV   i n   t h e   M I H _C onf i gur a t i on_U pda t e   i ndi c a t i on  m e s s a ge   m a y  be  

34  

encrypted   t o   m ak e  a  S ecu r i t y   T L V   i f   n eces s ar y   i n   t h e  s ch em e  d es cr i b ed   i n   8. 4. 2 .  

35  


b) If n > 2v-1, then indicate an error and stop.

c) Result(0) := empty string.

d) For i = 1 to n, do

1) K(i) := PRF(K, “MIGSK” || [i]2 || c || [L]2).

2) Result(i) = Result(i-1) || K(i).

e) Return Result(n) and MIGSK is the leftmost L bits of Result(n).

Output: MIGSK.



With the above procedure, a key hierarchy is derived as shown in Figure 42.
Original text:

9.5.1 Group session key derivation

[image: image3.emf]MGKKMIGMEKMIGEKMIGSK


Figure 42—Key derivation example

When an MN successfully recovers a GKB, it obtains a master group key (MGK). The following two keys are derived from MGK:

· Group manipulation encryption key (MIGMEK) used to protect a group manipulation command;

· Group encryption key (MIGEK) used to protect the MIH Group command.

The deriving key is specified by the different multicast ciphersuites described in 9.5.4. For the key derivation, the following notations and parameters are used.

· K: key derivation key. It is truncated from a master group key (MGK). The length of K is determined by the pseudorandom function (PRF) used for key derivation. If HMAC-SHA-1 or HMAC-SHA-256 is used as a PRF, then the full MGK is used as key derivation key, K. If CMAC-AES is used as a PRF, then the first 128 bits of MGK are used as derivation key, K.

· L: The binary length of derived keying material MIGSK. L is determined by selected multicast ciphersuites described in 9.5.4.

· h: The output binary length of PRF used in the key derivation. That is, h is the length of the block of the keying material derived by one PRF execution. Specifically, for HMAC-SHA-1, h = 160 bits; for HMAC-256, h = 256 bits; for CMAC-AES, h = 128 bits.

· n: The number of iterations of PRF in order to generate L-bits keying material.

· c: The multicast ciphersuite code is a one octet string specified for each ciphersuite. The code is defined in 9.5.4.

· v: The length of the binary representation of the counter and the length of keying material L. The default value for v is 32.

· “MIGSK”: 0x4D4947534B, ASCII code in hex for string “MIGSK.”

· [a]2: Binary representation of integer a with a given length.

For given PRF, the key derivation for MIGSK can be described in the following procedures:
Fixed input values: h and v.

Input: K, L, and multicast ciphersuite code.

Process:

f) [image: image4.emf]
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! c: The multicast ciphersuite code is a one octet string specified for each ciphersuite. The code is 1 
defined in 9.4.6. 2 



! v: The length of the binary representation of the counter and the length of keying material L. The 3 
default value for v is 32. 4 



! “MIGSK”: 0x4D4947534B, ASCII code in hex for string “MIGSK.” 5 
! [a]2: Binary representation of integer a with a given length. 6 



For given PRF, the key derivation for MIGSK can be described in the following procedures: 7 



Fixed input values: h and v. 8 



Input: K, L, and multicast ciphersuite code. 9 



Process: 10 



a)  11 



b) If n > 2v-1, then indicate an error and stop. 12 
c) Result(0) := empty string. 13 
d) For i = 1 to n, do 14 



1) K(i) := PRF(K, “MIGSK” || [i]2 || c || [L]2). 15 
2) Result(i) = Result(i-1) || K(i). 16 



e) Return Result(n) and MIGSK is the leftmost L bits of Result(n). 17 
Output: MIGSK. 18 
The MIGSK is parsed in such a way that 19 
MIGSK = MIGKCK || MIGEK. 20 
With the above procedure, a key hierarchy is derived as shown in Figure 52. 21 



9.4.4 Multicast message encryption based on group key 22 



In order to issue an MIH_Configuration_Update indication message, the MIH User of the Command center 23 
generates an MIH_Configuration_Update.request described in 7.4.30.1 and delivers it to the local MIHF. 24 
Upon receiving the request, the MIHF of the Command center behaves as follows: 25 



a) The MIHF generates a Source MIHF ID TLV based on its own MIHF ID. 26 
b) The MIHF generates a Destination MIHF ID TLV based on the DestinationIdentifier in the received 27 



request. 28 
c) The MIHF generates a Configuration Data TLV from the ConfigurationData in the received request. 29 
d) Consulting with the Multicast Address Database, the MIHF finds the multicast address associated 30 



with the DestinationIdentifer in the received request. 31 
e) The MIHF generates an MIH_Configuration_Update indication message described in 8.6.1.20, and it 32 



sends it to the multicast address found in Step d). 33 
1) The Configuration Data TLV in the MIH_Configuration_Update indication message may be 34 



encrypted to make a Security TLV if necessary in the scheme described in 8.4.2. 35 
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a)    

11  

b)   If n > 2

v

-1, the n  i ndi c a t e   a n  e r r or   a nd  s t op.  

12  

c)   Result(0) := e m p t y   s t r i n g .  

13  

d)   For i = 1 to n, d o  

14  

1)  K(i) := P R F ( K , “ M I G S K ”  | |  [ i]

2 

||  c   ||  [ L ]

2

).  

15  

2)  Result(i)   =   Re s u l t ( i - 1 )  | |   K (i ).  

16  

e)   Return Result ( n )   a n d   M I G S K   i s   t h e   l e f t m o s t   L   bi t s   of   R e s ul t ( n) .  

17  

Output: MIGSK

.

 

18  

Th e MIGSK is pars e d   i n   s u c h   a   w a y   t h a t  

19  

MI GSK = MIGKCK   ||  M I G E K .  

20  

Wi t
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21  

9. 4.4 Multicast m e s s a g e   e n c r y p t i o n   b a s e d   o n   g r o u p   k e y  

22  

In   order to issue an  M I H _C onf i gur a t i on_U pda t e   i ndi c a t i on   me s s a g e ,  th e   M I H   U s e r   o f   th e   C o m m a n d   c e n te r  

23  

ge nerates an MIH_C onf i gur a t i on_U pda t e . r e que s t   de s c r i be d  i n  7. 4. 30. 1   an d   de l iv e r s   it   to   th e   lo c a l  MI H F .  

24  

Up on receiving the   r e q u e s t ,   t h e   M I HF   o f   t h e   C o m m a n d   c e n t e r   b e h a v e s   a s   f o l l o ws :  

25  

a)   The MIHF ge n e r a t e s   a   S o u r c e   M I H F   I D   TLV   b a s e d   o n   i t s   o w n   MI H F   I D .  

26  

b)   The MIHF 

g

e n e r a t e s   a   D e s t i n a t i o n   M I H F   I D   TLV   b a s e d   o n   t h e   D e s t i n a t i o n I d e n t i f i e r   i n   th e   r e c e iv e d  

27  

request. 

28  

c)   The MIHF ge n e r a t e s   a   C o n f i g u r a t i o n   D a t a   TLV   f r o m   t h e   C o n f i g u r a t i o n D a t a   i n   t h e   r e c e i v e d   r e q u e s t .  

29  

d)   Consulting w i t h   t h e   M u l t i c a s t   A d d r e s s   D a t a b a s e ,   t h e   M I H F   f i n d s   t h e   m u l t i c a s t   a d d r e s s   a s s o c i a t e d  

30  

with the De

s

ti n a t i o n I d e n t i f e r   i n   t h e   r e c e i ve d  r e que s t .  

31  

e)   The MIHF 

g
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sends it to the   m u l t i c a st   a d d r e ss  f o u n d   i n   S t e p   d) .  

33  
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g) If n > 2v-1, then indicate an error and stop.

h) Result(0) := empty string.

i) For i = 1 to n, do

1) K(i) := PRF(K, “MIGSK” || [i]2 || c || [L]2).

2) Result(i) = Result(i-1) || K(i).

j) Return Result(n) and MIGSK is the leftmost L bits of Result(n).

Output: MIGSK.

The MIGSK is parsed in such a way that

MIGSK = MIGMEK || MIGEK.
With the above procedure, a key hierarchy is derived as shown in Figure 42.
MGK





K





MIGSEK
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