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Introduction 

• This proposal is a contribution to the 802.21d in response to 
802.21-12-0091-06-MuGM-requirements-document. 

• This proposal provides a secure management method of 
multicast groups using Media Key Block mechanism.  
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Definitions 

• MKB: Media Key Block 

• MIHF ID: Should be redefined as Individual MIHF ID and Group MIHF ID 

• Individual MIHF ID: current MIHF ID 

• Group MIHF ID: Should newly defined 

• Group manipulation command: A command to make members join in a 
group or leave from the group. 

• Group command: A command issued to members which belongs to a group. 

• Group Manager: A server which issues a group manipulation command. 

• Command Center: A server which issues a group command. 
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System model 

• Assumption: Group Manager, Command Center and MNs have long-term keys (e.g., 
SKs, all public keys).  

• System description:  
• Group Manager issues a group manipulation command to distribute a group ID 

and a group key to the MNs of a group via Command Center. Arguments of a 
group manipulation command can optionally be encrypted by the long-term key.  

• Command Center issues a group command to the MNs of the group designated 
by a group ID.  A group command can optionally be encrypted by the group key 
assigned to the group.  

Group 
Manager 

MN1 MN2 MN4 MN3 

PoA1 PoA2 

Command 
Center 

SK2 SK3 SK4 SK1 

SK5 

All public 
keys 

Command 
Center 

SK6 
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Use Cases Architecture 
• Applications 

• Handover for load balance 
• Handover in case of a system failure (failover and restoration), etc. 
• F/W Update 
• Configuration Parameter Update 

Mesh Network 
of Smart 
Meters 

Mesh Network 
of Smart 
Meters 

Mesh Network 
of Smart 
Meters 

Collector 1 

Collector 2 

Collector 3 

Control 
Center 
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Solution 1: Unique Keys 

GID and PKE(PK1,gk), PKE(PK2,gk), 
PKE(PK5,gk) 

• Advantage: Resilience to leak of a unique key (No damage to the other MNs). 

• Disadvantage: Group Manager need to manage a large number of keys. Group 
Manager should send a large size of data. 

Group 
Manager 

MN1 MN2 MN4 MN3 

PoA1 PoA2 

Command 
Center 1 

SK3 SK4 

SK5 

All public 
keys 

Command 
Center 2 

SK6 

SK2 SK1 

PKE: Public Key Encryption 
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Solution 2: A Group Key 

GID and PKE(PK,gk) 

• Advantage: Only one public key pair is necessary. Very easy to manage. 

• Disadvantage: No resilience to key leak at an MN: No way to securely update the 
group key once one of the MNs is compromised. 

Group 
Manager 

MN1 MN2 MN4 MN3 

PoA1 PoA2 

Command 
Center 1 

SK SK 

SK 

PK 

Command 
Center 2 

SK 

SK SK 

PKE: Public Key Encryption 
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Solution 3: MKB 

GID and MKB for dk1, dk2 , dk5 

• Advantage: 
• Group Manager sends a smaller size of data than Solution 1. 
• Resilience to leak of a long-term key: There exist a way to update a group key 

excluding the compromised MNs if they are detected. 

• Disadvantage: The number of long-term keys is larger than a unique key or a group 
key approaches. (Each device key, which is the long-term keys, consists of plural 
symmetric keys.) 

Group 
Manager 

MN1 MN2 MN4 MN3 

PoA1 PoA2 

Command 
Center 1 

dk3 dk4 

dk5 

All device 
keys 

Command 
Center 2 

dk6 

dk2 dk1 
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Quantitative Comparison 

• m: The number of the concerned MNs. 

• Public key encryption: ECIES (112-bit security) 

• Symmetric key encryption: AES-128 (128-bit security) 

• MKB: Complete Subtree method using AES-128 

• GM: Group Manager, MN: Mobile Node 

 

• 232 ≈43 billion,  220 ≈1 million,  216 ≈65 thousand 

Number of 

Key (GM) 

Total Key 

size  (GM) 

Number of 

Key (MN) 

Total Key size 

(MN)  

Group Key Data 

size (GM)  

Unique Keys (m = 232) 232 239 GB 1 28 B 360 GB  

Unique Keys (m = 220) 220 59 MB 1 28 B 88 MB   

Unique Keys (m = 216) 216 3.6 MB 1 28 B 5.5 MB  

MKB (m=232) 233-1 137 GB 32 512 B 34GB  

MKB (m = 220) 221-1 34 MB 20 200 B 8.3 MB  

MKB (m=216) 217-1 2 MB 16 160 B 528KB  

A Group Key 1 56 B 1 28 B  84 B 
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• Number of key (X): The number of keys which X holds. 

• Total Key size (X): The total size of keys which X holds. 

• Group Key Data size (GM): The maximum size of data 
which GM need to send to distribute a group key. The 
worst case. 

• The group key approach has  no resilience to key 
leakage. 



Our Proposal 

• We propose to make use of an MKB technology to deliver a 
group key (gk) to a target group of MNs via a 
multicast/broadcast channel.  

• The group key (gk) is distributed in an encrypted manner: Only 
the MNs that belong to the target group can decrypt it. 

 

• We will introduce some examples to show the basics of MKB. 
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Toy example of MKB (1/3) 

dk1 = ((000,k1), (001,k2), (011,k4)) 

The number of controlled MNs is 4. 

1. GM generates a binary tree which has 4 leaves. 

2. GM generates 7 device keys and 7 device key IDs, and virtually assigns them to the 
nodes of the binary tree. 

3. The device key for a leaf node is defined as the set of the IDs and the keys  
    which are picked up along the path from the leaf node ascending to the root.  

(000,k1) 

(001,k2) (010,k3) 

(011,k4) (100,k5) (101,k6) (110,k7) 

dk2 = ((000,k1), (001,k2), (100,k5)) 

dk3 = ((000,k1), (010,k3), (101,k6)) 

dk4 = ((000,k1), (010,k3), (110,k7)) 

Complete Subtree method 

4. An MN is assigned to a leaf node of the tree, and the long-term key for the MN 
    is the device key defined as above.  
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(000,k1) 

(001,k2) (010,k3) 

(011,k4) (100,k5) (101,k6) (110,k7) 

Toy example of MKB (2/3) 

Group 
Manager 

MN1 MN2 MN4 MN3 

MKB= 000 || Enc(k1, gk) 

✔ ✔ ✔ 

✔ 
Needs to send gk to 
MN1, MN2, MN3, 
and MN4 

✔ 

✔ 

✔ ✔ ✔ 

dk1 = ((000,k1),  
           (001,k2),  
           (011,k4)) 

dk2 = ((000,k1),  
           (001,k2),  
           (100,k5)) 

dk3 = ((000,k1),  
           (010,k3),  
           (101,k6)) 

dk4 = ((000,k1),  
           (010,k3),  
           (110,k7)) 
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(000,k1) 

(001,k2) (010,k3) 

(011,k4) (100,k5) (101,k6) (110,k7) 

Toy example of MKB (3/3) 

Group 
Manager 

MN1 MN2 MN4 MN3 

MKB=001,110 || Enc(k2, gk), Enc(k7, gk) 

✔ ✔ ✔ 

✔ 

Needs to send gk 
only to N1,N2, and 
N4 

✔ ✔ ✔ 

dk1 = ((000,k1),  
           (001,k2),  
           (011,k4)) 

dk2 = ((000,k1),  
           (001,k2),  
           (100,k5)) 

dk3 = ((000,k1),  
           (010,k3),  
           (101,k6)) 

dk4 = ((000,k1),  
           (010,k3),  
           (110,k7)) 

✔ 

21-12-xxxx-00-MuGM 16 



Setup of Device keys 

Group 
Manager 

k1 

k2 k3 

K2n-1 K2n-1+1 K2n-1 

MNm 

2. Deliver dkm  to MNm. 

1. Generate a device key (dkm) for MNm. 

3. MNm installs dkm as its device key. 
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Mapping to MIH framework 

MIH 

MIH PoS 

MIH PoS 

MIH PoS 

MIH   
Non-PoS 

MN 

Candidate PoA 

Serving PoA 

Non-PoA 
Network Entity 

RP2 

RP1 

RP3 

RP5 

RP5 

RP4 

RP4 

RP4 

• MIH PoS: Command Center 
• Key Server (not shown above) is connected to each PoS using an interface (e.g., AAA) defined outside 

the scope of 802.21 
• Multicast sender: MIH PoS, Multicast receiver: MN, MIH PoS 

MIHF Communication Model  
(same as Figure 2 of IEEE 802.21-2008) 
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Prerequisites for System 

• Device key IDs and Device keys are pre-installed. 

• A Command Center (CC)’s secret key to generate a digital signature is pre-installed in the 
PoS. 

• A Group Manager (GM)’s secret key to generate a digital signature is pre-installed in the 
GM. 

• The GM’s public key and the CC’s public key to verify digital signatures are pre-installed 
in all the PoSs and all the MNs. 

• The Individual MIHF IDs are pre-installed in all the PoSs and all the MNs. 

• The unicast security convention follows IEEE 802.21a.  

• Mapping between a Group ID and a multicast transport address is managed and maintain 
within MIH_NET_SA. 

• Underlying multicast transport is used to carry MIH messages related to the group 
manipulation commands and the group commands. 

MN 

Group 
Manager 

Command 
Center 

Device key ID 
Device key 
GM pk 
CC pk 
MIHF ID 

Device key ID 
Device key 
GM pk 
CC sk 
MIHF ID 

All Device key ID 
All Device key 
GM sk 
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Two step approach 

• Step 1: Group Manager manipulates a group by distributing a group ID 
and  a group key using an MKB via multicast channels. 

• The group is a multicast group, and the group ID represents the 
multicast group. 

• Step 2: Command Center issues group commands to a group designated 
by the group ID. 

Step1 

Command 
Step 2 

Group 
Manager 

MN1 MN2 MN4 MN3 

PoA1 PoA2 

Command 
Center 1 

dk3 dk4 

Command 
Center 2 

dk2 dk1 
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Group ID 

• Use MIHF ID as Group ID 
• Alternative 1: We do not modify the current MIHF ID rule, 

but newly define an out-of-band mechanism to distinguish a 
Group MIHF ID from Individual MIHF IDs. 

• Ex. XXXX@YYYY, and  an attribute which says “this is a Group MIHF 
ID”. 

• Alternative 2: We restrict the current MIHF ID rule to 
distinguish a Group MIHF ID from Individual MIHF IDs. 

• Ex. Group-XXXX@YYYY i.e., “Group-” is reserved word.  
 

• Which alternative is suitable?  
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Step1 Group manipulation : Overview 

Group 
Manager 

MN1 MN2 MNm MN3 

MKB 

MKB MKB MKB MKB 

GID, gk GID, gk GID, error GID, error 

MNm-1 

MKB 

GID, gk 

gk 

✔ ✔ ✔ 

1. Choose target MNs and a CC. 

2. Generate an MKB for the MNs and the CC, 
    and distribute it to the MNs via the CC. 
3. The target MNs and the CC will obtain 
    a group ID (GID) and a group key (gk). 

4. Non-target MNs may obtain GID,  
    but cannot decrypt the MKB to obtain gk. 

dk1,…,dkm 

dk1 dk2 dk3 dkm-1 dkm 

21-12-xxxx-00-MuGM 

Command 
Center 

MKB 

GID, gk 
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GM MN 

Update G-List 

else if 

then 

else Exit. 

𝑔𝑘: Group Key 

Group manipulation procedure 

then 

if 

then 

else if 

𝑝𝑘, 𝑠𝑘  
G-List 

(𝑑𝑘1, … , 𝑑𝑘𝑛) 

𝑝𝑘 
G’-List 

𝑑𝑘𝑖 

Choose 𝐷𝐾 ⊆ *𝑑𝑘1, … , 𝑑𝑘𝑛+ 

𝐺𝑗: Group ID 

Generate an MKB using 
𝐷𝐾, 𝐺𝑗 , 𝑔𝑘 and 𝑠𝑘. 

𝐺𝑗 ,∗ ∈ 𝐺′-List∧ 
𝑉𝑒𝑟𝑖𝑓𝑦 𝑝𝑘, 𝑀𝐾𝐵 = 1 ∧ 
𝐷𝑒𝑐𝑀𝐾𝐵 𝑑𝑘𝑖 , 𝑀𝐾𝐵 = 𝑔𝑘 

𝑈𝑝𝑑𝑎𝑡𝑒 𝑔𝑟𝑜𝑢𝑝𝑘𝑦 𝑜𝑓 𝐺𝑗 

𝐺𝑗 ,∗ ∉ 𝐺′-List∧ 

𝑉𝑒𝑟𝑖𝑓𝑦 𝑝𝑘, 𝑀𝐾𝐵 = 1 ∧ 
𝐷𝑒𝑐𝑀𝐾𝐵 𝑑𝑘𝑖 , 𝑀𝐾𝐵 = 𝑔𝑘 

𝐽𝑜𝑖𝑛 𝑔𝑟𝑜𝑢𝑝 𝐺𝑗 

𝐺𝑗 ,∗ ∈ 𝐺′-List∧ 
𝑉𝑒𝑟𝑖𝑓𝑦 𝑝𝑘, 𝑀𝐾𝐵 = 1 ∧ 
𝐷𝑒𝑐𝑀𝐾𝐵 𝑑𝑘𝑖 , 𝑀𝐾𝐵 =⊥ 

𝐿𝑒𝑎𝑣𝑒 𝑔𝑟𝑜𝑢𝑝 𝐺𝑗 
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Type and Version Record 

Verify Group Key 

Reserved 

Complete Sub-tree 

Group Key Data 

End of Group Manipulation Command 

GID 

MIH service specific TLVs for  
Group Manipulation 

Device key IDs which are the  
roots of complete sub-trees.  

Ciphertexts of gk 

Signed by Group Manager 

GID 

(Option) Auxiliary information  
 for future use. 

Elements to verify obtained gk  
is correct or not. 

Type and Version 
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Step2 Group command procedure  

CC MN 

else Exit. 

Choose 

if 

then follow 𝐶𝑜𝑚𝑚𝑎𝑛𝑑 

𝑔𝑘𝑗: Group Key 

𝐺𝑗: Group ID 

Generate a Command using 
𝐺𝑗 , 𝑔𝑘𝑗 and 𝑠𝑘. 

𝐺𝑗 ,∗ ∈ 𝐺′-List∧ 

𝑉𝑒𝑟𝑖𝑓𝑦 𝑝𝑘, 𝑀𝐾𝐵 = 1 ∧ 

𝑝𝑘, 𝑠𝑘  
G-List 

𝐺1, 𝑔𝑘1 , … , 
(𝐺𝑚, 𝑔𝑘𝑚) 

𝑝𝑘 
G’-List 

𝑑𝑘𝑖 
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Command 

Group command procedure belongs to the command service of MIH. 



Failover/Restoration 

Load Balancing 

Configuration Parameters Update 

F/W Update 
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Failover/Restoration (1/2) 

Command 
Center 

MN1 MN2 MN4 MN3 

PoA1 PoA2 

(G1,gk1), 
(G2,gk2) 

(G1,gk1) 

1. The CC sends a group handover command to G1,  
   specifying PoA2 as the target network. 

The CC need move the MNs under PoA1 to PoA2. 

Group Handover  
 command 

(G1,gk1) (G1,gk1) (G2,gk2) 

Assumption: The MNs under PoA1 belong to Group G1 
  as a result of a group manipulation command. 

2. The target MNs move to PoA2. 

1. 2. 
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Failover/Restoration (2/2) 

Command 
Center 

MN1 MN2 MN4 MN3 

PoA1 PoA2 

The CC need move the MNs under PoA2 to PoA1. 

Group Handover  
command 

(G1,gk1), 
(G2,gk2) 

(G1,gk1) (G1,gk1) (G1,gk1) (G2,gk2) 

The procedure is the same as the failover case. 

1. The CC sends a group handover command to G1,  
   specifying PoA1 as the target network. 

2. The target MNs move to PoA1. 

2. 1. 
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Group Handover Command  
Format 

Signed by the CC 

Group ID 

Group Handover 

Address of the target PoA 
It can be encrypted 
 by gk corresponding  
to the group. 

Type and Version Record 

End of Group Handover command 

GID 

Address 

CCID 
CC’s ID 

Load Balancing is also covered by commands of this format. 
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Failover/Restoration 

Load Balancing 

Configuration Parameters Update 

F/W Update 
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Configuration Parameters Update  

Command 
Center 

MN1 MN2 MN4 MN3 

PoA1 PoA2 

(G1,gk1), 
(G2,gk2) 

The CC need update the configurations of the MNs in Group G1. 

1. The CC sends to G1 a configuration update command  
   containing configuration parameters. 

Configuration  
Update command 

(G1,gk1) (G1,gk1) 
(G2,gk2) (G1,gk1) 

Assumption: G1 is preliminary created by a group manipulation  
command. 

2. Each of the target MNs obtains the new configuration  
    parameters from  the command and updates its configuration. 

New Configuration New Configuration New Configuration 
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Type and Version Record 

End of Configuration Update command 

GID 

Configuration data 

CCID 

Configuration Update Command  
Format 

Signed by the CC 

Group ID 

CP update 

Can be encrypted  
by gk corresponding  
to the group. 

CC’s ID 

Firmware update is also covered by a command of this format. 
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MIH service specific TLVs for  
Group Commands 

Type and Version CCID GID Data End of 

command 

Group Handover Group Handover CCID GID Target PoA Sig by CC 

Configuration 

Update 

Configuration 

Update 

CCID GID (Encrypted) 

Configuration  

Sig by CC 

F/W Update F/W Update CCID GID (Encrypted) F/W Sig by CC 

Type and Version Record 

End of Group Command 

GID 

Data 

CCID 

21-12-xxxx-00-MuGM 35 



Outline  

• Introduction  

• Definitions  

• Architecture and Concept 
• System model 
• Concept of our solution 
• MKB Basics 
• Mapping to MIH framework  

• Prerequisites for System 

• Proposal 
• Group ID 
• Group manipulation  
• Group command 
• MIH Primitives and MIH Messages 
• Group key hierarchy 

• Conformance to the requirements 

• Summary  

 

21-12-xxxx-00-MuGM 36 



MIH_SAP 

Local MIHF 

Local MIH User 

We need define MIH primitives 

• Local and Remote MIH Users exchange Group Manipulation Commands or Group 
Commands together with their Command attributes via MIH_SAP. 

• Local and Remote MIHFs exchange the  attributes via MIH_NET_SAP using MIH protocol. 

MIH_ 
NET_SAP 

MIH_SAP 

MIH_ 
NET_SAP 

Remote MIH User 

Remote MIHF 

We need define MIH messages 

MIH Primitives and Messages 
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MIH Primitives and Message for  
Group Manipulation 

• Group manipulation based on unicast communication 

• We use MIH registration for sending a group ID and a group key so that an MN 
can join or leave a group. 

• Group manipulation based on multicast communication 
• We define new primitives in the service management service. 

• MIH_Group_Manipulate.request,  
• MIH_Group_Manipulate.indication. 

• We define a new message. 
• MIH_Group_Manipulate indication   

MIHF 

MIH User 

MN 

MIH_Group_Manipulate.indication 

MIHF 

MIH User 

PoS 

MIH_Group_Manipulate.request 

MIH_Group_Manipulate indication 
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MIHF 

MIH User 

MN 

MIHF 

MIH User 

PoS 

MIH Primitives and Message for  
Group Command 

• Group command based on multicast communication 
• We define new primitives in the command service. 

• MIH_Group_Handover.request, MIH_Group_Handover.indication. 
• MIH_Group_ConfigUpdate.request, MIH_Group_ConfigUpdate.indication. 

• We define a new message. 
• MIH_Group_Handover indication   
• MIH_Group_ConfigUpdate indication 

MIH_Group_Handover.indication MIH_Group_Handover.request 

MIH_Group_Handover indication 
MIH_Group_ConfigUpdate indication 

MIH_Group_ConfigUpdate.indication MIH_Group_ConfigUpdate.request 
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Summary of MIH Primitives 

• Group manipulation based on unicast communication: 
• We use MIH registration to send a group ID and a group key so that an 

MN can join or leave a group. 
• Parameters corresponding to MIH service specific TLVs for  

Group Manipulation should be added to MIH_Register.request and 
MIH_Register.indication primitives. 

• Group manipulation based on multicast communication: 
• We should define new primitives in the service management service. 

• MIH_Group_Manipulate.request, MIH_Group_Manipulate.indication. 

• Group command based on multicast communication: 
• We should define new primitives in the command service. 

• MIH_Group_Handover.request, MIH_Group_Handover.indication. 
• MIH_Group_ConfigUpdate.request, MIH_Group_ConfigUpdate.indication 
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Summary of MIH Messages 

• We modify MIH registration. 

• We define MIH_Group_Manipulate indication message containing 
following TLV format. 

 

 

 

 

 

• We define “MIH_Group_Handover indication” and “MIH_Group_Update 
indication” containing following TLV format. 

 

Type and Version Record 

Verify Group Key 
Reserved 

Complete subtree 

Group Key Data 

End of Group Manipulation Command 

GID 

Type and Version Record 

End of Group Command 

GID 
Data 

CCID 
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Group key hierarchy 

• Master group key is distributed by Group Manager using MKB. 

• A Group Command Key is derived from the Master Group Key using the 
KDF defined in 802.21a. 

• A Group Application Key, which is an application-specific key, is derived 
from the Master Group Key using a KDF which is application-specific. 

Master Group Key 

Group Command Key 

KDF defined in 802.21a KDF 

Group Application Key 
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A key to encrypt command arguments (Group Command Key) is not  
in fact a group key. The key is derived from the group key (Master Group Key). 



Outline  

• Introduction  

• Definitions  

• Architecture and Concept 
• System model 
• Concept of our solution 
• MKB Basics 
• Mapping to MIH framework  

• Prerequisites for System 

• Proposal 
• Group ID 
• Group manipulation  
• Group command 
• MIH Primitives 
• MIH Messages 
• Group key hierarchy 

• Conformance to the requirements 

• Summary  
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Conformance of the requirements 

Supported Functionality Requirement # in  TR 

document 
Note 

Multicast Communication Req2.1.1.1 Supported in the assumption 

Addressing Req2.1.2.1 Supported by Group MIHF_ID 

Multicast Transport Req2.1.3.{1,2} Supported in the assumption 

Group Management Req2.1.4.1 Supported  by the group ID and 

the group key 

Security Requirements Req2.1.5.{1,2} See the next slide 

Transparency to MIH Users Req2.2.1.1 Supported by newly defined 

primitives 

Reduced signaling Req2.2.2.1 Supported by the MKB 

technology  

Scalability Req2.2.3.{1,2} Supported by the MKB 

technology 

Backward compatibility Req2.3.1.{1,2,3} The state machine is not 

modified, and Broadcast MIHF 

ID is used as it was. 
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Conformance of the requirements 

Authentication Data 

Integrity 

Confidentiality Availability Key 

management 

Group 

manipulation 

Supported by the 

signature of GM 

Supported 

by the 

signature of 

GM 

Supported by 

encryption by 

device keys 

? Supported 

Group command Supported by the 

signature of CC 

Supported 

by the 

signature of 

CC 

Supported by 

encryption by a 

group key  

? Supported 
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Summary 

• The authors proposed a mechanism of group manipulation and 
a mechanism to issue commands to the group. 

• The mechanism of group manipulation is based on an MKB 
technology. 

• The authors provided the schemes to realize the use cases. 

• The authors showed the advantages of the schemes, especially  
in reduction of signals and in scalability. The scheme in parallel  
satisfies the confidentiality requirement. 

• The schemes satisfy the requirements listed in the CfP. 
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