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IEEE 802.21d (Multicast Group Management) Requirements

General requirements

1. The solution must support the exchange of MIH primitives between an MIHF located at a PoS and a group of MIHFs.

· Rationale: The creation of multicast trees with source on a MIHF located at an MN is extremely complex. Hence, limiting the solution to multicast trees originated at the PoS seems more feasible at this moment. Use cases currently identified do not require of multicast requests sent from the MNs.

2. The solution must rely on already established L2 and L3 multicast mechanisms

· Rationale: The scope of the TG do not encompass the definition of new L2 or L3 multicast mechanisms. The solution must be able to work with currently deployed and standardized multicast transport solutions.

3. The solution must provide an addressing mechanism in order to identify the group (e.g., a multicast MIHF_ID), this identifier must be compatible with current identifiers used in the base spec.

· Rationale: We should use an identifier space compatible with current .21 in order to minimize the amount of changes required to implement the solution on top of the main spec.

4. The solution must provide mechanisms for the MIHF to perform all transport related mechanisms, the multicast transport mechanisms (address, protocol, etc..) must be transparent for the MIH User

· Rationale: The same way in the base spec, the MIH User only sees an MIHF_ID and no knowledge about the transport is required.

Membership management requirements

5. The solution must provide functionalities to create/destroy groups. It is also required to be able to merge and divide groups although no atomic operations might be used.

· Rationale: New mechanisms in order to include MIHF_IDs in multicast groups are required

Backward compatibility requirements

6. The solution must be compatible or supersede the zero length MIHF_ID behaviour

· Rationale: New multicast solution must provide a mechanism to address all MIHFs (broadcast)

7. The solution must be compatible or supersede IEEE 802.21b mechanisms of group management.

· Rationale: Current 802.21b mechanisms for group management are based on the concept of program identifier and are best suited for video delivery in downlink only technologies. The proposed solution must be able to provide a complementary mechanism that helps differentiating the users.

8. The solution must minimize the changes introduced in the standard .21 protocol state machine and should clearly identify the IEEE 802.21 primitives allowed to be used in a multicast fashion

· Rationale: There are multiple ways of designing the multicast state machine but some of them will completely break the current state machine. Also, not all of the primitives defined in .21 make sense in multicast, so it is important to identify and clearly mark the ones that can be used.

Security Requirements

9. The solution must provide mechanisms to authenticate the messages received from the group controller entity. No authorization in a per-command basis is required.

· Rationale: The malicious operation of a controller can make a whole network disconnect. Hence all messages must be authenticated before processed. There is no need of authorization lists per MIHF command, all commands arriving from an authorized sender will have the authorization to be executed.

10. The solution must provide mechanisms to detect tampering of the messages at the receiving node.

· Rationale: Modification of the messages exchanged between the controller and the group should be detected in order to de-authorize the source of the messages and avoid any issue.

11. The solution must provide mechanisms for securing the exchange of messages within a group. This security must be done in a media independent way, not relaying in L2 mechanisms.

· Rationale: With the increase in amount of nodes joining multicast groups, and their heterogeneous nature, it is possible that different nodes have different security requirements. As such, the usage of Group Management mechanisms by IEEE 802.21d should be able to work, despite the different security requirements of independent nodes.

12. The solution must provide security (authorization and cyphering) mechanisms able to scale from low to high capacity devices.

· Rationale: In sensors networks the variety of capabilities is high. There will be sensors able to perform CPU intensive operations and sensors with a very limited capacity, hence the security solution must be able to scale according with the node capacities.

