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IEEE P802.21 Media Independent Handover Services

Tentative Minutes of the IEEE P802.21a Security Task Group 
Chair: Yoshihiro Ohba

Editor: Lily Chen

H Anthony Chan is taking the minutes

1. Second Day PM2 Meeting: Kona 1; Tuesday, September 22, 2009

1.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21a Security Task Group Chair at 4:00PM 

1.2  Meeting Agenda (21-09-0144-02-0sec) 

The agenda is as follows:

For PM2 on Tuesday, September 22nd , 2009:
	Subject
	Contributor
	Time

	Security TG  Meeting Called to Order
	Yoshihiro Ohba
	04:00pm

	Agenda for September 2009 Meeting
	Yoshihiro Ohba
	04:02pm

	Opening Note
	Yoshihiro Ohba
	04:05pm

	Approval of  outstanding meeting minutes
	Group
	04:15pm

	802.21a Proposal (0104-02)
	Rafa Marin Lopez
	04:20pm

	802.21a Proposal (0066-02/ 0102-02 / 142-00)
	Subir Das
	05:10pm

	Recess
	
	06:00pm


For AM1 and AM2 on Wednesday

	Subject
	Contributor
	Time

	Key Distribution Discussion (0126-02)
	Rafa & Subir
	08:00am

	A Study on IEEE 802.11r Approach (0148-01)
	Lily Chen
	09:00am

	Editor’s assessment on generating a 21a document
	Lily Chen
	09:30am

	Recess for Coffee Break
	
	10:00am

	Proposals harmonization discussion
	Proposers
	10:30am

	Closing Note
	Yoshihiro Ohba
	12:10pm

	Adjourn
	
	12:30pm


The agenda is approved by unanimous consent.

1.3  Opening Notes (meeting notes 21-09-0153-00-0sec)

1.3.1 Progress So Far

1.3.1.1 January 2009: The 1st 802.21a meeting

Initial CFP discussion

1.3.1.2 Between Jan and March: Two Teleconferences

1.3.1.3 March 2009: Issued CFP

7 proposals were submitted in response to CFP

1.3.1.4 May 2009: Proposal Presentation I

The 7 proposals were presented and discussed

1.3.1.5 Between May and July 2009: Three teleconferences

1.3.1.6 July 2009: Proposal Presentation II

1.3.1.7 Between July and Sept 2009: Two teleconferences

1.3.2 Main Objective of This Meeting

1.3.2.1 The third (and last) Proposal Presentation to present and discuss 802.21a proposals

1.3.2.2 Reach consensus on key distribution approach

1.3.2.3 Achieve harmonization among proposals as much as possible before Down-selection in November meeting 

1.3.3 List of 802.21a Revised Proposals 

1.3.3.1 Group 1: Work item #1 only

21-09-0060 (Security Related IEs)

21-09-0103 (Authenticator Discovery Mechanism)

21-09-0104 (EAP-FRM) to be presented in September meeting

1.3.3.2 Group 2: Work item #2 only

21-09-0059 (Protecting the IS e2e with hash tree)

21-09-0107 (Packet Level Authentication)

1.3.3.3 Group 3: Work items #1 and #2

21-09-0105 (Solution Proposal for 802.21a )

21-09-0066/ 0102  (Proactive Auth and MIH Security) to be presented in September meeting
1.4  July plenary meeting minutes (21-09-0138-00), and July  Teleconference minutes (21-09-0147-00)

These outstanding minutes are unanimously approved. 

1.5  802.11a proposal (21-09-104-02) is presented by Rafa Marin Lopez
1.5.1 21-09-0139-00 was also presented to explain received comments and the proposers’ response to the comments on the proposal.

1.5.2 Discussion

Comment that the proposed EAP method (i.e., EAP-FRM) should be defined in IETF.

Comment that there is already an Internet-Draft for the proposed EAP method.

Presenter agreed to ask IETF to publish the Internet-Draft as an Informational or Experimental RFC.

1.6  Answers to 802.11a proposal in (21-09-0142-00) is presented by Subir Das 

1.6.1 Updated proposal documents: (21-09-0066-02, 21-09-0102-02)
1.6.2 Answers to comment on how are keys derived.   

1.6.2.1 Section 3.4 describes the key generation algorithm whereby POA link address and MN link addresses are used 

MS-PMK =KDF(MI-PMK, “MS-PMK” | MN_LINK_ID | POA_LINK_ID | length)]

1.6.2.2 Keys are generated after successful authentication 

1.6.2.3 The POA-Link-Addr-List and MN-Link-Addr_List are represented as LIST(Link_ID) and the link end point in IEEE 802.21-2008 is L2 end point

1.6.2.4 MN can know the POA link layer address via IS
1.6.3 Answers to comment on whether pro-auth request and response in Figure 5 are integrity protected.   

1.6.3.1 Initial pro-auth request and response messages are not integrity protected 

1.6.3.2 IC TLV description is missing. Added them in 21-09-0066-02-0sec and also IC TLV is defined (reference slide #36)

1.6.3.3 Candidate authenticator can initiate the pre-authentication. 

1.6.4 Answers to comment on how pull mechanism works in Figure 13.  

1.6.4.1 The model of having MIA-KH as EAP server, MSA-KH as pass through authenticator, and MN as EAP peer, the pull mechanism would work

1.6.4.2 For push things seem to be complex since it needs media support

1.6.4.3 Further discussion:
The need of MIA-KH may be exemplified to enable MN to pro-authentication to a target network. 

The logical function of MIA-KH may be located in ERP server. 
1.7  Recess at 6:20PM

2. Third Day AM1 Meeting: Kona 1; Wednesday, September 23, 2009 
2.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Task Group Chair at 8:00AM
2.2  Agenda change (to be updated to 21-09-0144-03-0sec):

Added slot for Shubhranshu

For AM1 and AM2 on Wednesday

	Subject
	Contributor
	Time

	Key Distribution Discussion (0126-02)
	Rafa & Subir
	08:00am

	A Study on IEEE 802.11r Approach (0148-01)
	Lily Chen
	09:00am

	Editor’s assessment on generating a 21a document
	Lily Chen
	09:30am

	Recess for Coffee Break
	
	10:00am

	Proposals harmonization discussion
	Proposers
	10:30am

	PKMv2 discussion
	Shubhranshu Singh
	11:00am

	Closing Note
	Yoshihiro Ohba
	12:10pm

	Adjourn
	
	12:30pm


Change is unanimously approved.

2.3  Key Distribution Discussion (21-09-0126-02) is presented by Rafa Marin Lopez and Subir Das 

2.3.1 Background was in (21-09-0066-01) 

Refer to Architecture example A in slide 12
2.3.1.1 Given the authentication keys, the issue is how to provide keys to MN:

MN is first turned on, perform authentication for network access with MSA-KH using media-specific authentication mechanism. MIA-KH is not involved in this media-specific authentication.. 

Then MN performs .MIH authentication with MIA-KH.

MN now moves to a target network.

The key in the target network is in general different from that of the previous network. 

Pre-authentication: MN provides its credential to new network through previous attachment.

2.3.1.2 Pull: 
After performing pre-authentication, MN may go to the target network. It then requests media-specific authentication keys from MIA-KH via MSA-KH.  
2.3.1.3 Push: 

After performing pre-authentication, the media-specific authentication keys are pushed to MSA-KH when MN actually goes to the target network.

2.3.2 Options: 
2.3.2.1 Co-locate MIA-KH with existing AAA proxy/server For pull, no change in existing link-layer specifications or implementations is needed for the pull mechanism. Push requires changes.

2.3.2.2 Not co-locating MIA-KH with existing proxy/server. For pull, no change in existing link-layer specifications is needed, but changes in AP/BS implementations may be needed for routing AAA messages to MIA-KH or existing AAA proxy/server depending on whether media-specific authentication key is pulled from MIA-KH or existing AAA proxy/server. . Push requires changes.

2.3.3 Pull key distribution: 

Refer to Key distribution figure in slide 9 of 21-09-0126-02

2.3.3.1 Conclusion: For pull model, there is no need to change existing link layer specifications. In addition, if MIA is co-located with existing AAA proxy/server, there may be no need to change link layer AP/BS implementations.
2.4  A Study on IEEE 802.11r Approach (21-09-0148-02) is presented by Lily Chen

2.4.1 IEEE 802.11 4-way handshake 

After EAP authentication (not in 802.11), MSK is distributed from EAP server to authenticator. It then performs 4-way handshake using the 2 sets of keys: STA-PMK and AP-PMK.
802.11r key distribution: 802.21r states that “The protocol for distribution of keying material from the R0KH to the R1KH is outside the scope of this standard.”
2.4.2 What we learn:

2.4.2.1 Key distribution is not a part of IEEE 802.11r.

2.4.2.2 A specific EAP method is not a part of IEEE 802.11. 

2.4.2.3 It is independent to whether it is a Pre-authentication; Re-authentication; or Full-authentication. 
2.4.3 Do we have to introduce specific EAP methods in IEEE 802.21a?  
2.4.3.1 No. EAP methods are specified by IETF and included in specific WG drafts.

2.4.4 Shall MIHF or any IEEE 802.21 entities handle specific authentication? 

2.4.4.1 If it is in EAP layer or above, then we will need to add function of a peer, an authenticator, or a server the 21 entity. 

2.4.4.2 If it is a lower layer, then it cannot be media independent.
2.4.5 Need to address these fundamental questions, even if we need to change the schedule. 
2.4.6 Editor’s assessment on generating a 21a document (21-09-0155-00) is deferred to AM2 section

2.5  Recess at 10:05PM

3. Third Day AM2 Meeting: Kona 1; Wednesday, September 23, 2009

3.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Task Group Chair at 10:42AM 

3.2  Editor’s assessment on generating a 21a document (21-09-0155-00) is presented by Lily Chen

3.2.1 Exercise for Work item 1: add modifications to each existing clause, e.g., 

3.2.1.1 Terminologies (Clause 3);

3.2.1.2 New IEs and services (Clause 6);

3.2.1.3 New primitives (Clause 7);

3.2.1.4 MIH function and new messages (Clause 8);

3.2.1.5 New interface(?).  

3.2.2 Each proposer:

3.2.2.1 Identify the changes needed for each clause in IEEE 802.21-2008 to accommodate the proposed mechanisms – To see which way a given proposal can be included..
3.2.3 Exercise for Work Item 2

3.2.3.1 Add a new clause “Security” to cover MIH security: May need to introduce some new terminologies in Clause 3.

3.2.3.2 For protecting MIH (remote) message, multiple options may be included with specific recommendations, depending on the deployment environment. E.g. 
Define MIH specific protections (with MIH specific authentication); (With or without MIH specific authentication; or Integrity and/or confidentiality. Peer to peer model or cache/distribute model.)

Recommend transport layer protection such as TLS.
3.3  Proposal harmonization discussion

3.3.1 Discussions in previous presentations were already part of harmonization discussion. No additional harmonization discussion happened.

3.4  PKMv2 discussion (21-09-159-00) by Shubhranshu Singh
3.4.1 In WiMAX network reference model, ASN-GW is an EAP authenticator. BS as Authentication Relay transparently forwards EAP messages between MS and ASN-GW over R6 interface. 

3.4.2 Once EAP authentication is successful, AK is distributed from ASN-GW to BS using a key distribution message defined in a WiMAX Forum specification.
3.5  Closing Notes (21-09-0154-00) by Yoshihiro Ohba

3.5.1 Progress in September 2009 meeting

3.5.1.1 Completed proposal presentation III with detailed text

3.5.1.2 EAR-FRM: Proposer agreed to ask IETF to publish EAP-FRM Internet-Draft as Informational or Experimental RFC.  

3.5.1.3 Proactive auth and MIH Security: Detailed usage of IC TLV is added.
3.5.1.4 Key distribution and MIA/MSA discussions

Identified that pull model may not require any changes to link-layer specifications or implementations.
3.5.1.5 Made exercise on generating an 802.21a document

3.5.2 Plan for November 2009 meeting

3.5.2.1 No down-selection in November. 
3.5.2.2 More discussion on work item 1 with more detailed and comprehensive analysis on MIA/MSA architecture 

3.5.2.3 Continue the exercise for generating 802.21a document: each proposal is expected to have suggested document structure using the 802.21 syntax. 
3.5.3  Teleconferences
3.5.3.1 Oct 15 (Thursday) 10AM-noon Eastern Time

3.5.3.2 Oct 29 (Thursday) 10PM-midnight Eastern Time

3.6  Adjourn at 12:30PM until November plenary



4. Attendees

Only the attendance of 802.21WG are available at this time. Refer to the attendees in 21-09-0152-04.  

















































































