IEEE 802.16-12-0023-01-000p

	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	Multicast M2M MAC Control Messages

	Date Submitted
	2012-01-11

	Source(s)
	Anil Agiwal, Hyunjeong Kang, Anshuman Nigam, Rakesh Taori
Samsung Electronics
	anilag@samsung.com,

hyunjeong.kang@samsung.com
+82-31-279-5084


	Re:
	IEEE 802.16-11/0049, Working Group Letter Ballot # 33a

	Abstract
	The contribution proposes to clarify transmission of Multicast M2M MAC Control messages

	Purpose
	To be discussed and adopted in IEEE P802.16p/D3

	Copyright Policy
	The contributor is familiar with the IEEE-SA Copyright Policy <http://standards.ieee.org/IPR/copyrightpolicy.html>.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.

	Status
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.
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1. Introduction
In the current draft [1] MGMC and MOB_MTE_IND messages are intended for a group of M2M devices but they are broadcasted. MOB-MTE-IND should be multi-casted using the M2MCID. MGMC should be multi-casted when it carries control information for a single M2M device group, otherwise it should be broadcasted.

The multicast security is also defined in current draft [1]. So MGMC and MOB_MTE_IND messages should be protected using the multicast security.

2. Proposed Text Change
Adopt the following remedies in IEEE P802.16p/D3.
[Remedy 1: Modify the text on page 5, lines 1-20 as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------
Table 53—MAC management messages
	No.
	Message name
	Message description
	Connection


	110
	MOB_MTE_IND
	Multicast transmission end indicator
	Broadcast Multicast

	111
	MGMC
	M2M Group MAC Control Message
	Broadcast/Multicast

	112
	MAMC
	M2M ACK MAC Control Message
	Basic


-------------------------------------------------End of Proposed Text -----------------------------------------------------
[Remedy2: Modify the text on page 10, lines 42-47, as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------
6.3.2.3.99 MGMC (M2M group MAC control) message
The MGMC message may be sent to a group of M2M devices that belong to the same M2M device group (defined by an M2MCID) to indicate parameters and/or instructions. The BS may send the MGMC message to M2M devices in normal operation mode. If MGMC carries control information for one M2M device group and Multicast SA is established for that M2M Device Group then the MGMC shall be encrypted using the established Multicast SA (see 7.2.2.2.14 for details on encryption method). The multicast PHY burst with the MAC PDU carrying the MGMC message intended for one M2M device group is indicated by the M2MCID in DL MAP. The CID field in the MAC PDU header is set to any M2MCID other than M2MCID in DL MAP and EC equals to zero or one indicates whether the MGMC message is encrypted or not. In case MGMC message is encrypted the multicast SA corresponding to the M2M device group identified by the M2MCID in DL MAP is used to decrypt the MGMC message.
-------------------------------------------------End of Proposed Text -----------------------------------------------------
[Remedy3: Modify the text on page 10, lines 12-17, as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------
6.3.2.3.98 MOB_MTE-IND (Multicast transmission end indication) message
The BS shall send a MOB_MTE-IND message to a group of M2M devices to indicate the end of multicast transmission. If the Multicast SA is established for the group of these M2M devices then the MOB_MTE-IND shall be encrypted using the established Multicast SA (see 7.2.2.2.14 for details on encryption method). The PHY burst with the MAC PDU carrying the MOB-MTE-IND message is indicated by the M2MCID in DL MAP. The CID field in the MAC PDU header is set to any M2MCID other than M2MCID in DL MAP and EC equals to zero or one indicates whether the MOB_MTE-IND message is encrypted or not. In case MOB_MTE-IND message is encrypted the multicast SA corresponding to the M2M device group identified by the M2MCID in DL MAP is used to decrypt the MOB_MTE-IND message.When an M2M device in idle mode receives the MOB_MTE-IND message, the M2M device may enter the paging unavailable interval as specified in 6.3.22.4.
-------------------------------------------------End of Proposed Text -----------------------------------------------------
[Remedy4: Modify the text on page 19, lines 38-42, as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------
7.2.2.2.14 M2M Group Traffic Encryption Key (M2MGTEK)
The M2MGTEK, which is shared among all M2M devices that belong to the multicast group, is used to encrypt data packets of the multicast service flow. MGTEK is also used to encrypt MAC management message transmitted to a group of M2M devices.
-------------------------------------------------End of Proposed Text -----------------------------------------------------
[Remedy 5: Replace the figure 27b, on page 40, as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------
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Figure 240b-M2M multicast MAC PDU ciphertext payload format

-------------------------------------------------End of Proposed Text -----------------------------------------------------
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