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Proposal for Factory Automation

Partial Proposal to IEEE 802.15.4e

1 Overview

Factory automation comprises today a large number of sensors and actuators observing and controlling the production. Sensors and actuators are located for example at robots, suspension tracks and portable tools in the automotive industry, collect data on machine tools, such as milling or turning machines and control revolving robots. Further application areas are control of conveyor belts in cargo and logistics scenarios or special engineering machines. Depending on the specific needs of different factory automation branches many more examples could be named.

Common to these sensor applications in factory automation context is the requirement of low latency and high cyclic determinism. The performance should allow for reading sensor data from 20 sensors within 10ms.

Cabling these sensors is very time consuming and expensive. Furthermore, cables are a frequent source for failures due to the harsh environment in a factory and may cause additional costs by production outage.

Wireless access to sensors and actuators solves the cabling issue and provides also advantages in case of mobility and retrofit situations. 

Wireless technologies that could be applied for the factory automation scenario include 802.11 (WLAN), 802.15.1 (Bluetooth) and 802.15.4. 804.15.4 is designed for sensor applications and offers the lowest energy consumption as well as the required communication range and capacity. Moreover, four 802.15.4 channels can be utilized in good coexistence with three non-overlapping WLAN channels (cf. Figure 1). Bluetooth offers good realtime capabilities, but interferes inevitably with any existing WLAN installations.

802.15.4 is a worldwide and successfully applied standard for wireless and low power transmission of sensor data. Different protocols on top of 802.15.4 (Wireless HART, ISA100 or ZigBee) in the context of process automation are already in the process of standardization. Those protocols aim at different requirements, but employ the same physical layer hardware as the proposed solution for factory automation, which indicates potential hardware synergies and cost savings. Thus, a solution for factory automation based on 802.15.4 would be beneficial.
802.15.4 operates usually in Carrier Sense Multiple Access (CSMA) mode which gives no guarantees for media access. Optionally, 802.15.4 specifies the beacon-enabled mode which defines a TDMA like superframe structure with Guaranteed Time Slots (GTS) for deterministic access. The performance of 7 GTS in an interval of 15ms does not fulfill the factory automation requirements and makes not full use of the available capacity. Therefore a modification of the 802.15.4 MAC for application in industrial factory automation, i.e. defining a fine granular deterministic TDMA access, is envisaged. 

[image: image20.emf]
2 Requirements and Assumptions

The above mentioned factory automation applications impose the following requirements to a wireless system:

· high determinism,

· high reliability,

· low latency, i.e. transmission of sensor date in ( 10ms,

· low round trip time,

· support for many sensors per gateway.

The proposed TDMA scheme, as described in the remainder of this document, supports these requirements. Allocating a dedicated time slot for each sensor provides a deterministic system. The 802.15.4 DSSS coding together with the exclusive channel access for each sensor ensures high reliability of the system. Small time slots and short packets lead to superframes as small as 10ms, which provides a latency of less than 10ms and a low round trip time. The number of slots in a superframe determines the number of sensors that can access each channel. By operating the gateway with multiple transceivers on different channels, a high number of sensors is supported. 

The proposed system needs to be operated in a controlled configuration to achieve the required performance. Thus, it is assumed that the system is operated in a controlled environment with frequency planning. The TDMA channels are allocated in a way that eliminates interference and coexistence issues. 

3 Functional Description
3.1 TDMA Access

The proposed system is based on IEEE 802.15.4 PHY frames. The PHY is accessed by a TDMA scheme, which is defined by a superframe of fixed length. The superframe is synchronized with a beacon from the gateway. The access within the superframe is divided into time slots. The superframe can be configured to provide the full spectrum from complete deterministic access to shared access. For deterministic access each device is assigned to a specific time slot of fixed length. Shared Group timeslots allow multiple access for a group of nodes within a duration enclosing an arbitrary number (up to the whole superframe) of dedicated time slots. 

To ensure coexistence with other RF technologies in the 2.4GHz ISM band, no channel hopping is applied. 

3.2 Addressing

The proposal supports two addressing schemes. The first addressing mode is based on the time slot assigned to a device for communication, i.e. the time slot corresponds exactly to a single device. The second mode supports the IEEE 802.15.4 short address format.

3.3 Network Topology

The factory automation sensor network implements a star topology (cf. Figure 2). Sensor/actuator devices are connected to a single gateway. The sensors send the sensor-data unidirectional to the gateway. Actuators are configured to exchange data bidirectional with the gateway.    
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Figure 2: Star topology of 802.15.4e factory automation MAC.

The selection of channels and time slots for communication is planned in a network management instance. The sensors and actuators are configured over the gateway based on planning information of the network management instance.

4 Frame Formats

This clause describes the different frame formats that are used within the network. A new frame type indicated by b100 is defined. All other IEEE 802.15.4-2006 conformant frames can be also sent as long as they fit into the available time slot.
4.1 General Frame Format

The general structure of frame is shown in Figure 3.
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Figure 3: General MAC frame format with shortened frame control field

The MAC frame does have a very short MAC header (MHR) of one byte containing the frame type, followed by the MAC payload and the MAC footer (MFR).

4.1.1 Shortened Frame Control field

The Shortened Frame Control Field is 1 octet in length and contains information defining the frame type. The Shortened Frame Control Field shall be formatted as illustrated in Figure 4.
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Figure 4: Format of the Shortened Frame Control field

4.1.1.1 Frame Type subfield

The Frame Type subfield is 3 bits in length and shall be set to b100 indicating this type of shortened frame. 
The Frame Type subfield corresponds to the Frame Type subfield of the IEEE 802.15.4-2006 general frame format in meaning and position. The new type b100 allows efficient recognition of frames with a shortened frame control field, but allows the usage of all other IEEE 802.15.4-2006 frames within the superframe structure of this proposal.
4.1.1.2 Frame Subtype subfield

The Frame Subtype subfield is 2 bits in length and indicates the type of frame with a shortened frame control field. Possible values are given in Table 1.
	Value of Frame Subtype subfield
	Frame with Shortened Frame Control field of type

	b00
	Beacon frame

	b01
	Command frame, such as Discovery Response frame, Configuration Response frame, Configuration Request frame

	b10
	Acknowledgement frame

	b11
	Data frame


Table 1: Values of Frame Subtype subfield

4.1.2 Frame Payload field

The Frame Payload field has a variable length and contains information specific to individual frame subtypes.

4.1.3 FCS field

The FCS field is 2 octets in length and contains a 16-bit ITU-T CRC. The FCS is calculated over the MHR and MAC payload parts of the frame. The calculation of the FCS follows the same rules as defined for MAC frames in IEEE 802.15.4-2006.
4.2 Beacon Frame

The Beacon frame is sent during the beacon slot in every superframe. The structure of a Beacon frame depends on the current transmission mode (cf. clause 6). The general structure of the beacon frame is shown in Figure 5.
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Figure 5: Format of the Shortened Beacon Frame

The beacon frame does have a very short MAC header (MHR) of one byte containing the frame type, followed by the beacon payload and the MAC footer (MFR). The beacon payload contains the transmission mode and several flags, those existence depends on the current transmission mode.
4.2.1 Beacon payload for online mode

The beacon payload in online mode is of variable length. It contains the indication of the online transmission mode and a bitmap for all sensor / actuator time slots. The structure of the beacon payload for beacon frames indicating online mode is depicted in Figure 6.
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Figure 6: Beacon payload in online mode

4.2.1.1 Transmission Mode bit

The transmission mode is represented with 1 bit in online mode. In online mode, the value of the Transmission mode bit shall be 0. A value of 1 would indicate discovery or configuration mode and a different structure of the beacon payload which is defined in clause 4.2.2.

4.2.1.2 Actuator Direction bit

The transmission direction of all actuator time slots is indicated in the Actuator Direction bit. The bit defines the transmission direction of all actuator time slots during this superframe. If the bit is set to 0, the direction of all actuator time slots is uplink (from actuator to gateway). If the bit is set to 1, the direction of all actuator time slots is downlink (from gateway to actuator). 

4.2.1.3 Group Acknowledgement bitmap

The Group Acknowledgement bitmap is of length macFAnumTimeSlots bits. It contains a bitfield where each bit corresponds to a time slot associated with a sensor device or an actuator device. Bit 2 of the beacon payload (first bit of the Group Acknowledgement bitmap) corresponds to the first time slot, bit 3 of the beacon payload (second bit of the Group Acknowledgement bitmap) corresponds to the seconde time, and so on. Because shared group time slots are multiples of dedicated time slots, a shared group time slot of length of n dedicated time slots will have n bits in the group acknowledgement bitmap at the corresponding positions.
If the gateway received a data frame successfully in a time slot associated with a sensor device or an actuator device during the previous superframe, it shall set the corresponding bit in the Group Acknowledgement field to 1, otherwise to 0 (courrupted transmission, no transmission). If the data frame has been received during a shared group time slot, all corresponding bits of this shared group time slot will be set accordingly in the Group Acknowledgement bitmap.
4.2.2 Beacon payload for discovery and configuration mode
The beacon payload in discovery or configuration mode is 1 octet of length. It contains a flags field which contains the transmission mode. The structure of the beacon payload for beacon frames indicating discovery or configuration mode is depicted in Figure 7.
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Figure 7: Beacon payload in discovery / configuration mode
4.2.2.1 Transmission Mode bits

The transmission mode is represented by 3 bits in discovery and configuration mode. The values that are allowed for the setting of the transmission mode are given in Table 2, x meaning 0 or 1.
	Bits 0-2
	Transmission Mode

	0xx
	Online Mode (see clause 6.3), has a different structure of the beacon payload (see clause 4.2.1)

	100
	Discovery Mode (see clause 6.1) 

	110
	Configuration Mode (see clause 6.2)

	1x1
	Mode Reset: The devices reset their state of the discovery or configuration mode. The setting of bit 1 is of no significance.


Table 2: Transmission Mode settings
4.3 Data Frame

The structure of the data frame is illustrated in Figure 8.
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Figure 8: Format of Data Frame with Shortened Frame Control Field

The data frame does have a very short MAC header (MHR) of one byte containing the frame type, followed by the MAC payload and the MAC footer (MFR).

4.4 Acknowledgement Frame

The structure of the Acknowledgement frame is shown in Figure 9.
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Figure 9: Format of the Shortened Acknowledgement Frame

The acknowledgement frame does have a very short MAC header (MHR) of one byte containing the frame type, followed by the MAC payload and the MAC footer (MFR).

4.4.1.1 Acknowledgement Type field

The Acknowledgement Type field is 1 octet in length and indicates the type of frame that is acknowledged. Possible values are listed in Table 3.

	Numeric Value
	Acknowledged Frame Type

	0x11
	Discover Response

	0x92
	Configuration Request

	0x18
	Data


Table 3: Acknowledgement Types

4.5 Command Frames

There are different types of command frames: Discover Response, Configuration Response, and Configuration Request. They follow the same general structure of command frames as shown in Figure 10. Only the Command Payload is different.
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Figure 10: Format of the shortened Command frames

The command frame does have a very short MAC header (MHR) of one byte containing the frame type, followed by the MAC payload and the MAC footer (MFR).

The first byte of the command payload contains the command frame type. Table 4 contains the values that are defined.

	Numeric Value
	Command Frame Type

	0x01
	Discover Response 

	0x02
	Configuration Response

	0x82
	Configuration Request


Table 4: Command frame types
The numeric values of the command frame type encode also the direction of the command frame in the most significant bit (bit 7). If bit 7 is not set (bit 7 = 0), the command frame is sent uplink, i.e. from the device. If bit 7 is set (bit 7 = 1), the command frame is sent downlink, i.e. to the device.

4.5.1 Discover Response Frame
The command payload of the Discover Response Frame contains the command frame type and the configuration parameters that have to be transmitted to the gateway as input for the configuration process as shown in Figure 11.
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Figure 11: Command payload of the discover response frame

4.5.1.1 Command Frame Type field
The Command Frame Type field contains the value for the discover response frame as defined in Table 4.

4.5.1.2 Discovery Parameters field

The Discovery Parameters field contains the configuration parameters that have to be transmitted to the gateway as input for the configuration process. The discovery parameters consist of:

· full MAC address

· required time slot duration, this is defined by the application of the device (e.g. size of sensor data)

· sensor / actuator

4.5.2 Configuration Response Frame

The command payload of the Configuration Response Frame contains the command frame type and the current configuration parameters of the device as shown in Figure 12.
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Figure 12: Command payload of the configuration response frame

4.5.2.1 Command Frame Type field

The Command Frame Type field contains the value for the configuration response frame as defined in Table 4.

4.5.2.2 Configuration Parameters field

The Configuration Parameters field contains the configuration parameters that are currently configured at the device. The configuration parameters consist of:

· full MAC address

· short MAC address

· required time slot duration, this is defined by the application of the device (e.g. size of sensor data)

· sensor / actuator

· assigned time slots

4.5.3 Configuration Request Frame

The command payload of the Configuration Request Frame contains the command frame type and the new configuration parameters for the device as shown in Figure 13.
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Figure 13: Command payload of the configuration request frame

4.5.3.1 Command Frame Type field

The Command Frame Type field contains the value for the configuration response frame as defined in Table 4.

4.5.3.2 Configuration Parameters field

The Configuration Parameters field contains the new configuration parameters that are sent to the device in order to (re-)configure it. The configuration parameters consist of:

· full MAC address

· short MAC address

· transmission channel

· existence of management frames

· time slot duration

· assigned time slots

5 Superframe Structure

5.1 General Structure of Superframe

The superframe is divided into a beacon slot and macFAnumTimeSlots time slots of equal length, see Figure 14.
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Figure 14: Superframe with dedicated time slots.

The first time slot of each superframe contains a beacon frame. The beacon frame is used for synchronization with the superframe structure. It is also used for re-synchronisation of devices that went into power save or sleep mode.

The remaining time slots are assigned to specific devices of the network, so that there is no explicit addressing necessary inside the frames if there is exactly one device assigned to a time slot (see clause 5.4.1). The determination of the sender is achieved through the number of the time slot. If there are more than one device assigned to a shared group time slot, a simple addressing scheme is used as described in clause 5.4.2.

As shown in Figure 15, there is a specific order in the meaning or usage of the time slots.
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Figure 15: Usage and order of slots in a superframe.

1. Beacon Time Slot: always there (cf. clause 5.2)
2. Management Time Slots: one time slot downlink, one time slot uplink, existence is configurable in macFAmgmtTS during setup (cf. clause 5.3)

3. time slots for sensors: macFAnumSensorTS time slots uplink (uni-directional communication) (cf. clause 5.4) 

4. time slots for actuators: macFAnumActuatorTS time slots uplink / downlink (bi-directional communication) (cf. clause 5.5)

5.2 Beacon Time Slot

The beacon time slot is reserved for the gateway to indicate the start of a superframe with the transmission of a beacon. The beacon is used to synchronize the devices and to indicate the current transmission mode. The beacon contains also acknowledgements for the data transmitted in the last superframe. 

The beacon time slot is available in every superframe.  

5.3 Management Time Slots

The first portion of a superframe after the beacon time slot is formed by the management time slots, i.e. the downlink/uplink management time slots.

The downlink direction is defined as sending data to the device (sensor, actuator). The uplink direction is defined as sending data from the device (sensor, actuator).

Management time slots provide a mechanism for bidirectional transmission of management data in downlink and uplink direction. Downlink and uplink time slots are provided in equal number in a superframe. There are two management time slots per superframe at maximum. Management down-/uplink time slots are implemented as shared group access time slots.

Management down-/uplink time slots are used in discovery and configuration mode and are optional in the online mode.   

5.4 Sensor Time Slots

After the management time slots, time slots for the transmission of sensor data are contained in a superframe.  

5.4.1 Dedicated Time Slots

Dedicated time slots (cf. Figure 14 in clause 5.1) are used for the unidirectional communication from the devices to the gateway. These time slots are reserved for a single device. Thus, the addressing is done implicitly by assignment of the time slot. No address information needs to be transmitted over the air. A dedicated time slot allows the transmission of exactly one packet.

Dedicated time slots are used only during online mode (cf. clause 6.3).

5.4.2 Shared Group Time Slots
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Figure 16: Concatenation of slots - shared group slots.

Shared group time slots are formed by combining a number of subsequent time slots to a single shared group time slot (c.f. Figure 16). A group of devices can access this shared group time slot in multiple access mode for sending data. A CSMA scheme is applied to reduce collisions between the competing devices.

Shared group time slots may be used in the online mode.

5.5 Actuator Time Slots

Actuator time slots allow for bidirectional communication between the gateway and the device (actuator). The direction of the communication is signalled in the beacon as described in clause 4.2.1.2. Actuator time slots are used for the transmission of device data to the gateway (uplink) as well as of actuator information from the gateway to the device (downlink). 
Actuator time slots may be implemented as dedicated or shared group time slots which are described in clauses 5.4.1 and 5.4.2 respectively.

6 Transmission Modes

The transitions between the different transmission modes are illustrated in Figure 17.
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Figure 17: Transitions between transmission modes

The discovery mode is the first step during network setup: the new devices are discovered and configured in the second step, the configuration mode. After the successful completion of the configuration mode, the network can go into online mode. Productivity data, that is, data and readings from the devices such as sensors and actuators, can only be transmitted during online modus. In order to reconfigure a network, the configuration mode can be started again.

6.1 Discovery Mode

The Discovery Mode is the first step during network setup or for the addition of new devices to an existing network.

In discovery mode, the superframe contains only the time slot for the beacon (cf. clause 5.2) and two management time slots, one downlink and one uplink (cf. clause 5.3).

A new device scans the different channels until it detects a gateway sending beacons that indicate discovery mode.

If a new device received a beacon indicating discovery mode, it tries to get access to the transmission medium in the uplink management time slot in order to send a Discover Response frame to the gateway. The Discover Response frame is described in clause 4.5.1. The Discover Response frame contains the current configuration of the device. The new device shall repeat sending the Discover Response frame until it receives an Acknowledgement frame for it or the Discovery Mode is stopped by the gateway. The Acknowledgement frame is described in clause 4.4.

Figure 18 illustrates the discovery mode.
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Figure 18: Flow diagram of Discovery Mode

6.2 Configuration Mode

The Configuration Mode is the second step during network setup. It is also used for network reconfiguration.

In configuration mode, the superframe contains only the time slot for the beacon (cf. clause 5.2) and two management time slots, one downlink and one uplink (cf. clause 5.3).

If a device received a beacon indicating configuration mode, it tries to get access to the transmission medium in the uplink management time slot in order to send a Configuration Response frame to the gateway. The Configuration Response frame is described in clause 4.5.2. The Configuration Response frame contains the current configuration of the device. The new device shall repeat sending the Configuration Response frame until it receives a Configuration Request frame for it or the Configuration Mode is stopped by the gateway. The Configuration Request frame is described in clause 4.5.3. The Configuration Request frame contains the new configuration for the receiving device. After successfully receiving the Configuration Request frame, the device sends an Acknowledgement frame to the gateway. The Acknowledgement frame is described in clause 4.4.

Figure 19 illustrates the configuration mode.
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Figure 19: Flow diagram of configuration mode

6.3 Online Mode

User data is only sent during Online mode. The superframe starts with a beacon and is followed by several time slots. The devices can sent their data during the time slots assigned to them during configuration mode. The different types of time slots are described in clause 5.
The existence and length of management time slots in online mode is signalled in the configuration request frame.

The successful reception of data frames by the gateway is acknowledged in the Group Acknowledgement bitmap of the beacon frame of the next superframe (cf. clause 4.2.1.3). This is the case for both sensor time slots and actuator time slots if the actuator direction is uplink. Figure 20 illustrates an example of the online mode for uplink transmissions. The network has 3 dedicated time slots, and sensor 2 is assigned to time slot 2.
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Figure 20: Flow diagram of online mode for sensor devices
The successful reception of data frames by actuator devices (actuator direction is downlink) is acknowledged by an explicit acknowledgement frame by the corresponding actuator devices in the following superframe. This means that after setting the actuator direction bit in the beacon (cf. clause 4.2.1.2) to downlink and sending a data frame to one or more actuator devices, the gateway shall set the actuator direction bit to uplink in the directly following superframe. Actuator devices having successfully received a data frame from the gateway during the previous superframe shall sent an acknowledgement frame to the gateway. Actuator devices that did not receive a data frame from the gateway, may send data frames to the gateway during this superframe with actuator direction bit set to uplink. Figure 21 illustrates the online mode with actuator devices. The network has 3 dedicated actuator time slots, and actuator 2 is assigned to time slot 2.
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Figure 21: Flow diagram of online mode for actuator devices
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