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Thursday 14 November 2024

Comment received from China National Body w.r.t. submission of IEEE Std 802.15.7:

CCM* are mandatorily based on AES encryption algorithm without other options.
Actually, a cryptographic algorithm is one module of a security protocol, and it is usually used in the
security protocol. The security protocol and cryptographic algorithm is relatively independent, and the security protocol is applicable to multiple different cryptographic algorithms. Cryptographic algorithms are only adoptable modules, and which algorithm to be applied is subject to the user’s
requirement and national/regional laws and regulations. 

But in this proposal, only AES is specified. That’s to say, the compliance to the proposal is being bound by using AES. It causes the neglect of other nations’ interests and makes the proposal not applicable in different nations.

Planned response: 

“IEEE Std 802.15.7 specifies AES CCM* as a mandatory cipher suite.  There is nothing to prevent additional, optional cipher suites being implemented to meet specific national interests”

Approved by unanimous consent.
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