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SS-TWR with 2 MMS Packets

Time unit: nano-second
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SS-TWR with 2 MMS Packets

Time unit: nano-second
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SS-TWR with 2 MMS Packets

Attack example, time unit: nano-second
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SS-TWR with 2 MMS Packets

Attack example, time unit: nano-second
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SS-TWR with 2 MMS Packets

Attack example, time unit: nano-second
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SS-TWR with 2 MMS Packets

Attack example, time unit: nano-second

Clock@Initiator
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SS-TWR with 2 MMS Packets

Attack example, time unit: nano-second
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SS-TWR with 2 MMS Packets

Attack example, time unit: nano-second
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Summary

e \We have shown one possible attack to UWB MMS when SS-TWR is utilized to derive the ToF value
- Prove one system is secure Is hard

- Prove one system is insecure could be simple and one counterexample is sufficient

e \What we should do to achieve ranging integrity with UWB MMS
- DS-TWR is necessary
- More discussions and studies are still needed to ensure distance-bounding under DS-TWR
- How to take advantage of the multiple RIF-RMARKERSs defined in 4ab ?

- How to report in an efficient manner?

- Etc.
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