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Abstract

Minutes of the IEEE 802.15.4y SECN Interim meeting in the Hyatt Regency O’Hare, Chicago, Illinois 
These are the Minutes of the IEEE 15.4y SECN Interim meeting at the Hyatt Regency O’Hare, Rosemont, Illinois
Tuesday, 6 March, 2018, PM2
Meeting called to order at 4:00PM CST

Call for secretary – Don Sturek will be secretary.  Peter Yee also took notes (provided below for this session)

Call for essential patents -  None were brought forth.

The IEEE 802.15.4 Security Next Generation Study Group (SG) agenda is found in 15-
18/0081r04. 

The main agenda items for this week are proposals from Blind Creek Associates

(Ben Rolfe), Itron (Don Sturek), and Tero Kivinen along with editing of the PAR and CSD.

The agenda was approved without dissent. 

The minutes of the January meeting (15-18/110r00) were also approved without dissent. 
The timeline shows continued discussion proposals during the July meeting (San Diego) with selection of the one proposal to move forward. An actual timeline for the finished amendment will also be decided during the July meeting.

The work of the SECN is primarily to support negotiation and use of improved symmetric

algorithms and modes. It is not looking to replicate the work of IEEE 802.15.9 (Key

Management Transport).

Tero Kivinen (self-employed) made a presentation on “Algorithm agility without frame by frame

information” (15-18/0109r00). SECN is attempting to add algorithm agility to IEEE 802.15.4.

Based on the experience of other security protocols such as IPsec and TLS, it doesn’t appear

to be necessary to send the algorithm information in each packet. Rather, an identifier tells

which key and therefore which algorithm are in use. In the IEEE 802.15.4 auxiliary security

header, the keyIdMode, KeySource, KeyIndex, and Security Level can be used for this

purpose. There’s out-of-band information security information that determines what key is

used and what can be done with that key. A recipient who does not possess this out-of-band

security information is unable to process secured frames. Thus, Kivinen proposes that the

out-of-band security information be augmented to include information on the algorithm to be

used. The frame format does not have to be changed. If an implementation doesn’t

understand the out-of-band security information implied by the choices indicated in the

auxiliary security header, then it simply can’t successfully process the packet. In the IEEE

802.15.4 revision that’s under way, changes can be made to replace the fixed CCM* algorithm

with a generic AEAD algorithm indicator and a table of actual AEAD algorithms that can be

identified. For the frame, the bits on the wire aren’t modified by this change. To match the

length of 256-bit symmetric algorithms, there might be a desire to change the set of

acceptable MIC lengths (which are currently only specified up to 128 bits).

Don Sturek’s presentation (15-18/0087r00) is similar to Tero’s in that the MAC frame format

doesn’t change. For legacy systems that desire to use AES-256, he redefines Security Level

4 to use that algorithm with MIC-128 when the frame type is 0b00 or 0b01. If the frame type

is 0b10, then newly defined SECN Information Elements (IEs) can be used to convey the

information on selected algorithm and parameters. There’s a potential problem in that some

implementations already use Security Level 4 for encryption without integrity (as was done

before the 2015 revision) and would do the wrong thing when receiving a redefined Security

Level 4 packet because they can’t determine that the encryption produced an incorrect result

since there’s no integrity check.

Meeting recessed at 6:00pm CST

Wednesday,  March 7, 2018, AM1
The Chair called the meeting to order at 8:10 AM CST
Revised PAR and CSD per comments from the EC.   Created document 15-18-0135-00 containing the comments from IEEE 802.1, IEEE 802.3 and IEEE 802.11 with comment resolutions
Meeting recessed awaiting third proposal (8:45 AM CST)
Meeting re-convened when presenter arrived for third proposal (8:50AM CST)
Heard 15-18-0095-00 from Ben Rolfe (Blind Creek Associates)

1. Slide 8 – Enhanced Ack may be encrypted if no payload

2. Slide 8 – Secure Ack uses the same Key Index not Security Method as stated on the slide
3. Slide 11 –Version 2 frames should be the focus for this proposal
Need to update the specification text for Key Descriptor to include additional cipher suites/authentication methods

The PAR and CSD documents have been revised and will be uploaded as PAR document 15-18-0037-04 CSD document 15-18-0040-07.
The meeting is recessed until Thursday AM2.
Thursday, 18 January, 2018, AM2
The Chair calls the meeting to order at 10:35 AM CST
Agenda updated as 15-18-0081-06

Ask Rick Alfvin to see if the PAR/CSD can be moved to the new Mentor folder for 4y

Revised the closing plenary slides in 15-18-0143-03 to include final PAR and CSD revisions
Adjourned the meeting at 11:30am CST
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