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1. MAC services

Overview

The MAC data service provides the next higher layer with the ability to exchange MSDUs. To support this service, the local MAC uses the underlying PHY layer services to transport an MSDU to another MAC entity, where it is delivered to its next higher layer. Such MAC data plane model is shown in Figure x
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Figure x

The MAC sublayer and PHY layer conceptually include management entities, called MAC sublayer management entity (MLME) and PHY layer management entity (PLME), respectively. These entities provide the layer management service interfaces through which management functions are invoked. 

A PD management entity is present within each PD. The PD management entity (ME) is a layer independent entity that resides in a separate management plane as shown in Figure x. Some of the functions of the ME are specified in this standard. Typically this ME is responsible for such functions as setting the value of layer-specific parameters, etc.  
The various entities within this model interact in various ways. Certain of these interactions are defined explicitly within this standard, via a SAP across which defined primitives are exchanged. Other interactions are not defined explicitly in this standard, such as the interfaces between the MAC and MLME and between the PLME and PHY. The specific manner in which the MLME and PLME are integrated into the overall MAC sublayer and PHY layer is not specified within this standard.  
The management SAPs within this management model are the following:

— ME-MLME SAP

— ME-PLME SAP

— MLME-PLME SAP
The latter two SAPs support identical primitives. Hence, a single SAP (PLME SAP) is used either directly by the MLME or by the ME.  This management model suggests a common implementation approach in which PLME functions are controlled by the MLME directly or on behalf of the ME.
The MAC sublayer provides an interface to the next higher layer and PHY.  Such interface consists of a MAC sublayer management entity (MLME) and a MAC sublayer data entity (MLDE). Such entities are accessed through two service access points:

— The MAC sublayer data entity service access point (MLDE-SAP).

— The MAC sublayer management entity service access point (MLME-SAP).

The PAC information base (PIB) consists of constants and variables required to manage the MAC sublayer or PHY layer of a PD. The PIB fields and attributes are presented in Table 1.  A field may be read only, or read/write.

The MLDE handles data transfer. The MLME handles access to the PIB, communication’s status, CFP management, channel scanning, reset of MAC sublayer, receiver enable, updating superframe configuration, PAC group management for discovery, peering,  de-peering,  loss of synchronization, channel sounding, and ranging calibration. The service primitives between MAC sublayer and MAC user are shown in Figure 1.

Generic management primitives

The generic model of PD management primitives exchanged across SAPs between PDs is illustrated in Figure x. In case the management primitives exchanged is in a local PD, such generic model does not include the command frames, and as mentioned above the MLME SAP control the primitives exchanged with the MLME and PLME.
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Figure 1—MAC service primitive reference model
The MLME SAP primitives are of the general form ACTION.request primitive followed by ACTION.confirm primitive for an exchange initiated by the SAP client, and ACTION.indication primitive followed by ACTION.response primitive for an exchange initiated by the MLME.  
1.1 MLME-SAP   interface
The services provided by the MLME to the ME are specified in this subclause. These services are described in an abstract way and do not imply any particular implementation or exposed interface.

      Table 1 summarizes the primitives supported by the MLME-SAP interface.

Table 1—MLME-SAP primitives

	Name
	Request
	Confirm
	Indication
	Response

	MLME-GET
	 1.3.1.1
	 1.3.1.2
	−
	−

	MLME-SET
	1.3.1.3
	1.3.1.4
	−
	−

	MLME-DISCOVERY
	1.3.3.1
	1.3.3.3
	− 
	− 

	MLME-PEERING
	1.3.4.1
	1.3.4.4
	 1.3.4.2
	 1.3.4.3

	MLME-DE-PEERING
	1.3.5.1
	1.1.1.1
	1.3.5.2 
	−

	MLME-FRAME-ERROR-NOTIFICATION
	−
	−
	 1.3.6.1
	−

	MLME-RESET
	1.3.7.1
	1.3.7.2
	−
	−

	MLME-RECEIVER-ENABLE
	1.3.8.1
	1.3.8.2
	−
	−

	MLME-SCAN
	1.3.9.1
	1.3.9.2
	−
	−

	MLME-GROUP-START
	1.3.10.1
	1.3.10.2
	 −
	−

	MLME-SYNCHRONIZATION
	1.1.1.1
	1.1.1.1
	−
	−

	MLME-SYNCHRONIZATION-LOSS
	−
	−
	1.3.11.1
	−

	MLME-CHANNEL-SOUNDING
	1.3.12.1
	1.3.12.2
	−
	−

	MLME-DPS
	1.3.13.1
	1.3.13.2
	1.3.13.3
	−

	MLME-CALIBRATE
	1.3.14.1
	1.3.14.2
	−
	−

	MLME-COSYNC
	
	
	
	−

	MLME-GETCHVALUE
	1.3.16.1
	−
	−
	1.3.16.2

	MLME-POSTPROCESSING
	1.3.17.1
	1.3.17.4
	1.3.17.2
	1.3.17.3

	MLME-PN-EXHAUSTION
	−
	−
	1.4.8
	−

	MLME-SETKEYS
	1.4.3
	−
	−
	−

	MLME-DELETEKEYS
	1.4.4
	−
	−
	−

	MLME-SKF
	1.4.5
	1.4.6
	−
	−

	MLME-SETPROTECTION
	1.4.7
	−
	−
	−


1.1.1 PIB access

These primitives are used to read or write PIB values.
1.1.1.1 MLME-GET.request

The primitive reads a given PIB field. The properties of this primitive are:

MLME-GET.request{

PIBName;

}

The primitive parameter is defined in Table 2.

Table 2—MLME-GET.request parameters

	Name
	Type
	Valid range
	Description

	PIBName 
	 String
	 As defined in Table 47
	Name of the PIB field to read.


When generated

This primitive is generated by the next higher layer to request the MLME for a given PIB field contained in the PIBname parameter.

Effect on receipt

The MLME access the PIB for reading the PIBname attribute.  
1.1.1.2 MLME-GET.confirm

This primitive reports the result requested by MLME-GET.request. The  parameters of this primitive are:

MLME-GET.confirm{

Status;

PIBName;

PIBValue;

}

 
Table 3—MLME-GET.confirm parameters

	Name Name
	Type
	Valid range
	Description

	Status 
	Enumeration 
	SUCCESS, 
  UNSUPPORTED 
	The status of the request for PIB field information.

	 PIBName
	String
	As defined in Table 47
	Name of the PIB field to read.

	PIBValue
	As defined in Table 47
	As defined in Table 47
	The value of the indicated PIB field to read.


Name 
When generated

This primitive is generated by the MLME in response to an MLME-GET.request to report the value of a requested PIB field to the next higher layer.

Effect on receipt

The MLME returns the requested PIBname value, if the parameter Status value is SUCCESS, to the next higher layer.  Otherwise, it returns an error indication in the parameter Status and set the PIBValue parameter to zero.  
1.1.1.3 MLME-SET.request

The primitive allows writing a given value to the indicated PIB field. The  parameters of this primitive are:

MLME-SET.request{

PIBName;

PIBValue;

}

The primitive parameters are defined in Table 4.

Table 4—MLME-SET.request parameters

	Name
	Type
	Valid range
	Description

	PIBName
	String
	As defined in Table 47  
	Name of the PIB field to write.

	PIBValue
	Various types 
	As defined in Table 47  
	The value of the indicated PIB field to write.


When generated

This primitive is generated by the next higher layer to request the MLME to write a given value to the indicated PIB field.

Effect on receipt

The MLME access the PIB for writing the PIBname field with the value indicated in PIBValue.  
1.1.1.4 MLME-SET.confirm

This primitive reports the result requested by MLME-SET.request. The properties of this primitive are:

MLME-SET.confirm{

Status;

PIBName;

}

The primitive parameters are defined in Table 5.

Table 5—MLME-SET.confirm parameters

	Name
	Type
	Valid range
	Description

	Status
	Enumeration
	SUCCESS, INVALID, READ_ONLY, UNSUPPORTED.
	INVALID means PIBValue is out of range. UNSUPPORTED means PIBName is not defined in the PIB.

	PIBName
	String
	As defined in Table 47
	Name of the written PIB field.


1.1.1.4.1 When generated

This primitive is generated by the MLME in response to an MLME-SET.request to report the status of a request to write a given PIB field value, to the next higher layer.

1.1.1.4.2 Effect on receipt

The MLME returns the status of a request to write a given PIBname value to the next higher layer. If the parameter Status value is SUCCESS, it confirms PIBName was set with the requested value. Otherwise, it returns an error indication in the parameter Status as indicated in Table x.  

Cyclic superframe configuration
These primitives set the cyclic superframe configuration in a PD.

MLME-SETCYCLICSUPERFRAME.request
The primitive requests a local MLME to set the cyclic superframe configuration. The parameters of this primitive are:

MLME-SETCYCLICSUPERFRAME.request{
CyclicSuperframeStructure;
}
Table Cyclic superframe structure parameters
	CyclicSuperframeStructure
	Cyclic-superframe structure descriptor
	As defined in  REF _Ref436743143 \h 

	Indicates the structure of cyclic-superframe


Cyclic-superframe structure descriptors are defined in  REF _Ref436743143 \h 
.  
Table 6—Cyclic-superframe structure descriptor

	Name
	Type
	Valid range
	Description

	Cyclic-superframe size
	Integer
	1 octet
	Number of superframes in a cyclic-superframe.

	Number of superframe pattern A
	Integer
	1 octet
	Number of superframe pattern A in a cyclic-superframe

	Type of superframe pattern A
	Integer
	As defined in 
	Active periods in superframe pattern A

	Type of superframe pattern B
	Integer
	As defined in 
	Active periods in  superframe pattern B


1.1.1.4.3 When generated

This primitive is generated by the next higher layer to request the MLME to set a cyclic superframe configuration.

1.1.1.4.4 Effect on receipt

The MLME sets the PIB with the value of the cyclic-superframe structure descriptor and selects the start time of the cyclic-superframe.    

1.1.1.5 MLME-SETCYCLICSUPERFRAME.confirm
This primitive reports the setting of a new cyclic superframe configuration in the local MAC and PHY requested by MLME-SETCYCLICSUPERFRAME.request primitive. There not properties for this primitive.
MLME-SETCYCLICSUPERFRAME.confirm{

}
1.1.1.5.1 When generated

This primitive is generated by the MLME in response to MLME-SETCYCLICSUPERFRAME.request.
1.1.1.5.2 Effect on receipt

The MLME confirms the setting of the cyclic superframe configuration.

1.1.2 Discovery
These primitives are used to obtain  the discovery information of  targeted PDs using the CAP, or untargeted PDs using the discovery period (typically at start up) Also, the primitives indicate if the MLME shall indicate the transmission of the local discovery information during the discovery period.
1.1.2.1 MLME-DISCOVERY.request

( The primitive requests a PD to perform discovery of a targeted PD or PAC group during the CAP or 
( it indicates if the local MLME transmits or detects the PD’s discovery information during the discovery period. The  parameters of this primitive are:

MLME-DISCOVERY.request{

Discovery Mode; 
DiscoveryResource;
DiscoveryRangeMin;
DiscoveryRangeMax;
 

 
Destination address;

Multicast group address;

Address mode;
CyclicSuperframeStructure;

}

The primitive parameters are defined in Table 7.

Table 7—MLME-DISCOVERY.request parameters

	Name
	Type
	Valid range
	Description

	Discovery Mode
	Enumeration
	TARGETED, TX, RX
	Indicates whether targeted discovery during the CAP, or the  transmission/ reception of discovery information during the discovery period.

	DiscoveryResource
	Integer
	1 – Number of discovery resource blocks
	This parameter is only present when the Discovery Mode parameter is set to TX. It indicates the discovery resource block to transmit the discovery information during the discovery period 

	DiscoveryRangeMin
	Integer
	1 – Number of discovery resource blocks
	This parameter is only present when the Discovery Mode parameter is set to RX. It indicates the minimum discovery resource block to scan for discovery information during the discovery period 

	DiscoveryRangeMax
	Integer
	1 – Number of discovery resource blocks
	This parameter is only present when the Discovery Mode parameter is set to RX. It indicates the maximum discovery resource block to scan for discovery information during the discovery period 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Destination address
	MAC address
	IEEE 48 bit address
	MAC address of the targeted PD to request its discovery information.

	Multicast group address
	Unsigned integer
	0 to 216 −1
	Multicast address of the targeted PAC group to request their discovery information. 

	Address mode
	Enumeration
	PD_ID, Group_ID
	Indicates if the discovery request is for a targeted PD or PAC group.

	CyclicSuperframeStructure
	Cyclic-superframe structure descriptor
	As defined in  REF _Ref436743143 \h 

	Indicates the structure of cyclic-superframe





	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


When generated

( This primitive is generated by the next higher to request for the discovery information of another PD or other PDs in the PAC group during the CAP; or 
( it indicates if the local MLME transmits or detects the PD’s discovery information during the discovery period
Effect on receipt

On receipt of this primitive, if the Discovery Mode parameter is set to TARGETED, the MLME shall send a Discovery Request command frame to the PD with Destination address field of either: the MAC address indicated in the Destination address parameter, if Address mode parameter is set to PD_ID, or the multicast address indicated in the Multicast group address parameter, if the Address mode field is set to Group_ID. The MLME shall insert the CyclicSuperframeStructure parameter in the Cyclic-superframe descriptor IE of the MAC header of the Discovery Request command frame.
If the Discovery Mode parameter is set to TX, the MLME shall indicate to the local PHY to transmit the discovery information over the discovery resource block indicated in the Discovery Resource parameter during the discovery period.  
If the Discovery Mode parameter is set to RX, the MLME shall indicate to the local PHY to detect discovery information between the range indicated by the DiscoveryRangeMin parameter and DiscoveryRangeMax parameter during the discovery period.  

1.1.2.2 MLME-DISCOVERY.indication
 
( This primitive indicates that a Requestor MAC entity is requesting for the PD’s discovery information with the local MAC entity during the CAP; or 
( it indicates the result of detection of discovery information by the local PHY during the discovery period. The parameters of this primitive are:
MLME-DISCOVERY.indication{

DiscoveryMode;
DiscoveryInfo;



 
CyclicSuperframeStructure;

}

The primitive parameters are defined in Table 8.

Table 8— MLME-DISCOVERY.indication parameters

	Name
	Type
	Valid range
	Description

	Discovery Mode
	Enumeration
	TARGETED, TX, RX
	Indicates whether targeted discovery during the CAP, or the transmission/ reception of discovery information during the discovery period.

	 DiscoveryInfo
	List PDs’ discovery information
	As defined in Table 3
	This parameter is only present when the Discovery Mode is set to RX. It indicates the discovery information captured during the discovery period.

	
	
	
	

	
	
	
	

	
	
	
	

	CyclicSuperframeStructure
	Cyclic-superframe structure descriptor
	As defined in Table 31 
	Indicates the structure of cyclic-superframe


When generated

( This primitive is generated by the MLME of the PD receiving a Discovery Request command frame from a Requestor PD during the CAP; or 
( after the local PHY finished the capture of discovery information during the discovery period.
Effect on receipt

The PD’s higher layer is notified of the receipt of the discovery information request, and the cyclic superframe structure used by the Requestor PD during the CAP; or it is notified of the reception of discovery information captured during the discovery period.
1.1.2.3 MLME-DISCOVERY.response
The primitive is used to  send a response to the MLME of the PD requesting for discovery information.  . The  parameters of this primitive are:
MLME-DISCOVERY.response{

 
DiscoveryInformation;


 
Status;
CyclicSuperframeStructure;

}

The primitive parameters are defined in Table 9.

Table 9—MLME-DISCOVERY.response parameters

	Name
	Type
	Valid range
	Description

	
	
	
	

	 DiscoveryInformation
	As defined in  REF _Ref430618636 \h 

	As defined in  REF _Ref430618636 \h 

	Indicates the PD’s discovery information.

	
	
	
	

	
	
	
	

	
	
	
	

	Status
	Enumeration
	SUCCESS,  DENIED,  
	Status of the discovery request

	CyclicSuperframeStructure
	Cyclic-superframe structure descriptor
	As defined in Table 31 
	Indicates the structure of cyclic-superframe


When generated

This primitive is generated by the next higher layer of a PD in response to a MLME-DISCOVERY. indication primitive during the CAP. 

Effect on recepit

On receipt of this primitive, the MLME initiates the transmission of a Discovery Response command frame to the Requestor PD that requested the targeted discovery information, including the cyclic superframe structure used by the Responder PD. If the Status parameter is DENIED, the MLME shall set the discovery information fields to zero.
1.1.2.4 MLME-DISCOVERY.confirm
( The primitive reports the result of a request for targeted discovery information during the CAP; or
(  it reports the status for either transmission or reception of discovery information during the discovery period and as response to MLME-DISCOVERY-request primitive to the local PHY.   The parameters of this primitive are:
MLME-DISCOVERY.confirm{

DiscoveryMode;
DiscoveryInformation;

 
 
Status;
CyclicSuperframeStructure;

}

The primitive parameters are defined in Table 10.

Table 10—MLME-DISCOVERY.confirm parameters

	Name
	Type
	Valid range
	Description

	
	
	
	

	Discovery Mode
	Enumeration
	TARGETED, TX, RX
	Indicates whether targeted discovery during the CAP, or the transmission/ reception of discovery information during the discovery period.

	 DiscoveryInformation
	As defined in  REF _Ref430618636 \h 

	As defined in  REF _Ref430618636 \h 

	Indicates the requested discovery information.

	
	
	
	

	
	
	
	

	
	
	
	

	Status
	Enumeration
	SUCCESS,  DENIED,  CHANNEL_ACCESS_FAILURE
	Status of the discovery request

	CyclicSuperframeStructure
	Cyclic-superframe structure descriptor
	As defined in Table 31 
	Indicates the structure of cyclic-superframe


When generated

( This primitive is generated by the MLME upon reception of a Discovery Response command frame from the Responder PD(s) during the CAP; or 
( as a response to MLME-DISCOVERY-request primitive to the local PHY.
Effect on receipt 

( The PD’s next higher layer is informed of the result of a request for targeted discovery information, and the cyclic superframe structure used by the Responder PD(s) during the CAP; or 
( it is informed of the status result to  MLME-DISCOVERY-request primitive to the local PHY.
1.1.3 Peering primitives

 
The following primitives describe how a Requestor PD becomes associated or peered with other Responder PD(s).
1.1.3.1 MLME-PEERING.request

This primitive requests association or peering between a Requestor PD and a Responder PD or targeted Responder PDs.   The parameters of this primitive are:
MLME-PEERING.request{

ChannelPage;
ChannelNumber;

Group ID;
Application ID;
MulticastGroupID;

DestinationAddress; 
CyclicSuperframeStructure;
PhySecuritySupport;
Target PDs;
Elliptic Curve;

Key Descriptor;
}


Table 11—MLME-PEERING.request parameters

	Name
	Type
	Valid range
	Description

	 ChannelNumber
	Integer 
	Any valid channel number as defined in   
	 The proposed channel number on which to attempt to peer.

	ChannelPage 
	Integer 
	Any valid channel page as defined in   
	The proposed channel page on which to attempt to peer.

	

	
	
	

	 Group ID
	Char
	 2 bytes                    
	Desired Group ID of Responder PD to request association  

	Application ID
	Char
	13 bytes
	Desired Application ID of Responder PD to request association

	MulticastGroupID

	Integer
	Implementation specific
	Multicast address of a PAC group

	 DestinationAddress
	MAC address
	IEEE 48 bit address
	 MAC address of Responder PD to request association

	CyclicSuperframeStructure
	Cyclic-superframe structure descriptor
	As defined in  REF _Ref436743143 \h 
 \* MERGEFORMAT 
	Indicates the structure of cyclic-superframe of Requestor PD

	PhySecuritySupport
	Enumeration
	TRUE, FALSE
	Indicates whether the PD  supports PHY layer security

	Target PDs
	List of PDs’ discovery information
	As defined in Table  3
	This parameter is only present in case of one-to-many peering. List of targeted PDs’ discovery information 

	Elliptic Curve
	Integer
	0: Curve 2959

1: Curve 256

2(255: reserved
	The standard elliptic curve used to derive the public key.

	Key Descriptor
	As defined in Table x
	N/A
	Key descriptor parameters as defined in Table x.


When generated
This primitive is generated by the Requestor PD’s next higher layer to request association or peering with a Responder PD or Responder PDs (one-to-many peering). 
Effect on receipt
On receipt of this primitive, the MLME shall send a Peering Request command frame to the Responder PD, in case of one-to-one peering, with the Destination address field containing the value of the parameter DestinationAddress; or shall broadcast the Peering Request command frame in case of one-to-many peering. In such case, a list of targeted PDs’ discovery information to request association shall be included in the Content field. That may need several Peering  Request command frames to send. Also in the Content field, the MLME shall append the PD’s public key.
The MLME shall insert the CyclicSuperframeStructure parameter in the Cyclic-superframe descriptor IE of the MAC header of the Peering Request command frame.  The MLME shall append the 
 
1.1.3.2 MLME-PEERING.indication

The primitive is used to indicate the reception of a Peering Request command frame. The  parameters of this primitive are:

MLME-PEERING.indication{


SourceID;

ChannelPage;


ChannelNumber;
 

MulticastGroupID

PHYcapability;

CyclicSuperfameStructure;
PhySecuritySupport;
}

The primitive parameters are defined in Table 12.

Table 12—MLME-PEERING.indication parameters

	Name
	Type
	Valid range
	Description

	 SourceID
	IEEE MAC address 48 bits
	PD specific
	MAC address of Requestor PD.  

	 ChannelNumber
	Integer 
	Any valid channel number as defined in   
	 The proposed channel number on which to attempt to peer.

	ChannelPage 
	Integer 
	Any valid channel page as defined in   
	The proposed channel page on which to attempt to peer.

	
	
	
	

	MulticastGroupID

	Integer
	0 to 216 −1                    
	Group ID of  the requested group.

	PHYcapability 

	Enumeration list 
	LOW_MOBILITY, HIGH_MOBILITY, GFSK, UWB_BPM_BPSK, UWB_OOK
	PHY operational capability of the Requestor PD  

	CyclicSuperframeStructure
	Cyclic-superframe structure descriptor
	As defined in  REF _Ref436743143 \h 

	Indicates the structure of cyclic-superframe of Requestor PD.

	PhySecuritySupport
	Enumeration
	TRUE, FALSE
	Indicates whether the PD supports  PHY layer security.

	Target PDs
	List of PDs’ discovery information
	As defined in Table  3
	List of targeted PDs’ discovery information in case of one-to-many peering


When generated

This primitive is generated by the MLME of the Responder PD upon reception of a Peering Request command frame.
Effect on receipt
The Responder PD is notified of the receipt of an association or peering request, and the cyclic superframe structure used by the Requestor PD. In case of one-to-many peering (the DAM field is set to broadcast in the Peering Request command frame), the responder PD shall search if its MAC address is in the list of PDs’ discovery information. If it is so, it shall start a response to the Requestor PD; otherwise, it shall ignore the Peering Request command frame(s).
 
1.1.3.3 MLME-PEERING.response

The primitive is used to send a response to the MLME of the Requestor PD requesting peering.  The  parameters of this primitive are:

MLME-PEERING.response{
 DestinationID;
 
MulticastGroupID;
ChannelNumber;
Status;

PhySecuritySupport;
CyclicSuperfameStructure;
Elliptic Curve;

Key Descriptor;
}
The primitive parameters are defined in Table 13.

Table 13—MLME-PEERING.response parameters

	Name
	Type
	Valid range
	Description

	  DestinationID
	IEEE MAC address 48 bits
	PD specific
	MAC address of the Requestor PD requesting association.  

	
	
	
	

	MulticastGroupID
	Integer
	0 to 216 −1
	Multicast address of the requested Group ID and/or Application ID  

	ChannelNumber
	Integer
	Any valid channel number as defined in or 0x0f
	An available channel number to peer in either the current channel page or new requested channel page; otherwise, it is set to 0x0f.

	Status
	Enumeration
	SUCCESFUL, OUT_OF_CAPACITY, ACCESS_DENIED, CHANNEL_NUM_DENIED, CHANNEL_PAGE_DENIED 
	Status of the peering attempt.

	PhySecuritySupport
	Enumeration
	TRUE, FALSE
	Indicates whether the PD supports   PHY layer security

	CyclicSuperframeStructure
	Cyclic-superframe structure descriptor
	As defined in 
	Indicates the structure of cyclic-superframe of Responder PD

	Elliptic Curve
	Integer
	0: Curve 2959

1: Curve 256

2(255: reserved
	The standard elliptic curve used to derive the key.

	Key Descriptor
	As defined in Table x
	N/A
	Key descriptor parameters as defined in Table x.


When generated
This primitive is generated by the next higher layer of a Responder PD in response to a MLME-PEERING.indication primitive. Additionally in case of one-to-many peering, if the MAC address of the Responder PD is in the list of PDs’ discovery information.  
Effect on receipt
On receipt of this primitive, the MLME initiates the transmission of a Peering Response command frame to the Requestor PD that requested association or peering. That includes the cyclic superframe structure used by the Responder PD. In case the Status parameter is either OUT_OF_CAPACITY or ACCESS_DENIED, the MLME shall not include a multicast group address in the Peering Response command frame, and the Channel number field is set to 0x0f. If the Status parameter is either CHANNEL_NUM_DENIED or CHANNEL_PAGE_DENIED, the Channel number field is set to 0x0f. If the Status parameter is SUCCESFUL, the MLME shall append the PD’s public key; otherwise the Elliptic Curve and Key Descriptor parameters shall be empty. 
1.1.3.4 MLME-PEERING.confirm

The primitive reports the result of a request for association or peering to the Requestor PD.

  The  parameters of this primitive are:

MLME-PEERING.confirm{

 SourceID;


MulticastGroupID;

Status;

PhySecuritySupport;
CyclicSuperfameStructure;
}

The primitive parameters are defined in Table 14.

Table 14—MLME-PEERING.confirm parameters

	Name
	Type
	Valid range
	Description

	 SourceID
	IEEE MAC address 48 bits
	PD specific
	MAC address of the Responder  PD.

	
	
	
	

	MulticastGroupID
	Integer
	0 to 216 −1                    
	Multicast address of the desired Group ID and/or Application ID to associate 

	Status
	Enumeration
	SUCCESS, OUT_OF_CAPACITY, ACCESS_DENIED, CHANNEL_NUM_DENIED, CHANNEL_PAGE_DENIED  

  
	The status of the peering attempt.

	PhySecuritySupport
	Enumeration
	TRUE, FALSE
	Indicates whether the PD supports   PHY layer security  

	CyclicSuperframeStructure
	Cyclic-superframe structure descriptor
	As defined in 
	Indicates the structure of cyclic-superframe of Responder PD


When generated

This primitive is generated by the MLME upon reception of a Peering Response command frame from a Responder PD.
Effect on receipt 

The PD’s next higher layer is informed of the result of a request for association or peering, and the cyclic superframe structure used by a Responder PD. If the status parameter is set to either CHANNEL_NUM_DENIED or CHANNEL_PAGE_DENIED, the Responder PD accepts to associate or peer just not in the proposed new channel number and/or channel page. If the Status parameter is SUCCESFUL, the MLME shall continue the ECDHE-ECDSA security procedure. 
 
1.1.4 De-peering primitives

These primitives are used when a PD informs of disassociation (de-peering) from   another PD or PAC group. 
1.1.4.1 MLME-DE-PEERING.notification
This primitive requests disassociation with a specified PD, or PAC group.  The  parameters of this primitive are:

MLME-DE-PEERING.request{

DestinationAddress;

 
 
MulticastGroup_ID;

 
}

 
Table 15—MLME-DE-PEERING.request parameters

	Name
	Type
	Valid range
	Description

	DestinationAddress
	IEEE MAC address 48 bits
	PD specific
	MAC address of the PD with which to perform the disassociation process  

	
	
	
	

	
	
	
	

	MulticastGroup_ID
	Integer
	0 to 216 −1                    
	Multicast address of the PAC group with which to perform the disassociation process 

	
	
	
	





When generated

This primitive is generated by the PD’s next higher layer to disassociate from either another PD or PAC group with which it has an association (peering).
Effect on receipt 

This primitive initiates a disassociation (de-peering) procedure by sending a De-peering Notification command frame to either another PD with the Destination address field with the value of the DestinationAddress parameter, or PAC group with the Destination address field with the value of the MulticastGroup_ID parameter.
1.1.4.2 MLME-DE-PEERING.indication

This primitive informs disassociation (de-peering) with a specific PD. The parameters of this primitive are:
MLME-DE-PEERING.indication{

SourceID;


 
}

 
Table 16—MLME-DE-PEERING.indication

	Name
	Type
	Valid range
	Description

	SourceID
	IEEE MAC address 48 bits
	PD specific
	The MAC address of the PD requesting de-peering.

	
	
	
	

	
	
	
	

	
	
	
	



When generated
This primitive is generated by the MLME as a result of the invalidation of an association relationship with a specific PD, after reception of a De-peering Notification command frame.
Effect on receipt
The PDs next higher layer is notified of the invalidation of the specific association relationship with the PD with MAC address indicated by the SourceID parameter.
1.1.4.3 











	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



1.1.5  Communication status primitive
This primitive  notifies the next higher layer the status of a transmission. 
1.1.5.1 MLME-COMM-STATUS.indication

This primitive is used by the MLME to indicate the status of a transmission.  The  parameters of this primitive are:
MLME-COMM_STATUS.indication{

SourceAddress;

DestinationAddress; 

MulticastGroupID;

Status;

}

The primitive parameters are defined in Table 17.

Table 17—MLME- COMM_STATUS.indication parameters

	Name
	Type
	Valid range
	Description

	SourceAddress
	MAC address
	PD specific
	MAC address of the PD from which the frame causing an error originated.

	DestinationAddress 
	MAC address 
	PD specific
	MAC address of the PD  for which the frame was intended. 

	MulticastGroupID
	Integer
	0 to 216 −1                    
	 Multicast address of the PAC group for which the frame was intended.

	Status
	Enumeration
	SUCCESS, CHANNEL_ACCESS_FAILURE, NO_ACK, NO_ACK,
INVALID_PARAMETER,
UNSUPPORTED, SECURITY_FAILURE
	The status of a transmission 


When generated

This primitive is generated by the MLME to indicate the result of a transmission.
Effect on receipt

The next higher layer is notified if the request to transmit was successful with the Status parameter set to SUCCESS (including the reception of an acknowledgment frame, if requested). Otherwise, the Status parameter shall be set to indicate the error with one of the following values:
CHANNEL_ACCESS_FAILURE − There was a failure in the CSMA-CA algorithm or in the CFP while attempting to send the frame.

NO_ACK − An acknowledgment was expected but not received.

INVALID_PARAMETER − One or more of the parameters in the request/response primitive were in error.
SECURITY_FAILURE – The MAC has detected a security failure.
1.1.6 Reset MAC sublayer

These primitives are used to reset the MAC sublayer.  
1.1.6.1 MLME-RESET.request

This primitive is used   to request the MLME to perform a reset operation. The  parameters of this primitive are:

MLME-RESET.request{

ResetMode;

}

 
Table 18—MLME-RESET.request parameters

	Name
	Type
	Valid range
	Description

	 ResetMode
	 Boolean
	TRUE, FALSE 
	Reset  options


1.1.6.1.1 When generated

This primitive is generated by the next higher layer to request the MLME to perform a reset operation.  The MLME-RESET.request 
primitive shall be used prior to use of the MLME-START.request primitive.

1.1.6.1.2 Effect on receipt

If the ResetMode is set to TRUE, the MLME shall reset the PHY and all PIB fields are set to their default values. If the ResetMode is set to FALSE, the MLME shall reset the PHY, but all PIB fields shall retain their values prior to the generation of the MLME-RESET.request primitive.
1.1.6.2 MLME-RESET.confirm

This primitive reports the results of the reset operation. The  parameters of this primitive are:

MLME-RESET.confirm {

 

}



	
	
	
	

	
	
	
	


When generated 

This primitive is generated by the MLME to indicate the completion of a reset operation.  
Effect on receipt

The next higher layer is notified of the completion of a reset operation.
1.1.7 Receiver enable

These primitives are used to enable or disable a receiver of a PD at a given time.
1.1.7.1 MLME-RECEIVER-ENABLE
.request

This primitive allows the next higher layer to request that the receiver is either enabled for a finite period of time or disabled. The  parameters of this primitive are:

MLME-RECEIVER-ENABLE.request {

 
 
RxOnDuration;

}

 
Table 19—MLME-RECEIVER-ENABLE.request parameters

	Name
	Type
	Valid range
	Description

	
	
	
	

	
	
	
	

	RxOnDuration
	Unsigned integer 
	0 to (224 −1)
	The number of symbols for which the receiver is to be enabled. This Name is equal to 0, if the receiver is to be disabled.



When generated
This primitive is generated by the next higher layer to request to the MLME to enable the receiver immediately. This primitive may also be generated to cancel a previously generated request to enable the receiver. The receiver is enabled or disabled exactly once per primitive request.
Effect on receipt
On receipt of this primitive the MLME requests that the PHY enable or disable the receiver immediately. If the request is to enable the receiver, the receiver will remain enabled until RxOnDuration has elapsed. The MLME will treat the request to enable or disable the receiver as secondary to other responsibilities of the PD, like operation during the CFP. When the primitive is issued to enable the receiver, the PD will enable its receiver until either the device has a conflicting responsibility or the time specified by RxOnDuration has expired. In the case of a conflicting responsibility, the device will interrupt the receive operation. After the completion of the interrupting operation, the RxOnDuration will be checked to determine whether the time has expired. If so, the operation is complete. If not, the receiver is re-enabled until either the device has another conflicting responsibility or the time specified by RxOnDuration has expired. When the primitive is issued to disable the receiver, the device will disable its receiver unless the device has a conflicting responsibility.
Before attempting to enable the receiver the MLME first determines whether RxOnDuration does not conflict with the TDD frame configuration.  If it is so, the MLME issues the MLME-RECEIVER-ENABLE.confirm primitive with a Status of ON_TIME_TOO_LONG.



If the RxOnDuration parameter is equal to zero, the MLME requests the PHY to disable its receiver.
1.1.7.2 MLME-RECEIVER-ENABLE.confirm

This primitive reports the results of the attempt to enable or disable the receiver. The parameters of this primitive are:
MLME-RECEIVER-ENABLE.confirm {

Status;

}

 
Table 20—MLME-RECEIVER-ENABLE.confirm parameters

	Name
	Type
	Valid range
	Description

	 Status
	 Enumeration
	 SUCCESS,  , ON_TIME_TOO_LONG, INVALID_PARAMETER
	The result of the request to enable or disable the receiver.


When generated 

This primitive is generated by the MLME to report the status of an attempt to enable/disable the receiver and in response to MLME.RECEIVER-ENABLE.request primitive.
Effect on receipt
  This primitive returns a status of either SUCCESS, if the request to enable or disable the receiver was successful or the appropriate error code.


 
 
1.1.8 Channel scanning

 These primitives are used to either find PDs in a channel or measure the energy in the channel.
1.1.8.1 MLME-SCAN.request

The MLME-SCAN.request primitive is used to initiate a channel scan over a given list of channels. The parameters of this primitive are:
MLME-SCAN.request{

ScanType;

ChannelPage;

ScanChannels;

ScanDuration;

}


Table 21—MLME-SCAN.request parameters

	Name
	Type
	Valid range
	Description

	ScanType 
	 Enumeration
	ED, ACTIVE, PASSIVE.
	 Indicates the type of scan performed.

	ChannelPage 
	 Integer
	Any valid channel page as indicated in 
	The channel page on which to perform the scan.

	ScanChannels
	 List of integers
	Any valid channel number as indicated in 
	The channel numbers to be scanned

	ScanDuration
	Integer
	aScanDuration
	A value used to calculate the length of time to spend scanning each channel for ED, active, and passive scans. 


When Generated

This primitive is generated by the next higher layer to start the appropriate scan procedure. 
Effect on receipt 

The MLME starts the appropriate scan procedure, as defined in XX.
  
1.1.8.2 MLME-SCAN.confirm

This primitive reports the result of the channel scan request. The  parameters of this primitive are:
MLME-SCAN.confirm{

Status,

ScanType;

ChannelPage;

UnscannedChannels;

ResultListSize;

EnergyDetectList;

DetectedCategory;

}


Table 22—MLME-SCAN.confirm parameters

	Name
	Type
	Valid range
	Description

	Status
	Enumeration
	SUCCESS, 
 , SCAN_IN_PROGRESS, FRAME_TOO_LONG
, INVALID_PARAMETER 
	The status of the scan request.

	ScanType 
	 Enumeration
	ED, ACTIVE, PASSIVE
	Indicates the type of scan performed

	UnscannedChannels
	List of integers
	Any valid channel number as defined in
	A list of the channels given in the request which were not scanned. This parameter is not valid for ED scans

	ResultListSize
	Integer
	Implementation specific
	The number of elements returned in EnergyDetectList.

	EnergyDetectList
	List of integers
	0 to 255 per element in the array.
	The list of energy measurements, one for each channel searched during an ED scan. This parameter is null for active, passive scans.

	DetectedCategory
	Integer
	0 to 2
	Categorization of energy detection with the following values: 

0: Category detection is not supported 

1: UWB PHY detected

2: Non-UWB PHY signal source detected.


When generated

This primitive is generated by the MLME to notify the next higher layer the result of a scan procedure.
Effect on receipt
If the requested scan was successful, the Status parameter is set to SUCCESS. Otherwise, it is set to the value of the appropriate error code.
If the MLME receives a MLME-SCAN.request primitive while performing a previously initiated scan operation, the MLME will not perform the scan and the Status parameteris set to SCAN_IN_PROGRESS. 
If the MLME-SCAN.request primitive requested an active or passive scan, the EnergyDetectList Name will be NULL.
1.1.9 Group configuration

These primitives are used to initiate a PAC  network.
1.1.9.1 MLME-GROUP-START
.request

This primitive is used by a PD already peered 
with an existing PAC Group. The properties of this primitive are:

MLME-GROUP-START.request{

GroupID;

InitiatorID;

ChannelNumber;

ChannelPage;

StartTime;

CyclicSuperframeStructure;

}

The primitive parameters are defined in Table 23.

Table 23—MLME-GROUP-START.request parameters

	Name
	Type
	Valid range
	Description

	Initiator_ID 
	MAC address 
	PD specific
	The address of the initiator PD  

	MulticastGroup_ID
	Integer
	0 to 216 −1                    
	Group ID of initiator PD.

	 ChannelNumber
	Integer 
	Any valid channel number a defined in Error! Reference source not found.
	The channel number to use.

	ChannelPage 
	Integer 
	Any valid channel page as defined in Error! Reference source not found.
	The channel page to use.

	StartTime
	Unsigned integer
	0 to (224 −1)
	The time at which to begin transmitting the synchronization period. If this parameter is equal to 0, the synchronization period will begin immediately. Otherwise, the specified time is relative to the received synchronization period of the current initiator PD. 

	CyclicSuperframeStructure 
	Cyclic-superframe structure descriptor
	As defined in  REF _Ref436743143 \h 
 
	 Indicates the structure of cyclic-superframe


1.1.9.2 MLME-GROUP-START.confirm

This primitive reports the results of the attempt to start a PAC group. The properties of this primitive are:

MLME-GROUP-START.confirm{


Status;

}

The primitive parameters are defined in Table 24.

Table 24—MLME-GROUP-START.confirm parameters

	Name
	Type
	Valid range
	Description

	Status
	Enumeration 
	SUCCESS, INVALID_PARAMETER, CHANNEL_ACCESS_FAILURE 
	The result of the attempt to start a PAC Group


The MLME-GROUP-START.confirm primitive returns a status of either SUCCESS, indicating that the MAC sublayer has started a new PAC Group or using the new superframe configuration. Otherwise, an appropriate error code is return as follows:

CHANNEL_ACCESS_FAILURE – The transmission lost synchronization.
1.1.10 Synchronization

  This primitive is used   to notify   loss of synchronization to the next higher layer.
1.1.10.1 








	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




1.1.10.2 






	
	
	
	

	
	
	
	


1.1.10.3 MLME-SYNCHRONIZATION-LOSS.indication

This primitive notifies the next higher layer of loss of synchronization with a PAC network.  The  parameters of this primitive are:

MLME-SYNCHRONIZATION-LOSS.indication{

LossReason;
PAC_Network_ID;

 
ChannelNumber;

ChannelPage;

}


Table 25—MLME-SYNCHRONIZATION-LOSS.indication parameters

	Name
	Type
	Valid range
	Description

	LossReason 
	 Enumeration
	SYNC_LOST, PAC_ID_CONFLICT

	The reason synchronization was lost.

	PAC_Network_ID
	Char
	21 bytes
	The PAC network ID with which the PD lost synchronization

	
	
	
	

	
	
	
	

	 ChannelNumber
	Integer 
	Any valid channel number as defined in  Error! Reference source not found.
	The channel number on which the PD that has lost synchronization operated.

	ChannelPage 
	Integer 
	Any valid channel page as defined in  Error! Reference source not found.
	The channel page on which the PD that has lost synchronization operated.


When generated
This primitive is generated by the MLME   to  notify the next higher layer   of a loss of synchronization with a PAC network. The reason for synchronization loss is expressed by the value   of the LossReason parameter:
— PAC_ID_CONFLICT: The MLME has detected a PAC_NETWOK_ID conflict.
— SYNC_LOST: The PD has missed synchronization for five superframes.
Effect on receipt 
If the value of the LossReason parameter is set to SYNC_LOST, the next higher layer shall start the synchronization procedure.

If the value of the LossReason parameter is set to PAC_ID_CONFLICT, the next higher layer shall start the merging of PAC 
networks procedure.

.
1.1.11 Channel sounding

These primitives are used to obtain the results of a channel sounding from PDs with high mobility PHY. 
1.1.11.1 MLME-CHANNEL-SOUNDING.request

The primitive is used by the next higher layer to request that the PHY performs channel sounding.  The  parameters of this primitive are:

MLME-CHANNEL-SOUNDING.request{

ChannelNumber;

ChannelPage;

}


Table 26—MLME-CHANNEL-SOUNDING.request

	Name
	Type
	Valid range
	Description

	 ChannelNumber
	Integer 
	Any valid channel number as defined in Error! Reference source not found.  
	 The channel number on which to attempt channel sounding.

	ChannelPage 
	Integer 
	Any valid channel page as defined in  Error! Reference source not found.
	The channel page on which to attempt channel sounding.


When generated

This primitive is generated by the next higher layer to request the MLME to instruct the PHY to perform channel sounding during the CFP.
Effect on receipt
The local PHY sends pilot symbols (scheduling request) according to the scheduling procedure in XX, and detects pilot symbols from other PDs (scheduling response) in order to estimate the SINR and CQI.
1.1.11.2 MLME-CHANNEL-SOUNDING.confirm

The primitive reports the result of a request to the PHY to provide channel sounding information.   The  parameters of this primitive are:

MLME-CHANNEL-SOUNDING.confirm{

Status;

SINR;

CQI;

}


Table 27—MLME-CHANNEL-SOUNDING.confirm parameters

	Name
	Type
	Valid range
	Description

	 Status
	 Enumeration
	SUCCESS,    CHANNEL_ACCESS_FAILURE
	The status of the attempt to return channel sounding data.

	 SINR
	 Integer
	−40 to 40
	SINR estimate at the input antenna in dBm.

	CQI
	Octet
	0 to 255
	CQI value measured during reception of the PSDU.

0 – very good 

1 – good 

2 – medium

3– bad 
4 – 255 reserved
 


When generated
This primitive is generated by the MLME, when the local PHY indicates the estimation of SINR and CQI, or if there is a channel access failure in doing so.
Effect on receipt
The next higher layer is notified of the values of SINR and CQI that are used by the scheduler PD as part of the scheduling process in XX, if the Status parameter is set to SUCCESS; otherwise, the next higher layer is notified of an error in this procedure with the Status parameters set to CHANNEL_ACCESS_FAILURE.
1.1.12 Dynamic preamble selection

The dynamic preamble selection (DPS) primitives apply to the UWB PHY allowing the temporary use of different preamble codes as a means to thwart a hostile third party attack on the ranging procedures.
1.1.12.1 MLME-DPS.request

This requests that the UWB PHY temporarily use the specified preamble code in transmitter and/or receiver for a single use. The properties of this primitive are:

MLME-DPS.request {

TxDPSIndex;
RxDPSIndex;
DPSIndexDuration;

}


Table 28—MLME-DPS.request parameters

	Field
	Type
	Value range
	Description

	TxDPSIndex 
	Integer 
	0 to 48
	The code index value for the UWB PHY transmitter to use in UWB SHR generation.  A value of 0 indicates that the phyPreambleCode value is used (Table 47).  See note below.

	 RxDPSIndex
	Integer 
	0 to 48
	The code index value for the UWB PHY receiver to use in SHR detection and reception.  A value of 0 indicates that the phyPreambleCode value is used (Table 47). See note below.

	DPSIndexDuration
	Integer 
	0 to (224 −1)
	This specifies a time in µs after which the DPS selection will revert to use the phyPreambleCode value in both transmitter and receiver, assuming it is not ended earlier by the issuing of either an MCP-DATA.request or an MCP-DATA.indication primitive (Table 47).


Note:
The TxDPSIndex and RxDPSIndex values select codes as per the “Preamble Sequence ID” column of Error! Reference source not found. for the BPM-BPSK modulation mode, and for the OOK modulation mode.  

When generated
This primitive is generated by the next higher layer to request that the MLME temporarily uses the specified preamble codes in the UWB transmitter and receiver.
Effect on receipt

The MLME responds with an MLME-DPS.confirm primitive with the appropriate status parameter, and assuming the MLME-DPS.request has been successful, the resulting altered preamble codes persist until one of the follow events, after which the transmit and receive preamable codes revert to the one specified by the phyPreambleCode:: 

· The DPS is cancelled by issuing a new MLME-DPS.request with zero values for both TxDPSIndex and RxDPSIndex parameters,

· A frame is received and the MCP-DATA.indication primitive is generated, 

· A frame is transmitted via an MCP-DATA.request primitive and the MCP-DATA.confirm primitive is generated,

· The period specified by the DPSIndexDuration parameter expires and the MLME-DPS.indication primitive is issued.  

The use of DPS is further explained in.
1.1.12.2 MLME-DPS.confirm

The MLME-DPS.confirm primitive reports the results of the attempt to enable or disable DPS. 
The  parameters of this primitive are:

MLME-DPS.confirm {

Status;

}


Table 29—MLME-DPS.confirm parameters

	Field
	Type
	Value range
	Description

	Status 
	Enumeration
	SUCCESS,
DPS_NOT_SUPPORTED
	The result of the request to enable or disable DPS


When generated
The MLME-DPS.confirm primitive is generated by the MLME and issued to its next higher layer in response to an MLME-DPS.request primitive.  

If any parameter value in the MLME-DPS.request primitive is out of range is not supported by the PD in its current PHY operating mode as selected by phyModeSelection, the status of DPS_NOT_SUPPORTED is returned.  If the request to enable or disable the DPS is successful, the MLME issues the MLME-DPS.confirm primitive with a status of SUCCESS. 
Effect on receipt

The next higher layer is informed about the success or otherwise of its MLME-DPS.request attempt to configure the dynamic preamble selection. 
1.1.12.3 MLME-DPS.indication

The MLME-DPS.indication primitive informs the next higher layer that the DPSIndexDuration period, specified in the MLME-DPS.request, has expired and the preamble codes in both the transmitter and the receiver have reverted to use the code specified by the phyPreambleCode value.

There are not properties of this primitive.
MLME-DPS.indication {  
}
When generated
The MLME-DPS.indication primitive is generated by the MLME and issued to the next higher layer subsequent to the MLME-DPS.request when a period of DPSIndexDuration elapses before any of the other events ending the dynamic preamble selection has occurred, i.e. when the timeout elapses without a frame being transmitted or received, or the DPS being cancelled by the upper layer.  
Effect on receipt

The next higher layer is informed about the timeout event.

1.1.13 Ranging calibration

A PD with a UWB PHY that supports ranging may optionally include the ability to dynamically characterize the internal delays that give rise to the phyTxRmarkerOffset and phyRxRmarkerOffset quantities.  These quantities represent the propagation time from the internal transmit timestamp to the transmit antenna, and the propagation time from the receive antenna to the internal receiver timestamp.  The MLME-CALIBRATE primitives are defined to support the characterization of these delays.
1.1.13.1 MLME-CALIBRATE.request

The MLME-CALBRATE.request primitive attempts to have the PD respond with ranging marker offset information. There are no parameters for this primitive.

MLME-CALBRATE.request {
}


When generated

This primitive is generated by the next higher layer to request the MLME to perform the requisite calibration process to characterize the antenna delays.  This may be done at any time but typically would be done during device initialization before any ranging exchanges are initiated. 
Effect on receipt

If the PD does not support antenna delay calibration it shall issue the MLME-CALIBRATE.confirm with a Status of UNSUPPORTED, otherwises it shall issue the MLME-CALIBRATE.confirm with the results of the calibration, (see 1.3.14.2 for details).
1.1.13.2 MLME-CALIBRATE.confirm

The MLME-CALIBRATE.confirm primitive reports the result of a previous MLME-CALIBRATE.request, 

The properties of this primitive are:
MLME-CALIBRATE.confirm{

Status; 
CalTxRMARKEROffset;
CalRxRMARKEROffset;

}


Table 30—MLME-CALIBRATE.confirm parameters

	 Name
	Type
	Value range
	Description

	 Status
	Enumeration
	SUCCESS,
UNSUPPORTED
	The status result of the attempt to return the delay calibration data.

	CalTxRMARKEROffset 
	Unsigned

integer
	0 to (232 −1)
	A count of the propagation time from the transmit ranging counter to the transmit antenna. The units of this are defined in Error! Reference source not found..  

	CalRxRMARKEROffset
	Unsigned

integer
	0 to (232 −1)
	A count of the propagation time from the receive antenna to the receive ranging counter. The units of this are defined in.  


When generated
The MLME-CALIBRATE.confirm primitive is generated by the MLME and issued to its next higher layer in response to an MLME-CALIBRATE.request primitive.

In some implementations the MLME-CALIBRATE.confirm may return values calibrated into the PD during its manufacture, in other cases the DP may perform a physical measurement of the delays. Either way, since system delays may depend on the PHY configuration, it is recommended to configure the required phyModeSelection, phyPreambleCode, etc. before initiating the MLME-CALIBRATE.request.

If the MLME-CALIBRATE feature is supported, the MLME issues the MLME-CALIBRATE.confirm primitive with a Status of SUCCESS, indicating that the CalTxRMARKEROffset and CalRxRMARKEROffset values are valid, otherwise the returned Status the status parameter will be set to UNSUPPORTED.
Effect on receipt

The next higher layer is informed about the success or otherwise of its MLME-CALIBRATE.request and if successful is informed of the antenna delay values for the transmit path and the receive path, as given by parameters CalTxRMARKEROffset and CalRxRMARKEROffset respectively.  It is expected that the higher layers may use these values to configure the phyTxRmarkerOffset and phyRxRmarkerOffset PIB attributes.
1.1.14 Primitives for cooperative synchronization for the UWB PHY
These primitives are used for the cooperative synchronization process described in 
1.1.14.1 MLME-COSYNC.request

This primitive allows the next higher layer to control the enablement of the cooperative synchronization process, described in.  The semantics of this primitive are:

MLME-COSYNC.request{
CosyncControl;
InitialListenPeriod;
LongListenInterval;
SendSyncFrames;
SendDiscoveryInfo;
DiscoveryGroupId;
DiscoveryAppId;
SendCfpUsage;
CfpUseBitmap;
CfpUseFreq;
CfpUseDownCount;
SetCapTxFlag;
SetCapRxFlag;
AcceptingPeering;
}

The primitive parameters are defined in Table 31.

Table 31 — MLME-COSYNC.request parameters
	Name
	Type
	Valid range
	Description

	CosyncControl
	Enumeration
	COSYN_START,

COSYN_STOP
	Specify whether the upper layer wants to start or stop the process.    

	InitialListenPeriod
	 Integer
	0 to 255
	Number of superframe periods for which the PD shall initially listen for sync frames before beginning to send its own sync frames.  

	LongListenInterval
	Integer 
	0 to 255
	Interval in superframe periods, defining how often the PD will listen for a complete superframe period looking for sync frames. A value of 0 means no listening, 1 means listen every superframe, 2 means listen every second superframe, etc.  The process described in Error! Reference source not found..

	SendSyncFrames
	Boolean
	TRUE, FALSE
	Determines whether the PD should send sync frames or just passively detect them.

	SendDiscoveryInfo
	Boolean
	TRUE, FALSE
	Parameter to control the inclusion of the group ID and application ID discovery information in the transmitted Sync Frame.

	DiscoveryGroupId
	Integer
	0x0000 to 0xFFFF
	The Group ID to include in the transmitted Sync frame when the SendDiscoveryInfo parameter is TRUE.

	DiscoveryAppId
	Array
	13 octets, 
each 0 to 255
	The Application ID to include in the transmitted Sync frame when the SendDiscoveryInfo parameter is TRUE.

	SendCfpUsage
	Boolean
	TRUE, FALSE
	Determines whether the Sync frame includes the CFP usage indication parameters: CfpUseBitmap, CfpUseFreq and CfpUseDownCount.

	CfpUseBitmap
	Integer
	0 to 0xFFFFFFFF
	Bitmap indicating CFP slot usage, which shall be included in the transmitted Sync frame’s CFP Usage field, (as described in Error! Reference source not found.), if the SendCfpUsage parameter is TRUE.

	CfpUseFreq
	Unsigned integer
	Allowed values are defined in Error! Reference source not found..
	Value indicating how often the slots indicated in the CfpUseBitmap parameter are used.  This shall be included in the transmitted Sync frame’s CFP Usage field, (as described in Error! Reference source not found.), if the SendCfpUsage parameter is TRUE.

	CfpUseDownCount
	Unsigned integer
	0 to CfpUseFreq
	Countdown in superframes until the next usage of the CFP. This value shall be included in the transmitted Sync frame’s CFP Usage field, (as described in Error! Reference source not found.), if the SendCfpUsage parameter is TRUE.

	SetCapTxFlag
	Boolean
	TRUE, FALSE
	Specify whether the CAPTX flag in the transmitted Sync frame’s Sync Control Field is to be set or clear.

	SetCapRxFlag
	Boolean
	TRUE, FALSE
	Specify whether the CAPRX flag in the transmitted Sync frame’s Sync Control Field is to be set or clear.

	AcceptingPeering
	Boolean
	TRUE, FALSE
	Specify whether the AP flag in the transmitted Sync frame’s Sync Control Field is to be set or clear.


1.1.14.1.1 When generated 

This primitive is generated by the next higher layer to request that the MLME begins or ends the cooperative synchronization process, and to update the Sync frame content or other parameters associated with the cooperative synchronization process.

1.1.14.1.2 Effect on receipt

When the MLME receives the MLME-COSYNC.request primitive, if the cooperative synchronization process is not supported or is not supported by the phyCurrentPage, then the MLME-COSYNC.confirm primitive shall be issued indicating the failure of the request. Otherwise, the MLME-COSYNC.request primitive shall be handled as follows:

If the CosyncContol parameter is COSYN_STOP any active the cooperative synchronization process shall be stopped, and the macCosyncActive PIB attribute shall be set to FALSE.
If the CosyncContol parameter is COSYN_START, then the cooperative synchronization process, described in Error! Reference source not found., shall be initiated and the macCosyncActive PIB attribute shall be set to TRUE.  If the cooperative synchronization process is already active when an MLME-COSYNC.request primitive is issued with the CosyncContol parameter value of COSYN_START, the cooperative synchronization process shall continue, but shall revise its operation according to the parameters being supplied, (e.g. updating the discovery info being sent according to the DiscoveryInfoControl and related discovery info parameters).

Parameter InitialListenPeriod and LongListenInterval parameters shall be copied to the macCosyncInitialListenPeriod and macCosyncLongListenInterval PIB attributes.   
Parameter SendSyncFrames shall be copied to the macSendSyncFrames PIB attribute.

If parameter SendCfpUsage is TRUE the value conveyed by the CfpUseBitmap shall be employed in the next and subsequent Sync frame transmissions. In addition, parameters CfpUseFreq and CfpUseDownCount shall be copied to the macCfpUseFrequency and macCfpUseCountdown PIB attributes.  If the CfpUseFreq is not an allowed value, as defined in Error! Reference source not found. or CfpUseDownCount is out of range then the MLME-COSYNC.confirm primitive shall be issued indicating the error.

The activities of the PD when the cooperative synchronization process is active are defined in Error! Reference source not found..
Irrespective of the values conveyed by SetCapTxFlag, SetCapRxFlag, or the parameters defining the CFP usage, the upper layers shall be responsible for invoking the MLME-RECEIVER-ENABLE.request primitive to turn on the receiver and using the appropriate primitive to initiate MLME procedures or data transmissions at the appropriate times.

1.1.14.2 MLME-COSYNC.confirm

This primitive is issued to the next higher layer in response to an MLME-COSYNC.request primitive to report the result of the attempt to enable the cooperative synchronization process, described in Error! Reference source not found..  The semantics of this primitive are:

MLME-COSYNC.confirm{
Status;
}
The primitive parameters are defined in Table 32.
Table 32 — MLME-COSYNC.confirm parameters
	Name
	Type
	Valid range
	Description

	 Status
	 Enumeration
	COSYNC_NOT_SUPPORTED,

COSYNC_ACTIVATED,
COSYNC_DEACTIVATED,

COSYNC_PARAM_ERROR
	The result of the request to enable or disable the receiver.


1.1.14.2.1 When generated 

This primitive is generated by the MLME and issued to its next higher layer in response to an MLME-COSYNC.request primitive.  

A status value of COSYNC_NOT_SUPPORTED shall be reported if the cooperative synchronization process is not supported or is not supported by the phyCurrentPage,

A status value of COSYNC_ACTIVATED shall be reported if the MLME-COSYNC.request primitive resulted in the initiation or continuance of the cooperative synchronization process. 

A status value of COSYNC_DEACTIVATED shall be reported if the MLME-COSYNC.request primitive resulted in the deactivation of the cooperative synchronization process.

A status value of COSYNC_PARAM_ERROR shall be reported if the MLME-COSYNC.request primitive parameters CfpUseFreq and CfpUseDownCount values are not allowed.

1.1.14.2.2 Effect on receipt

The upper layer is made aware of the result of its MLME-COSYNC.request primitive.  
1.1.14.3 MLME-COSYNC.indication

This primitive is issued to the next higher layer to report Sync frame reception events during the cooperative synchronization process, described in Error! Reference source not found..  The semantics of this primitive are:

MLME-COSYNC.indication
{
SourceAddress;
DiscoveryInfoPresent;
DiscoveryGroupId;
DiscoveryAppId; 

CfpUsagePresent;
CfpUseBitmap;
CfpUseFreq;
CfpUseDownCount;
CapTxFlag;
CapRxFlag;
AcceptingPeering;
LpdiValue;
}
The primitive parameters are defined in Table 33.

Table 33 — MLME-COSYNC.indication parameters
	Name
	Type
	Valid range
	Description

	SourceAddress
	MAC Address
	48-bit value
	This is the ID of the PD who sent the Sync frame.

	DiscoveryInfoPresent
	Boolean
	FALSE, TRUE
	Indicates whether the received Sync frame contained discovery information. 

	DiscoveryGroupId
	Integer
	16-bit value
	This is the Group ID part of the discovery information contained in the received Sync frame.  This parameter is only valid if the DiscoveryInfoPresent parameter is TRUE.

	DiscoveryAppId
	Array
	13 octets, 
each 0 to 255
	This is the Application ID part of the discovery information contained in the received Sync frame.  This parameter is only valid if the DiscoveryInfoPresent parameter is TRUE.

	CfpUsagePresent
	Boolean
	FALSE, TRUE
	Indicates whether the received Sync frame contained a CFP Usage field.

	CfpUseBitmap
	Integer
	0 to 0xFFFFFFFF
	Bitmap indicating CFP slot usage extracted from the received Sync frame.  This parameter is only valid if the CfpUsagePresent parameter is TRUE.

	CfpUseFreq
	Unsigned integer
	Expected values are defined in Error! Reference source not found..
	Value extracted from the received Sync frame indicating how often the slots defined by the CfpUseBitmap parameter are used.  This parameter is only valid if the CfpUsagePresent parameter is TRUE.

	CfpUseDownCount
	Unsigned integer
	0 to CfpUseFreq
	Value extracted from the received Sync frame indicating the remaining countdown (in superframes) until the next usage of the CFP by the Sync frame sender (or its group). This parameter is only valid if the CfpUsagePresent parameter is TRUE.

	CapTxFlag
	Boolean
	FALSE, TRUE
	Indicates the status of the CAPTX as carried by the Sync Control field of the received Sync frame.

	CapRxFlag
	Boolean
	FALSE, TRUE
	Indicates the status of the CAPRX as carried by the Sync Control field of the received Sync frame.

	AcceptingPeering
	Boolean
	FALSE, TRUE
	Indicates the status of the AP flag as carried by the Sync Control field of the received Sync frame.

	LpdiValue
	Unsigned integer
	0x0000 to 0xFFFF
	This gives the value LDPI field of the received Sync frame, see Error! Reference source not found. for its definition.


1.1.14.3.1 When generated 

While the cooperative synchronization process is active, this primitive is generated by the MLME and issued to its next higher layer each time a Sync frame is received during the Sync Period.

1.1.14.3.2 Effect on receipt

The upper layer is made aware of the reception of the Sync frame and the respective parameters it conveys.  It is expected that the upper layer will use this information to decide about its activity.  That is the upper layer may use the discovery information and the CapRxFlag and AcceptingPeering values to decide to initiate peering with the PD identified by SourceAddress.  The upper layer may use the LpdiValue and CFP usage information to decide about its own CFP usage, or any move to operate on another complex channel..
1.1.15 PHY layer security primitives
These primitives are used to request and report quantized channel information for PHY layer security.
1.1.15.1 MLME-GETCHVALUE.request
This primitive does request the MLME to quantize and report channel information to be used as shared randomness between PDs in the secret key agreement procedure using physical layer features described in Error! Reference source not found.. The primitive does not contain parameters.
MLME-GETCHVALUES.request{

}
When generated

This primitive is generated by the next higher layer of a PD, which is engaged in the secret key agreement procedure using physical layer features.  
Effect on receipt

The MLME quantizes and reports channel information.
1.1.15.2 MLME-GETCHVALUES.confirm
This primitive reports the result requested by the MLME-GETCHVALUES.request primitive. The properties of this primitive are:

MLDE-GETCHVALUES.confirm{

QuantizedCHInfo;

}


Table 34—MLME-GETCHVALUES.confirm parameters

	Name
	Type
	Valid range
	Description

	QuantizedCHInfo
	Integer
	0 to (252 −1)
	1bit quantized channel information


When generated
This primitive is generated by the MLME as response to PLME-GETCHVALUE.request primitive, described in 8.5.1.2.2, to report the channel information to the next higher layer.
Effect on receipt 

The reported channel information is appended to the existing channel information already received in a previous invocation of the MLME-GETCHVALUE.request primitive. When enough randomness is accumulated, the next higher layer may generate the MLME-POSTPROCESSING.request primitive to initiate information reconciliation and privacy amplification described in 14.6.2 and 14.6.3, respectively.
1.1.16 Post processing primitives
These primitives are used to initiate post processing procedure which includes information reconciliation and privacy amplification.

1.1.16.1 MLME-POSTPROCESSING.request
This primitive is used to start the post processing procedure with a Responder PD (described in 14.6.2 and 14.6.3). The   parameters of this primitive are:

MLME-POSTPROCESSING.request{

DestinationAddress; 
InfoReconciliation;

PrivacyAmp;

}

The primitive parameters are defined in Table 35.

Table 35—MLME-POSTPROCESSING.request parameters

	Name
	Type
	Valid range
	Description

	DestinationAddress
	MAC address
	IEEE 48 bit addressing
	Address of the Responder PD with which to peer  

	InfoReconciliation 
	Bit stream
	Implementation specific
	A parity part of codeword generated by initiating PD for information reconciliation

	PrivacyAmp
	Integer
	Implementation specific
	The number of bits which should be eliminated in privacy amplification


When generated
When enough randomness is collected, as described in 14.6.1, the next higher layer generates the MLME-POSTPROCESSING.request primitive to request the MLME to send the Post-processing Request command to the Responder PD.
Effect on receipt 

The MLME sends the Post-processing Request command to the Responder PD.
1.1.16.2 MLME-POSTPROCESSING.indication
This primitive is used to indicate the reception of a Post-processing Request command
. The  parameters of this primitive are:

MLME-POSTPROCESSING.indication{

SourceAddress; 
InfoReconciliation;

PrivacyAmp;

}

The primitive parameters are defined in Table 36.

Table 36—MLME-POSTPROCESSING.indication parameters

	Name
	Type
	Valid range
	Description

	SourceAddress
	MAC address
	IEEE 48 bit addressing
	Address of the Requestor PD with which to peer  

	InfoReconciliation 
	Bit stream
	Implementation specific
	A parity part of codeword generated by initiating PD for information reconciliation

	PrivacyAmp
	Integer
	Implementation specific
	The number of bits which should be eliminated in privacy amplification


When generated

This primitive is generated by the MLME to indicate the reception of a Post-processing Request command frame from the Requestor PD.
Effect on receipt

The next higher layer starts the post processing procedure described in 14.6.2 and 14.6.3.
1.1.16.3 MLME-POSTPROCESSING.response
This primitive is used to send a response to the Requestor PD. The parameters of this primitive are:

MLME- POSTPROCESSING.response{

Status;

}


Table 37—MLME-POSTPROCESSING.response parameters

	Name
	Type
	Valid range
	Description

	DestinationAddress
	MAC address
	IEEE 48 bit addressing
	Address of the Requestor PD    

	Status
	Enumeration
	SUCCESS, FAIL
	The status of CRC check after post processing


When generated

This primitive is generated by the next higher layer upon completion of the post processing procedure. 
Effect on receipt 
The MLME sends a Post-processing Response command frame to the Requestor PD with the status of CRC check after post processing.  
1.1.16.4 MLME-POSTPROCESSING.confirm
This primitive reports the result requested by MLME-POSTPROCESSING.request of the Requestor PD. The   parameters of this primitive are:

MLME-POSTPROCESSING.confirm{

SourceAddress; 
Status;

}


Table 38—MLME-POSTPROCESSING.confirm parameters

	Name
	Type
	Valid range
	Description

	SourceAddress
	MAC address
	IEEE 48 bit addressing
	Address of the Responder PD  

	Status 
	Enumeration
	SUCCESS, FAIL
	The status of the request for post processing


When generated
This primitive is generated by the MLME upon reception of a Post-processing Response command frame from the Responder PD to report the result of the post processing procedure.
Effect on receipt 
The MLME reports to the next higher layer the result of the post processing procedure by the Responder PD. The reception of this primitive completes the secret key agreement procedure using physical layer features, which is described in 14.6. The status SUCCESS indicates the PDs engaged in the secret key agreement procedure have identical secret keys. The status FAIL indicates the secret key agreement procedure was not successful.
1.2 MLDE-SAP interface
The MLDE-SAP supports the transport of data information for the MAC data plane architecture as illustrated in Figure X
Table 39 lists the primitives maintained by the MLDE-SAP.
Table 39—MLDE-SAP primitives

	Name
	Request
	Confirm
	Indication
	Response

	MLDE.Data
	 1.4.1.1
	 1.4.1.2
	1.4.1.3
	−


Data primitives
The Data primitives allow to transfer MSDUs from a MAC entity to another MAC entity for unicast sessions or MAC entities in case of multicast group communications. 
1.2.1 MLDE-DATA.request

This primitive requests a transfer of an MSDU from a local MAC sublayer entity to another PD’s MAC sublayer entity, or multiple PDs’ MAC sublayer entities in the case of multicast group address. The  parameters of this primitive are:

MLDE-DATA.request {

phyModeSelection;

SourceAddress;

DestinationAddress;

MulticastAddress;
EtherType;


Msdu;




DataRate;


AckTx;
CFPTx;
Priority;
Ranging;

IeList;

RequestRriTx;
CylicSuperframeMode;
CyclicSuper
frameStructure;

}


Table 40—MLDE-DATA.request parameters

	Name
	Type
	Valid range
	Description

	phyModeSelection
	Enumeration
	LOW-MOBILITY, HIGH_MOBILITY, GFSK, UWB_BPM_BPSK, UWB_OOK
	PHY selection

	SourceAddress
	MAC address
	IEEE MAC 48 bits
	The address of the PD from which the frame originated.

	DestinationAddress 
	MAC address 
	 IEEE MAC 48 bits
	Address of the PD to which the MSDU is being transferred.

	MulticastAdress
	Unsigned integer
	0 to 216 −1                    
	 Multicast address of the PAC group to which the MSDU is being transfer

	EtherType
	Unsigned integer
	0 to 216-1
	The EtherType value to use in the MAC Data frame.


	
	
	
	

	Msdu
	set of octets
	 −
	The set of octets forming the MSDU  

	

	
	
	

	DataRate

	Integer
	Valid data rate for current PHY
	Indicates the data rate

	

	
	
	

	AckTX


	 Enumeration
	NONE, IMM_ACK, ENH_ACK,  
	This parameter indicates the type of acknowledge frame required: immediate, enhanced; or none acknowledge frame is required.  



	CFPTx
	Boolean
	FALSE, TRUE
	TRUE if the CFP is to be used for sending the Data frame. FALSE indicates that the CAP will be used.

	Priority

	Unsigned char
	0 - 4
	The requested priority of the data transfer:

0 – low

1 – normal

2 – emergency

	Ranging
	Boolean
	FALSE, TRUE
	This parameter is present only when phyModeSelection is UWB.

TRUE if ranging bit in PHR is to be set, 

FALSE otherwise.

	IeList
	Set if IEs as described in 

	As described in
	This parameter indicates a list of either header IEs or payload IEs or both, excluding Termination IEs, which are included in the MAC frame. If empty, then no header IEs neither payload IEs are included in the MAC frame. 

 

	RequestRrtiTx
	Boolean
	TRUE, FALSE
	This parameter is present only when phyModeSelection is UWB.

This parameter requests that the PD inserts an RRTI IE in the sent data frame.  If theMLDE-DATA.request is early enough the data frame shall be sent at the configured macRngRrtiTime otherwise shall be sent as soon as possible thereafter.

	
	
	
	



When generated

The next higher layer requests the MLME to send a Data frame.
Effect on receipt 
On receipt of this primitive, the MLDE determines whether it is able to fulfill the request according to the requested parameters. A request that cannot be fulfilled according to the requested parameters is discarded, and this action is indicated to the next higher layer using an MLDE-DATA.confirm primitive that describes why the MLDE was unable to fulfill the request. If the request can be fulfilled according to the requested parameters, the MLDE properly formats a Data frame and passes it to the local PHY for transfer to the PD with MAC address indicated in the DestinationAddress parameter or PAC group with multicast address indicated in the MulticastGroupAddress parameter. 
If the parameter CFPTx is set to TRUE, the MLDE will determine whether it has a valid LinkIndex parameter for the intended PD or PAC group as described in X. If a valid LinkIndex could not be found, the MLDE will discard the MSDU. If a valid LinkIndex was found, the MLDE will defer, if necessary, until REStartIndex parameter in the CFP. If the  CFPTx is set to FALSE, the MLDE will transmit the MSDU using CSMA-CA in the CAP as describe in X. 
1.2.2 MLDE-DATA.confirm

The primitive reports the results of a request to transfer data to another PD or PAC group, and as a response to the issue of a MLDE-DATA.request primitive. The  parameters of this primitive are:

MLDE-DATA.confirm {

Status;

TxRangingCounter;

RxRangingCounter;

AckIeList;

TxRrtiValue;

AoaAzimuth;

AoaElevation;

AoaPresent;

Rssi;
AckPayload;
}


Table 41—MLDE-DATA.confirm parameters

	Name
	Type
	Valid range
	Description

	 Status
	 Enumeration
	SUCCESS, 
CHANNEL_ACCESS_FAILURE, INVALID_CFP, NO_ACK, INVALID_PARAMETER, FRAME_TOO_LOG
	The status of the last MSDU transmission.

	TxRangingCounter
	Unsigned Integer
	0 to (232 −1)


	This parameter is present only when phyModeSelection is UWB.

The timestamp of the transmitted data frame

	RxRangingCounter
	Unsigned Integer
	0 to (232 −1)


	This parameter is present only when phyModeSelection is UWB.

For an acknowledged transmission this is the timestamp of the received acknowledgement frame. For a non-acknowledged transmission this parameter is invalid.

	AckIeList
	IEs received in the  ACK frame
	As defined in
	
For an acknowledged transmission this reports the IEs received in the ACK  

	TxRrtiValue
	Unsigned Integer
	0 to (232 −1)
	This parameter is present only when phyModeSelection is UWB.

This reports the value sent in the RRTI IE where this was requested by the RequestRrtiTx parameter of theMLDE-DATA.request.

	AoaAzimuth
	Float
	-π  to +π
	This parameter is present only when phyModeSelection is UWB.

For an acknowledged transmission this is the AOA of the received signal in azimuth measured in radians, relative to some PD specific axis defined by its antenna arrangement or orientation. This parameter is valid only when the AoaPresent parameter is either AZIMUTH or BOTH.  

	AoaElevation
	Float
	-π  to +π
	This parameter is present only when phyModeSelection is UWB.

For an acknowledged transmission this is the AOA of the received signal AOA of the received signal in elevation measured in radians. This parameter is valid only when the AoaPresent parameter is either ELEVATION or BOTH.  

	AoaPresent
	Enumeration


	NONE,

BOTH,

AZIMUTH,

ELEVATION
	This parameter is present only when phyModeSelection is UWB.

Indicates validity of AoaAzimuth and AoaElevation parameter. For a non-acknowledged transmission or where AOA is not supported this parameter value shall be NONE.

	Rssi
	Integer
	0 to 255
	This parameter is present only when phyModeSelection is UWB.

For an acknowledged transmission this reports the received signal strength for the ACK frame. This is a measure of the RF power level at the antenna based on the gain setting in the RX chain and the measured signal level in the channel. For the UWB PHY the RSSI value is measured during the frame Preamble and locked when a valid SFD is detected. A value of zero indicates that RSSI measurement is not supported or was not measured for this frame.  

	AckPayload
	Set of octets
	−
	The set of octets received in the payload in case of and Enhanced Ack frame, if present.


When generated

This primitive is generated by local MLDE as a response to the issue of a MLDE-DATA.request primitive by the next higher layer, in order to report the status of such Data frame transmission request.
Effect on receipt 

The MLDE-DATA.confirm primitive returns the Status parameter of either SUCCESS, indicating that the request to transmit the Data frame was successful, or the appropriate error code.
If a valid LinkIndex parameter for the CFP could not be found, the Status parameter shall be set to INVALID_CFP. 

If the MLDE does not receive an acknowledgment frame from the recipient or recipients after macMaxFrameRetries
 retransmissions, as described in X, it will discard the MSDU and issue the MLDE-DATA.confirm primitive with a Status of NO_ACK.
If the requested transaction is too large to fit in either the scheduled REs in the CFP or CAP, the MLMDE shall discard the data frame and issue the MLDE-DATA.confirm primitive with a Status parameter of FRAME_TOO_LONG.
If the CSMA-CA algorithm fails due to adverse conditions on the channel, the MLDE will discard the MSDU and issue the MLDE-DATA.confirm primitive with a Status parameter of CHANNEL_ACCESS_FAILURE.

If a received acknowledgment frame contains user data encapsulated in payload IEs or included in the Payload field, the AckPayload parameter will contain the received data.
Check Handle;

1.2.3 MLDE-DATA.indication

The primitive indicates the reception of a Data frame from another PD. The  parameters of this primitive are:
MLDE-DATA.indication{

phyModeSelection;

SourceAddress;

DestinationAddress;

MulticastGroupAddress;
EtherType;


Msdu;

CQI;

DataSequenceNumber;
DataRate; 

TxRangingCounter;

RxRangingCounter;

IeList;
AoaAzimuth;

AoaElevation;

AoaPresent;

Rssi;
}

The primitive parameters are defined in Table 42.

Table 42—MLDE-DATA.indication parameters
	Name
	Type
	Valid range
	Description

	SourceAddress
	MAC address
	PD specific
	The address of the PD from which the frame originated.

	DestinationAddress 
	MAC address 
	PD specific
	Address of the PD to which the MSDU is being transfer.


	MulticastGroupAddress
	Integer
	 0 to 216-1
	Multicast address of the PAC group to which the MSDU is being transfer 

	EtherType
	Unsigned
	0 to 216-1
	The EtherType value from the received data frame.


	
	
	
	

	Msdu
	array of octets
	(
	The set of octets forming the MSDU

	CQI
	Integer
	0 – 4
	CQI value measured during reception of the PSDU. 

	Dns
	Integer
	0 ( 255
	The DNS   of the received Data frame, if present.

	DataRate

	Integer
	Valid data rate for current PHYs
	Indicates the data rate.

	RxRangingCounter
	Unsigned Integer
	0 to (232 −1)


	This parameter is present only when phyModeSelection is UWB.

The timestamp of the received data frame

	 TxRangingCounter
	Unsigned Integer
	to (232 −1)


	This parameter is present only when phyModeSelection is UWB.

If the received frame had the AR bit set, then this is the timestamp of the transmitted acknowledgement frame, otherwise this parameter is invalid.

	 IeList
	Set if IEs as described in 
	As defined in 
	This parameter indicates a list of either header IEs or payload IEs or both, excluding Termination IEs, which were included in the MAC frame. If empty, then no header IEs neither payload IEs were included in the MAC frame.

 

	 AoaAzimuth
	Float
	-π  to +π
	This parameter is present only when phyModeSelection is UWB.

AOA of the received signal in azimuth measured in radians, relative to some PD specific axis defined by its antenna arrangement or orientation. This parameter is valid only when the AoaPresent parameter is either AZIMUTH or BOTH.  

	 AoaElevation
	Float
	-π  to +π
	This parameter is present only when phyModeSelection is UWB.

AOA of the received signal in elevation measured in radians. This parameter is valid only when the AoaPresent parameter is either ELEVATION or BOTH.  

	AoaPresent
	Enumeration


	NONE,

BOTH,

AZIMUTH,

ELEVATION
	This parameter is present only when phyModeSelection is UWB.

Indicates validity of AoaAzimuth and AoaElevation parameter. Where AOA is not supported this parameter value shall be NONE.

	Rssi
	Integer
 
	0 to 255
	This parameter is present only when phyModeSelection is UWB.

The received signal strength for received frame. This is a measure of the RF power level at the antenna based on the gain setting in the RX chain and the measured signal level in the channel. For the UWB PHY the RSSI value is measured during the frame Preamble and locked when a valid SFD is detected. A value of zero indicates that RSSI measurement is not supported or was not measured for this frame.  


When generated

This primitive is generated by the MLDE upon successful reception of a Data frame to the next higher layer. MSDUs are reported only if they are validly formatted at the MAC sublayer, received without error, received with valid cryptographic security, authentication and digital signature information, and their destination address designates the local MAC sublayer entity or PAC group.  
Effect on receipt 

The next higher layer obtains the MSDU, and possible IEs included to the MAC frame, of the received Data frame.
Further effects on receipt of this primitive may be dependent on the content of the MSDU.
1.2.4 Key management
The Key management primitives support the security protocol to provide session identification and data confidentiality for unicast connections or group multicast connections, as described in X,

1.2.4.1 MLME-PUBLICKEY.request

This primitive is used by a PD to transmit a public key to a specified PD or PAC group and to request the public key of the specified PD or PDs in the PAC group. The parameters of this primitive are:
MLME-PUBLICKEY.request{

Destination Address;

Group Address;

Elliptic Curve;
Key Descriptor;

}

Table MLME-KEY.request parameters

	Name
	Type
	Range
	Description

	Destination Address
	IEEE MAC address
	6 octets
	The MAC address of Responder PD. This parameter is only present in case of the connection is unicast.

	Group Address
	Multicast address
	2 octets
	The multicast group address of the PAC group. This parameter is only present in case of the connection is multicast.

	Elliptic Curve
	Integer
	0: Curve 2959
1: Curve 256

2(255: reserved
	The standard elliptic curve used to derive the key.

	Key Descriptor
	As defined in Table x
	N/A
	Key descriptor parameters as defined in Table x.


Table Key Descriptor parameters
	Name
	Type
	Range
	Description

	Key
	Bit string  
	N/A
	The temporal key value

	Length
	Integer  
	N/A
	The number of bits in Key

	Key ID
	Unsigned char
	0 shall be used with GCMP.

1(255 reserved.
	Key identifier

	Key Type
	Enumeration
	Pairwise, Group
	Indicates if Key is pairwise or group key.

	Address
	IEEE MAC address
	6 octets
	The MAC address of the PD generating the key

	Receive Sequence Count
	  8 octets  
	N/A
	Value to which the RSC(s) is initialized. This parameter is only present if Address is the local MAC address

	Cipher suite selector
	Unsigned char
	0: GCMP-128

1: GCMP-256

2─255: reserved
	The cipher suite used in this connection


1.2.4.1.1 When generated
This primitive is generated by the ME to send a Public Key Request command frame to another PD or PAC group. This event is generated when a public key exchanged is required by the security procedure as described in X.

1.2.4.1.2 Effect of receipt

The MLME sends the Public Key Request command frame to the PD indicated in the Destination Address parameter, or PAC group indicated in Group Address parameter.  
1.2.4.2 MLME-SETKEYS.request
This primitive causes the keys identified in the parameters of the primitive to be set in the MAC and enabled for use.

The primitive parameter is as follows:

MLME-SETKEYS.request{

Key List;

}

Table Key List parameters

	Name
	Type
	Range
	Description

	Key  List
	List of Key Descriptors  
	N/A
	A list of Key descriptors with the keys to be used by the MAC sublayer.


1.2.4.2.1 When generated

This primitive is by the generated MLME at any time when one or more keys are to be set in the MAC sublayer.
1.2.4.2.2 Effect on receipt

Receipt of this primitive cause the MAC to apply the keys such that the MAC uses the key information for the transmission of all subsequent frames to which the key applies, and the MAC installs the key with the associated Key ID such that received frames of the appropriate type and containing the matching Key ID are processed using that key.

1.2.4.3 MLME-DELETEKEYS.request
This primitive causes the keys identified in the parameters of the primitive to be deleted from the MAC and thus disabled for use.

The primitive parameter is as follows:

MLME-DELETEKEYS.request{

Key List;

}

Table MLME- DELETEKEYS.request parameters

	Name
	Type
	Range
	Description

	Key  List
	List of Key Descriptors  
	N/A
	A list of Key descriptors with the keys to be deleted from the MAC sublayer.


1.2.4.3.1 When generated
This primitive is generated by the ME when keys for a security association are to be deleted in the MAC.
1.2.4.3.2 Effect on receipt

On receipt of this primitive, the MAC shall delete the temporal keys identified by the Key Descriptors in the Key List parameter and shall cease using them.
1.2.4.4 MLME-SECURITYFAILURE.indication
This primitive reports a security failure such as MIC, authentication or decryption failure in the GCMP, or ECDSA failure. The primitive parameters are as follows:

MLME-SECURITYFAILURE.indication {

Sequence Counter;


Key Descriptor;

Status;

}

 Table MLME-SECURITYFAILURE.indication parameters
	Name
	Type
	Range
	Description

	Sequence Counter
	6 octets
	N/A
	The sequence counter value of the frame generating a security failure.

	Key Descriptor
	As defined in Table x
	N/A
	Key descriptor parameters as defined in Table x.

	Status
	Enumeration
	MIC, AUTHENTICATION, ECDSA
	Type of failure


1.2.4.4.1 When generated 

This primitive is generated by the MAC sublayer when it has detected a security failure. 

1.2.4.4.2 Effect on receipt 

The ME is notified that the MAC has detected a security failure. In consequence, the MAC filtering shall drop the frame and indicates to the next higher layer with of the error with MLME-COMMUNICATION-STATUS.indication primitive with the Status parameter of SECURITY_FAILURE. 
1.2.4.5 MLME-PN-EXHAUSTION.indication

This primitive indicates that the PN associated with a temporal key is closed to exceed the PNExhaustionThreshold parameter.

The primitive parameters are as follows:

MLME-PN-EXHAUSTION.indication{

Key Descriptor;
}

 Table 46—PN-EXHAUSTION parameters
	Name
	Type
	Range
	Description

	Key Descriptor
	As defined in Table x
	N/A
	Key descriptor parameters as defined in Table x.


1.2.4.5.1 When generated 

This primitive is generated by the MLME when the PN associated with a temporal key is closed to exceed the PNExhaustionThreshold value. 
1.2.4.5.2 Effect on receipt 

On receipt of this primitive, the ME shall create a new temporal key before the PN space is exhausted, shall issue the MLME-SETKEYS.request primitive, and shall delete the temporal key associated with the PN.
1.3 PAC information base (PIB)

The PIB comprises the fields required to manage the MAC sublayer and PHY layer of a PD, and presented in Table 47.
The fields associate to the PHY layer and MAC sublayer use the prefix phy and mac, respectively. Constants are READ_ONLY.
Table 47—PIB fields

	Field
	Type
	Range
	Default
	Description

	PD_ID
	IEEE EUI-48 
	READ_ONLY
	Implementation specific
	PD MAC address

	phyCurrentChannel
	Integer
	As defined in  Error! Reference source not found.
	Implementation specific
	The RF channel number used for peering and communication periods    

	phyCurrentPage
	Integer
	As defined in  Error! Reference source not found.
	Implementation specific
	The RF channel page used for peering and communication periods   

	phySyncChannel
	Integer
	As define in  Error! Reference source not found. and Error! Reference source not found.
	As define in  Error! Reference source not found. and Error! Reference source not found.
	The RF channel number used for  synchronization, discovery and [initial] peering periods.  

	phySyncPage
	Integer
	As define in  Error! Reference source not found. and Error! Reference source not found.
	As define in  Error! Reference source not found. and Error! Reference source not found.
	The RF channel page used for  synchronization, discovery and [initial] peering periods.   

	phyTurnaroundTime
	Integer
	READ_ONLY
	Implementation specific
	RX-to-TX or TX-to-RX turnaround time (in symbol periods), as defined in Error! Reference source not found.

	phySHRduration
	Integer
	-
	Implementation specific 
	The length of the PHY header in symbols for UWB

	phySymbolsperOctect
	Float
	-
	Implementation specific
	Number of symbols per octet

	phyModeSelection
	Enumeration
	LOW_MOBILITY, HIGH_MOBILITY, GFSK, UWB_BPMBPSK, UWB_OOK.
	Implementation specific
	PHY selection

	phyUWBPreambleCode
	Unsigned Integer
	For UWB PHY: 
1 to 48 for the BPM-BPSK modulation mode; and, 1 to 33 for the OOK modulation mode.
	Implementation specific
	For the UWB PHY the value here shall select the preamble code to employ. The value selects the code as per the “Preamble Sequence ID” column of Error! Reference source not found. for the BPM-BPSK modulation mode, of Error! Reference source not found. for the OOK modulation mode, 

For other PHY the value here is ignored.

	phyUWBTxRmarkerOffset
	Unsigned Integer
	0 to (232 −1)

	Implementation specific
	The propagation time from the internal transmit timestamp to the transmit antenna. The units of this are defined in Error! Reference source not found..  The PD adds this offset to its internal transmit timestamp to get the reported TxRangingCounter value.

	phyUWBRxRmarkerOffset
	Unsigned Integer
	0 to (232 −1)

	Implementation specific
	The propagation time from the receive antenna to the internal receiver timestamp. The units of this are defined in Error! Reference source not found..  The PD subtracts this offset from its internal receive timestamp to get the reported RxRangingCounter value.

	macUWBRngAckRrtiSupport
	Boolean
	READ_ONLY
	Implementation specific
	Read only value indicating whether the PD is able to generate an RRTI IE within the standard macImmAckTime and insert it into a ranging ACK frame.

	macUWBRngAckRrtiEnable
	Boolean
	TRUE, FALSE
	Implementation specific
	When set the PD MAC shall automatically generate and insert an RRTI IE in a ranging ACK frame, where the RFRAME being acknowledged carried an RRRT IE and where macRngAckRrtiSupport indicates that the PD is capable of doing this.

	macUWBRngMinRrtiTime
	Unsigned Integer
	READ ONLY
	Implementation specific 
	This is a read only value reporting the minimum RX to TX response time that the PD supports for inserting an RRTI IE into a MAC data frame. The units of this are defined in Error! Reference source not found..  A value of zero shall indicate that the PD cannot support RRTI insertion, i.e. so the upper layers know to employ an RRTD IE in the ranging exchanges.

	macUWBRngRrtiTime
	Unsigned Integer
	-
	Implementation specific 
	This sets the desired RX-to-TX response time for the PD to use when inserting an RRTI IE into a MAC data frame. The units of this are defined in Error! Reference source not found..  The value set should take account of the macRngMinRrtiTime and any upper layer delays in initiating transmission, be reflected in the preferred response time indicated via RPRT IE exchanges.

	macGroupIdList
	Array of integers
	0 – 255 per element in the array
	Implementation specific
	List if Group IDs

	macPDIdList
	Array of MAC addresses 
	PD specific 
	Implementation specific 
	List of PD IDs per Group ID

	macAddress
	IEEE EUI-48
	READ_ONLY
	Implementation specific
	PD MAC address

	macMulticastIdList
	Array of multicast addresses
	PD specific
	Implementation specific
	List of multicast group IDs

	macPeeringPermit
	Boolean
	TRUE, FALSE
	FALSE
	Indication of whether a PD is currently allowing peering. A value of TRUE indicates that peering is permitted.

	macDSN
	Integer
	0 ─ 255
	─
	The sequence number added to the transmitted Data frame or MAC command.

	macREpermit
	Boolean
	TRUE, FALSE
	TRUE
	TRUE if the PD accepts RE requests. FALSE otherwise.

	macMaxFrameRetries
	Integer
	─
	6
	The maximum number of retries allowed after a transmission failure.

	macPromiscuousMode
	Boolean
	TRUE, FALSE
	FALSE
	A TRUE value indicates that the MAC sublayer accepts all frames received from the PHY. FALSE otherwise.

	macRangingSupport
	Boolean
	TRUE, FALSE
	FALSE
	This indicates whether the MAC sublayer supports ranging features.

	macResponseWaitTime
	Integer
	─
	5
	The maximum time, in multiples of

aSuperframeDuration, a PD  shall wait for a response command to be available following a request command.

	macPeeringResponseTimeout
	Integer
	─
	Implementation specific
	The maximum time that takes a PD to prepare and set a Peering Response command frame in the local PHY for transmission.

	macRxOnWhenIdle
	Boolean
	TRUE, FALSE
	FALSE
	Indication of whether the MAC sublayer enables its receiver during idle periods.

	macSecurityEnabled
	Boolean
	TRUE, FALSE
	FALSE
	A value of TRUE indicates that security is enabled in the MAC sublayer. FALSE otherwise.

	macPriorityChannelAccess
	Boolean
	TRUE, FALSE
	FALSE
	A value of TRUE indicates that PCA is enabled. FALSE otherwise.

	macMaxFrameSize
	Integer
	READ_ONLY
	 1500 octets
	Maximum MSDU size in octets

	macCyclicSuperframeStructure
	List of Cyclic-superframe Structure Descriptor
	Set as defined in  REF _Ref436743143 \h 
 \* MERGEFORMAT 
	Default Cyclic-superframe Structure Descriptor
	The list of the cyclic-superframe structure of PAC groups operating within communication range

	PNExhaustionThreshold
	Unsigned integer
	0 to (248−1)
	N/A
	Indicates the maximum range of PN counter

	macCosyncInitial-ListenPeriod
	 Integer
	1 to 255
	3
	Number of superframe periods for which the PD shall initially listen for sync frames before beginning to send its own sync frames.  

	macCosyncLong-ListenInterval
	Integer 
	0 to 255
	0
	Interval in superframe periods, defining how often the PD will listen for a complete superframe period looking for sync frames. A value of 0 means no listening.

	macSendSync-Frames
	Boolean
	TRUE, FALSE
	FALSE
	Determines whether the PD should send sync frames or just passively detect them.

	macCosyncActive†
	Boolean
	TRUE, FALSE
	FALSE
	Indicates whether the cooperative synchronization process is active or disabled.

	macSmdSync-FrameDuration
	 Integer
	1 to 31
	5
	The number of superframes for which a PD detecting misaligned groups shall send sync frames with the SMD field set to one. See Error! Reference source not found. for details of the alignment process.

	macCfpUse-Frequency
	Integer
	See Error! Reference source not found.
	0
	This specifies the number of unused superframes between each use of the CFP by the PD.  This value comes from the MLME-COSYNC.request.

	macCfpUse-Countdown
	Interger
	0 to macCfpUse-Frequency 
	0
	This is the countdown to the next use of the CFP by the PD.  This value is set by the MLME-COSYNC.request but updated after each Sync frame transmission.


Table 48—PAC constant table

	Field
	Type
	Default
	Description

	 aSuperframeDuration
	  Integer
	 100
	The length of the superframe in ms

	aScanDuration 
	Integer
	5
	    The time duration of Scan in the number of superframes

	aSyncPeriodDuration
	Integer
	306
	The time duration of Synchronization period in µs

	aPeeringPeriodDuration
	Integer
	10
	The time duration of Peering Period in ms

	aDiscoveryPeriodDuration
	Integer
	1
	The time duration of Discovery Period in ms

	aCapDuration
	Real
	40.694
	The time duration of CAP in ms 

	aCfpDuration
	Integer
	48
	The time duration of CFP in ms

	aLapiAssessmentPeriod
	x

	5
	The time in seconds over which a PD sending Sync frames assesses the complex channel it is using to generate the LAPI field in its Sync Frame.  

	aUwbSyncPeriodDuration
	
	4
	The duration in ms of the UWB synchronization period in the BPM-BPSK modulation mode.

	aUwbCapDuration
	
	24
	The duration in ms of the UWB CAP in the BPM-BPSK modulation mode.

	aUwbCfpDuration
	
	72
	The duration in ms of the UWB CFP.

	aUwbOokSyncPeriodDuration
	
	12
	The duration in ms of the UWB synchronization period in the OOK modulation mode.

	aUwbOokCapDuration
	
	16
	The duration in ms of the UWB CAP in the OOK modulation mode.


�FAIL does not seem correct


�This is not included in the Discovery Request command frame. How does the Requestor PD know if the Responder PD agreed to use another channel? The procedure finishes when a Discovery Response command frame is received.  Is the Requestor PD waiting for such Response frame in the old channel or new channel? I propose to delete it.


�This is not included in the Discovery Request command frame.


�See above comment


�See above comment


�See comment above


�See comment above. 


�The case of multicast address is not included in the Peering Request command frame. Shall it be included?


�The Request command frame already includes this case. 


�See comment above.


�Already included in the Peering Request command


�Multicast address case is not included in the Peering Request command


�This is not included in the Peering Request command. It may be useful to indicate an additional supported PHY, like UWB to perform ranging.


�See comment above


�See comment above


�The de-peering procedure does not require a confirmation or De-PEERING.confirm primitive.


�Hold it


�There is no status, the reset operation cannot fail


�I am not sure if this is applicable to PAC networks (non-beacon). 15.4 uses it for beacon enable PANs. In non-beacon enable PANs, only the RxOnDuration parameter is allowed. Also, transmission and reception in PAC PHYs follow a TDD frame configuration. Enabling the receiver at any time seems redundant. If the PHY is transmitting this primitive is ignored. If the PHY is receiving, this primitive is redundant.  We may keep it for the UWB PHY, indicating it is only used by the UWB PHY. 


�15.4 says this parameter shall be ignore by non-beacon PANs. PAC networks are non-beacon.


�15.4 says this parameter shall be ignore by non-beacon PANs. PAC networks are non-beacon.





�Transmission and reception are control by the TDD frame configuration. I do not think this parameter is needed or it may create havoc. 


�This text is related to beacon enable PANs. PAC networks are non-beacon 


�I need to check active scan procedure


�This is related to beacon descriptors max limit in 15.4


�I am not sure what is this parameter about. I suggest to delete it.


�In 15.4 this primitive is used to start a PAN or to begin using a new the superframe configuration. In PAC, PDs discover other peers, request peering, etc. and a PAC network is created.  Moreover, in PAC the superframe is fixed.  How PDs use a specific period is indicated the cyclic superframe configuration. We have a primitive to set the cyclic superframe configuration already. There is no need of these primitives. I suggest to delete them.


�This contradicts the sentence above.


�In 15.4 this primitive is used to synchronize with the coordinator and indication of loss of synchronization. In PAC, PDs use a procedure for synchronization, where PDs exchange sync messages during the synchronization period.  This procedure is automatic.There is no need of this primitive. I suggest we use only an indication of loss of synchronization.


�Create a procedure, service primitives and command frame to solve the issue of merging of PAC networks.


�TBD


�This command does not exist in the Draft


�I am not sure if we should include this parameter. In principle the Subnetwork Access Protocol defined as an extension for IEEE802.2 LLC carries already this parameter.


�This is redundant. We only need to indicate that the MSDU is less or equal to macMaxFrameLength


�The type of data is irrelevant to the MAC


�This is tricky. If the rate adaptation is done in higher layer, this parameter is valid. Otherwise, an application does not deal with data rates.  Set in PIB instead


�This is from 15.4. The new version 2015 does not have it. It was used to empty a buffer with undesired Data frames. I do not think we need it.


�Every Data frame will convey the cyclic superframe configuration. This is not efficient. We can include a Mode in which a higher layer enables its transmission. Otherwise, it is off.


�See above comment


�See comment above


�TBD


�See comment above


�Procedure how to give or indicate priority traffic TBD


�It is indicated in an IE already.


�Not applicable for PAC


�Check


�Check 


�As in a previous comment, this parameter is already addressed in the next layer 


�I am not sure. Higher layers do not deal with data rates.


�See above comment


�See comment above


�Missing: Billy
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