
SUP Authenticator Authentication Server

NS New Session Message

NS New Session Created

NS New Session Acknowledgement

NS New Session Created

SUP

ETSI TS102-887-2: 
New Session
New Session 

Created  

Authentication Server

KMP-FINISHED.indication

KMP-FINISHED.indication

KMP-CREATE.indication

KMP-CREATE.response

KMP-CREATE.request

KMP-CREATE.confirm

KMP-CREATE.request(…, KMP-ID = N2N, KeyIndex = 0 ...3, ... )

EAPOL-EAP/EAP-Request/Identity

EAPOL-EAP/EAP-Response/Identity

802.1X/EAP-TLS:
EAP-TLS 

Authentication



Object5 Object3 Object4

Message5

Message10

Message7

Message1

Message2

Message6

Message3

Message9

Message4

Message11

Message8

Object1

KMP-802.1X/EAP-TLS: 

EAP-TLS  
Authentication

and PMK install

KMP-802.11-4WH:

PTK install, GTK 

Install

KMP-802.11-GKH: 

GTK Updates /Installs

...

Object2

KMP-FINISHED.indication

KMP-FINISHED.indication

KMP-CREATE.indication

KMP-CREATE.response

KMP-CREATE.request

KMP-CREATE.confirm

KMP-CREATE.request(…, KMP-ID = GROUP, KeyIndex = 0 ...3, ... )
PMK and PTK are not live.
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