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Security PIB

This pictures describes security PIB tables (table 9-8 – 9-16) in graphical format.
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Table 9­8
Security­related

MAC PIB attributes

secKeyIdLookupList

secDeviceList

secSecurityLevelList

secFrameCounter

secAutoRequestSecurityLevel

secAutoRequestKeyIdMode

secAutoRequestKeySource

secAutoRequestKeyIndex

Table 9­9
Elements of

secKeyIdLookupDescriptor

secKeyIdMode

secKeySource

secKeyIndex

secKeyDeviceAddrMode

secKeyDevicePanId

secKeyDeviceAddress

secKeyDescriptor

Table 9­14
Elements of

secDeviceDescriptor

secPanId

secShortAddress

secExtAddress

secExempt

secDeviceMinFrameCounter

Table 9­15
Elements of

secSecurityLevelDescriptor

secFrameType

secCommandId

secSecurityMinimum

secDeviceOverrideSecurityMinimum

secAllowedSecurityLevels

secIeSecurityLevelDescriptorList

Table 9­10
Elements of

secKeyDescriptor

secKeyUsageList

secKey

secKeyFrameCounter

secFrameCounterPerKey

secKeyDeviceFrameCounterList

Table 9­11
Elements of

secKeyDeviceFrameCounter

secDeviceExtAddress

secDeviceFrameCounter

Table 9­12
Elements of

secKeyUsageDescriptor

secKeyUsageFrameType

secKeyUsageCommandId

secKeyIeUsageDescriptorList

Table 9­13
Elements of

secKeyIeUsageDescriptor

secKeyIeType

secKeyIeId

Table 9­16
Elements of

secIeSecurityLevelDescriptor

secIeType

secIeId

secIeSecurityMinimum

secIeDeviceOverrideSecurityMinimum

secIeAllowedSecurityLevels

List of

Entry of
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Outgoing frame security procedure
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Start

a)
Is security
needed?

Error:
UNSUPPORTED_

SECURITY

Error:
UNAVAILABLE_

KEY

Error:
COUNTER_

ERROR

SUCCESS

SecurityLevel is zero

b)
Is security
enabled?

SecurityLevel non­zero

macSecurityEnabled is FALSE

c)
Obtain

KeyDescriptor.

macSecurityEnabled is TRUE

Finding KeyDescriptor failed

d)
Check

frame counter
value.

frame counter = 0xffffffff

e)
Insert Auxiliary
Security Header

field.

f)
Secure

the frame.

g)
Store frame counter
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Incoming frame security procedure
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Start

a)
Legacy

security.

Error:
UNSUPPORTED_

LEGACY

Error:
UNSUPPORTED_

SECURITY

Error:
UNAVAILABLE_

KEY

Error:
UNAVAILABLE_

DEVICE

Error:
COUNTER_

ERROR

Error:
SECURITY_

ERROR

Error:
UNAVAILABLE_

SECURITY_
LEVEL

Error:
IMPROPER_
SECURITY_

LEVEL

Error:
IMPROPER_
KEY_TYPESUCCESS

Frame Version
field is zero

b)
Check for

macSecurityEnabled.

macSecurityEnabled
is FALSE

c)
Parse Auxiliary

Security Header field.

security level
is zerod)

Obtain
source address.

e)
Obtain

KeyDescriptor.

KeyDescriptor
lookup failedf)

Obtain
DeviceDescriptor.

DeviceDescriptor
lookup failedg)

Obtain
frame counter.

secKeyDeviceFrameCounter
lookup failed

h)
Check

frame counter.

frame counter is 0xffffffff or
frame counter is less than
FrameCounterCheck value

i)
Unsecure frame.

CCM* inverse
transformation failed

j)
Store

frame counter.

k)
Obtain

SecurityLevelDescriptor.

SecurityLevelDescriptor
lookup failed

l)
Check

IE Security.

m)
Check

IE Key Usage
Policy.

n)
Check

security level.

Security level
checking failed

o)
Check key

usage policy.

Key usage policy
checking failed
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Incoming frame security procedure for security level zero frames
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Start

a)
Check for

macSecurityEnabled.

Error:
UNAVAILABLE_

DEVICE

Error:
UNAVAILABLE_

SECURITY_
LEVEL

Error:
IMPROPER_
SECURITY_

LEVEL

SUCCESS

macSecurityEnabled
is FALSE

b)
Obtain

source address.

c)
Obtain

DeviceDescriptor.

DeviceDescriptor
lookup failed

d)
Obtain

SecurityLevelDescriptor.

SecurityLevelDescriptor
lookup failed

e)
Check

IE Security.

f)
Check

security level.

Security level
checking failed

Conditionally passed
but not Exempted


