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Security PIB

Table 9-9
Elements of
secKeyldLookupDescriptor

This pictures describes security PIB tables (table 9-8 — 9-16) in graphical format.

secKeyldMode

secKeySource

secKeyIndex

secKeyDeviceAddrMode

secKeyDevicePanld
Table 9-8 secKeyDeviceAddress

Security-related
MAC PIB attributes

secKeyDescriptor P_ .
secKeyldLookupList

Table 9-10
Elements of
secKeyDescriptor
Table 9-14
secDeviceList b——» Elements of
secDeviceDescriptor
secSecurityLevelList

secKeyUsageList
secFrameCounter

.» Table 9-12
Elements of
secKey secKeyUsageDescriptor
secPanld secKeyFrameCounter
secAutoRequestSecurityLevel

secShortAddress
secAutoRequestKeyldMode

secExtAddress

secKeyUsageFrameType
secFrameCounterPerKey
secAutoRequestKeySource

secExempt

secKeyUsageCommandlid
secKeyDeviceFrameCounterList
secAutoRequestKeyIndex

secDeviceMinFrameCounter

secKeyleUsageDescriptorList

Table 9-15
Elements of
secSecurityLevelDescriptor

Table 9-13
Elements of
secKeyleUsageDescriptor

secFrameType

Table 9-11

Elements of
secKeyDeviceFrameCounter

secCommandld

secKeyleType

secSecurityMinimum

secDeviceExtAddress

secKeyleld

secDeviceOverrideSecurityMinimum

secDeviceFrameCounter

secAllowedSecurityLevels

secleSecurityLevelDescriptorList
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Table 9-16
Elements of
secleSecurityLevelDescriptor
Entry of
o— > List of

secleType

secleld

secleSecurityMinimum

secleDeviceOverrideSecurityMinimum

secleAllowedSecurityLevels
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Outgoing frame security procedure

a)
Is security
needed?

ecurityLevel non-zero

b)
Is security
enabled?

acSecurityEnabled is TRUE rhacSecurityEnabled is FALSE

c)
Obtain
KeyDescriptor.

SECURITY

inding KeyDescriptor failed

d)
Check
frame counter
value.

frame counter = Oxffffffff ecurityLevel is zero

e)
Insert Auxiliary
Security Header
field.

f)
Secure
the frame.

9)
Store frame counter

SUCCESS
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Incoming frame security procedure
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Incoming frame security procedure for security level zero frames

a)
Check for
macSecurityEnabled.

b)
Obtain
source address.

c)
Obtain
DeviceDescriptor.

DeviceDescriptor
lookup failed

d)
Obtain
SecurityLevelDescriptor. DEVICE

InacSecurityEnabled
is FALSE

SecurityLevelDescriptor
lookup failed

e)
Check SECURITY__
LEVEL

|IE Security.

f)
Check
security level.

Security level
hecking failed

onditionally passed
but not Exempted

Error:
IMPROPER_
SECURITY_
LEVEL

SUCCESS
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