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	Abstract
	Pictures relating to the security section. These are not normative, but might help understanding security section.
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Security PIB

This pictures describes security PIB tables (table 153-159) in graphical format. This picture also adds two new tables needed for Information Element security, and reorganizes tables bit better.

[image: image1.png]Table 159
Elements of
KeyldLookupDescriptor
keyldMode
KeySource
Keylndex
DeviceAddrMode
DevicePANId
Table 153 -
Securty-related DeviceAddress
MAC PIB attributes Table 154
- eypeecoy Elements of Table 157
macKeyldLookupList KeyDescriptors Elements of
DeviceFrameCounters
v s Deveor ameComartash
Elements of ExtAddross
macSecurityLevelTable DeviceDescriptors KeyUsageTable
macFrameCounter PANid FrameCounter
macAutoRequestSecurityLevel ShortAddress FrameCounterPerKey
macAutoRequestKeyldMode ExtAddress KeyFrameCounter
Table 155
macAutoRequestKeySource Exempt Elements of
KeyUsageDescriptor
macAutoRequestKeyIndex DeviceFrameCounter
FrameType

macDefaultKeySource
Table 156 CommandFrameldentifier

Elements of

SecurityLevelDescriptor KeylEUsageTable

FrameType
CommandFrameldentifier Table xx1
Elements of
SecurityMinimum KeylEUsageTable

DeviceOverrideSecurityMinimum

AllowedSecurityLevels

Devicel EUsageTable Table xx2
Elements of

Devicel EUsageTable

IEType

o—>» Entry of
IEID
o—>> List of
SecurityMinimum
*—>o  sto DeviceOverrideSecurityMinimum

AllowedSecurityLevels





Submission
Page 2
, 

