a)
Check Security Enabled
field

one

b)
Check Frame Version

therwise

Error:
NSUPPORTED
LEGACY

c)
Copy stuff from auxiliary
security header

zero

6eck resulting security level

otherwise

d)
Check macSecurityEnabI(Q

ALSE yero

e)
Copy stuff from header

Check security level

f)
Find KeyDescriptor

Finding KeyDescriptor failed

Did we have auxiliary
security header

Error:
UNAVAILABLE_
KEY

9)
Find
DeviceDescriptor

Finding DeviceDescriptor failed

h)

Find

SecurityLevelDescriptor

Error:
UNAVAILABLE_
DEVICE

SecurityLevelDescriptor lookup failed

i)

Check

SecurityLevelDescriptor

Error:
UNAVAILABLE_
SECURITY_
LEVEL

Check security level

btherwise

)
Check status of
step i

onditionally passed

Check Exempt element

If using TSCH of DeviceDescriptor

D)

Get Frame Counter

m)

Check frame counter
against value in
DeviceDescriptor

has value Oxffffffff

is less than the value in DeviceDescriptor

n)
Check key usage policy

key usage policy check failed TRUE

Error:
IMPROPER_
KEY_TYPE

0)
Do CCM* inverse
transformation

ICCM* inverse transformation failed

Error:
SECURITY_ If using TSCH
ERROR
no
q)
yes Store frame counter

back to DeviceDescriptor

SUCCESS

ALY

ISecurityLevelDescriptor checking failed

Error:
IMPROPER_
SECURITY_
LEVEL

zero

ptherwise

SECURITY

zero




