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Requirements of IEEE 802.15.10 Layer 2
Routing

General requirements
— Compatible with IEEE 802.15 family protocols
— Multi-hop relay, self-healing, self-configuration, and self-optimization
— Support for commercial automation, control services and similar applications

Functional requirements
— Route establishment
— Dynamic route discovery and reconfiguration
» Discovery and addition of new nodes
« Breaking of established routes
« Loss and recurrence of routes
» Real time gathering of link status

— Allowing for single hop appearance at the network layer
(by not breaking standard L3 mechanisms)

— Support of broadcast, multicast, and many-to-one
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Topologies of IEEE 802.15.4 (1/2)

« Star and peer-to-peer topologies
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Topologies of IEEE 802.15.4 (2/2)
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Topology of IEEE 802.15.4m

e Cluster tree network with TMCTP
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Hybrid Layer 2 Routing

* Proactive routing

— Enabling routes between a PAN coordinator and coordinators.

— Making all devices know routes heading from and to PAN
coordinator.

— PAN coordinator announcement (PANN) and PAN coordinator
announcement reply (PANN-RP) control messages.

« Reactive routing

— Enabling routes between PAN nodes each of which exists in same
or different PANS.

— P2P route request (PREQ) and P2P route reply (PREQ-RP) control
messages.
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Addition of Control Messages

« New control messages

— added in existing IEEE 802.15.4 command frame by using additional
command frame identifiers.

Original MAC command frame format

Octet:2 1 variable 0/5/6/10/14 1 Variable 2
Frame Sequence | Addressing Auxﬂ@ry Command Command
Control Number Field Security Frame Payload FCS
v Header Identifier 4
MHR - - MAC payload - == MFR -
- - -
_ - - — - -
. e EFD
Command frame identifier Command name
Tx Hx
0=x01-0x09 Same az [EEE 20215 4 2011 =td.
T — O=0a PAN coordinator announcement
g N0 PAN ronrdinator anncuncement renls
_ Cz0c PZP route request b4 b4
Reactive control messages - P2P route reply r r

Eezerved
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Proactive Routing

* PAN coordinator Announcement (PANN) message

— PANN is a single or multichannel broadcast message, which is
broadcasted through the entire assigned channels of the network.

— The PAN coordinator first starts sending a PANN message to the network.

— Coordinators receiving the PANN message from the PAN coordinator re-
broadcast it through all channels assigned to them.

* PAN coordinator Announcement Reply (PANN-RP)

message

— PANN-RP is a single channel unicast message, which is transmitted to the
selected PANN sender node.

— Coordinator that received a PANN message sends PANN-RP including
information on PAN nodes associated with it to the PAN coordinator.
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An Example of Proactive Routing In
TMCTP

route

PAN nd"cie"""a;.-:f::

) PANN-RP S— Established Route
Maintenance interval /

PAN-C: PAN coordinator
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Frame Format of PANN

 When a coordinator receives several PANN messages from neighbors,
it can decide the most effective route using hop counts or another
routing metric.

Octet: Variable 1 8 1 1 1 4 4 4 1
Command Extended Allocated PANN
MHR field Frame address of the channel C}(I)(leit TTL sequence Interval Metric cap];leRility
[dentifier transmitter number number
-— - -_-— - - ~
« Using L2R capability field, the ‘SPC information Descripton
PAN coordinator can inform all bit mask
devices of whether Supporting 0x01 Route establishment enabled.
802.15.4 or TMCTP 0x02 The device wish to reset entire route information.
R | 0x04 Route access denied.

0x08 TMCTP enabled (Multi-channel operation).

0x10 Reserved.

0x20 Reserved.

(x40 Reserved.

0x80 Reserved.
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Inactive Overhead Aware Link Metric

route that has smaller inactive duration.

A link cost is calculated using channel access overhead,
inactive duration overhead and link error rate of the link.

Using gap between BO and SO, PAN coordinators can select a

Octet: Variable 1 8 1 1 1 4 4 4 1
Command Transmitter Allocated HOP PANN L9R
MHR field Frame Extended channel TTL sequence Interval Metric .
. Count capability
Identifier address number number
Link error rate
Inactive duration overhead i
Channel access overhead [

LinkCost = :[0 + ﬁ]iZ _ 20 ]: =
r Bo 1—ef
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Frame Format of PANN-RP

« Using PAN status field, a PAN coordinator can inform whether
supporting TMCTP or inter-PAN communication or not.

« The PANN-RP includes extended addresses of the PAN nodes that are
associated with it.

Octet: Varlable | 8 | Y/ Variable |
Associated
PAN node || PAN

Command | Transmitter | Allocated

MHR field Frame Extended channel | Length Extended tat
Identifier address number enacd f Status
Addresses
-—— - =~ ~
o = - - B =~ S~ ~—
PC information L
) Description
bit mask
001 TMCTP enabled (Multi-channel operation)
0x0Z Reserved.
0x04 Inter-PAN communication enabled
0x08 Route access denied
Ox10 Reserved.
Dx20 Resarved.
Ox40 Reserved.
0xB80 Reserved.
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Routing Table

« By exchanging PANN and PANN-RP messages, the PAN coordinator
and coordinators update their routing table.

» Using the routing table, the coordinator that receives a data packet
forwards the packet, if the coordinator is not the final destination.

« L2R status field represents node type and route information.

Octet 8 a 1 1 2 a8 1 1
- - ] lext hop
Dest. | rcsociated | HOP L2R Route | Extended | ;0 ied
Extended X sequence expiration MNext hop astatus
N PAN ID Count . . channel
Address number time Address
number
- N -
- ~
- = SN
- S
- - ~ _
status L
. Description
bit mask
0x01 Uplink direction
0x02 Downlink direction
0x04 Route established
0x08 Proactive route
0x10 Gateway enabled node (internet connection)

0x20 SPC enabled
0x40 TMCTP enabled (Multi-channel operation)
0x80 Reserved
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An Example of Updating Routing Table

Octet:8 8 1 1 2 8 1 1
MNext hop
Dest. Associated HOP PANN Route Extended | 1jocated
Extended PAN ID C t sequUence expiration MNext hop h 1 status
Address cun number time Address fmmber

PAN coordinator routing table

Coordnator 1 routing table

00:00:00:00:00:00:00:00 1 1 1 t 00:00:00:00:00:00:00:01 1 127
00:00:00:00:00:00:00:09 3 2 1 t 00:00:00:00:00:00:00:03 3 79
Status field: 79
Bi little 00:00:00:00:00:00:00:0a 3 2 1 t 00:00:00:00:00:00:00:03 3 79
Loltlolof1i1i1ll] 00:00:00:00:00:00:00:0b 3 2 1 t 00:00:00:00:00:00:00:03 3 79

Status field: 127

Bi little

Coordinator 2 routing table
0111111 1

00:00:00:00:00:00:00:01 1 2 2 t

00:00:00:00:00:00:00:02 2 127
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Message Sequence between
PAN Coordinator and Child Coordinator

. ’ :‘.ix\llgcl:;c:':l_in:;zr_nex: ] ’ FAN iF::\hﬁirtcr ] [ Chilc-P.ﬁ.hr\\qL%jE'dinatcr l Ch‘i;:.ﬂ-'_l‘\gthz'aﬁ;::c'
 PANN broadcasting
— Transmitted by PAN coordinator or [ ___PaWireeieeieon |
gateway PAMN broadeasting »
— PANN is broadcasted periodically A re oo MUNE PANNNOTindicston |
with a specific interval. < [ — |
— PANN rebroadcasting (or [ [
forwarding) is only performed by [ Foe seton |
PAN coordinators. PR i
{ PAMM-reply transmissio
ACK frame ransmission
. . -
« PANN-RP transmission [ E— | [ — |
— Transmitted by child coordinators [ 1
— PANN-RP is transmitted when a e LR
child coordinator receives PANN. € W ‘
— PANN-RP includes addresses of all

PAN nodes in a PAN.

Cifferent channel between devices — — — —}
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Message Sequence between
Parent Coordinator and Child Coordinator

. [ Parle_l;t::".;i::::\_:ra:::l:;atcr l [ Parant 2.-’-':::\_;1|:~Ezurdi"at-:r ] Th :IPAr:iL'?jE-:':Iinat:hr ] :hq:,;f?_‘lg?q::rfa;::c-
 PANN re-broadcasting 1 1
: T e omeiing ooy
— The parent coordinator, e ] o
which has multiple channels, g
re-broadcasts received PR >
PANN message through : e )
entlre Channels- [ I Route selection I ]
RALME-PANM-REFLY. primitive
L
PAMM-reply transmission
.. <
« PANN-RP transmission pox fame sarsmision

— When a parent coordinator L _—__teeeet ]
receives a PANN-RP [ s ]

PAMM-reply forwarding recaived

message from its child | ey
coordinator, it forwards the [ 1 Channel switching 1 ]
message using uplink Multichanne [ Multi-channel PANM rebroadeasting ]
channel g P ereodeang.
m | between dev _—
Different channel between d ———»
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Proactive Route Discovery in TMCTP
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Reactive Routing

* P2P route request (PREQ) message

— A PAN node broadcasts a PREQ to find a route to the destination
node when the node does not have any route to the destination

— The PREQ can be flooded through entire nodes in the network using
single or multiple channels.

* P2P route request reply (PREQ-RP) message

— If a destination node receives a PREQ, it sends a PREQ-RP through
the route on which the PREQ is delivered.
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An Example of Reactive Routing

1,2%"

3 5*

Desti natlon

PREQ-RP —— Established Route
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Frame Format of PREQ

« Original source and destination addresses are included in the
MAC header.

« Transmitter extended address field is the address of the sender
of the message. For example, if a node receives a PREQ, it sets
this field to its extended address.

Octet: Variable 1 8 1 1 4 4 1
Command Transmitter Allocated PREQ
. HOP . Request
MHR field Frame Extended channel TTL | sequence | Metric
. Count Status
Identifier address number number

« Request status is utilized to

—
— -
—
—
]

—
~-~
e

—

Request information

Description

. . L 0x00 The device wish to make a route through different PAN
inform the functionalities — —
] 0x01 The device wish to receive direct route response
an d p rO pe rtl eS Of th e SO U rce 0x02 The device is not associated to any PAN coordinator
n O d e . 0x03 TMCTP enabled (Multi-channel operation)
0304 The device want to repair the route to PAN coordinator
* (Gateway)
0x04-0x7f Reserved.
0x08-0xff Reserved for MAC primitive enumeration values.
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Frame Format of PREQ-RP

* Inthe MAC header, source and destination addresses of PREQ
become destination and source addresses of PREQ-RP.

« The PREQ-RP is transmitted to the source node using
backward path which is constructed by PREQ message.

Octet: Variable 1 8 | 1
Transmitter | Allocated
MHR field Comgaﬂqf.ﬁme Extended | channel ;zﬁ’fs
enthier address number
———————— =~
__________ T~a_
Reply information o
) Description
bit mask
0x01 The device is a PAN coordinator.
0x02 Reserved.
0x04 TMCTP enabled (Multi-channel operation)
0x08 Reserved.
0x10 Reserved.
0x20 Reserved.
0x40 Reserved.
0x80 Reserved.
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Message Sequence
Using PREQ and Direct Reply

The source node sends
a PREQ to find a route to

the destination node.

If a coordinator receives
the PREQ, it looks up the
destination address of
PREQ and checks
whether the destination
node is associated or
not.

If the coordinator finds
the destination node,
then it directly transmits
the PREQ-RP.

Source node Source node Coordinator Coordinator Next Higher
next higher layer MLME in the same PAN Layer
| PREQ initiation |

PREQ broadcasting

MLME-PREQ-MOTIFY indication

I Routing table update I

Direct reply with stopping PREQ re-
broadcasting, if & destination is associated
with the coordinator

MLME-PREQ-REPLY.primitive

PREQ-reply transmission

ACK frame transmission

I Routing table update (ki-direction) I

PREQ) re-breadeasting I

Multi-channel broadeasting
| PREQ re-broadcasting if a destination node is not a PAN node

Same channel between devices 4}

Different channel befween devices — — — Jpw
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Message Sequence
Using PREQ Broadcastlng

[ node I [ 3% coordinator in ]
A o

9—
=

If the destination node [ _==+=_|
IS not a PAN node,
then the coordinator re- (e Reomsiasny |
broadcasts the R el | [ o

received PREQ EeE= [
Channel switch to o |
Channel switch T : PAN channe :
] ] oo | PREQ re-broadzasting N
If the coordinator finds T T T T T T T e
. . REQ re-bozdcazting (i-direction)
the destination node, <«— PRE—
then it transmits a RN

PREQ-RP to the node
which transmitted the
P R E Q . < PREQ-RP transmizsion

Acknowledgement

Routing table updare
[Bi-direction)
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Reactive Route Discovery in TMCTP
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Simulation Environment (1/2)

« MAC/PHY

— |EEE 802.15.4m TMCTP
» Slotted CSMA/CA (CAP only)

« Beacon based synchronization and association response and request

— Frequency and modulation: 2.4GHz O-QPSK

— Data rate: 250Kb/s

Type
BO(Beacon Order)
SO(Superframe Order)
EO (TMCTP Extended Order)
Beacon interval
Slot duration
aBaseSuperframeDuration
aNumSuperframeSlots

Simulation time

Value
6
4
4
0.983sec
0.0154 s
960
16
2500 s
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Simulation Environment (2/2)

« Topology
— 1 Super PAN coordinator
— 8 PAN coordinators in a network

o
[o]

o

— 11 devices in a PAN o, J
— Total 108 devices °© 2 | o0 |°29 PAN coordinator/Gateway @
° °l° °l° °l PAN coordinator o
) :‘oo :oo :‘oo PAN node )
« Data traffic
— Packet size: 100 bytes
— Interval: 15 sec
— Source nodes: PCs and PAN devices
— Destination node: PAN coordinator
Submission Slide 26 ETRI



100

w
w

PACKET DELIVERY RATIO (%)
[+] w
[T, (=]

80

July 2014

doc.: IEEE 802.15-14-0409-01-0010

Performance Evaluation Results

« When total number of nodes is 108 with proactive routing
— Successful packet delivery ratio is about 97%.
— Packet delay is less than 1.65 sec for 3 hop communication.

lbyl
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3by3
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Q/A
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