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Re: macFrameCounter problems

Abstract: This document describes the problems with current global macFrameCounter

Purpose: How to fix macFrameCounter issue. 
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The problem

• macFrameCounter is global to device

• FrameCounter is per remote peer
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2011 MAC PIB
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macFrameCounter

• This is global to device
– This is used when sending packets out

• I.e regardless who the device sends packet to or what key is used the counter is 
incremented.

• When this reaches 0xffffffff it is not clear what should happen, and 
how to recover from that.
– To recover from this, the peer needs to notify all peers it has ever talked 

to that his macFrameCounter will be reset. 

– If this is not done, then others will drop all his frames as they have too 
low FrameCounter in the packet.

– There is no specification telling how to recover.

– With 1Mbit/s speed, device sending data at full speed that is about 50 
days
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macFrameCounter continued

• Normally when you rekey the security 
association you also reset the replay counters so 
you will not run out of them.
– Currently there is no text saying what rekey will do to 

macFrameCounter.
– This is left to the upper layer, and there is no protocol 

that I know of to take care of it.
– When device sending at full speed needs to rekey its 

unicast key, the whole network will also need to rekey 
its broadcast key.
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macFrameCounter and multiple keys

• One of the reasons for multiple keys between peers is to 
have different replay counters
– What are the reasons in 802.154 for having multiple keys between 

the peers if not that?

• With global counter:
– You cannot for example create multiple keys at once and start 

using next one when first one needs to be rekeyed because it is 
running out of sequence number space.

– You cannot create separate key for device where you are sending 
lots of data.

– Cannot create low volume broadcast key for broadcasts and high 
volume unicast key for the peer sending lots of data
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FrameCounter

• This is per remote peer
– Identified by PANId, ShortAddress, 

ExtAddress
– This is used to check the replay attacks, 

i.e. if incoming FrameCounter from the 
device is smaller than this it is dropped.

– This makes it useless to have multiple keys 
between same peers
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What should be done

• macFrameCounter needs to be per key:
– should be moved to the KeyDescriptors table.

– It should be incremented every time key is used.

• FrameCounter needs to be per key and per remote 
peer.
– DeviceDescriptors table should have keyIdLookupList 

having list of keyIdLookupDescriptor, i.e. having KeyIndex 
and other information too.
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New MAC PIB



May 2014

Tero Kivinen, INSIDE SecureSlide 11

doc.: IEEE 802.15-14-0299-00-0sec

Submission

Why this was not problem earlier

• Only problem if you are using multiple keys between peers, 
i.e. have KeyIdMode that is not 0x00, and you have 
multiple KeyIndex values between peers. 

• Only really problem if you are doing rekey.
• Might be bigger problem when bigger networks want to use 

multiple keys and do not want to rekey all of them at the 
same time
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