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5. General framework elements 
5.1 General
This clause provides the basic framework of nodes and hubs. The framework serves as a prerequisite to supporting the functions of nodes and hubs and their interactions specified later in detail. It covers the following aspects — the network topology used for medium access, the reference model used for functional partitioning, the time base used for access scheduling, the state diagrams used for frame exchange, and the security paradigm used for message protection.

5.2 Network topology 

All nodes and hubs are to be organized into logical sets, referred to as body area networks (BANs) in this specification, and coordinated by their respective hubs for medium access and power management as illustrated in Figure 1. There is to be one and only one hub in a BAN, whereas the number of nodes in a BAN is to range from zero to mMaxBANSize. In a one-hop star BAN, frame exchanges are to occur directly between nodes and the hub of the BAN. In a two-hop extended star BAN, the hub and a node are to exchange frames optionally via a relay-capable node.
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Figure 1  — Network topology

Access coordination at the MAC sublayer between BANs is not specified in this standard. Optional mechanisms for coexistence and interference mitigating between adjacent or overlapping BANs are provided (in 7.13). Nodes referenced in this standard are in the context of a given BAN, unless noted otherwise. 
5.3 Reference model

All nodes and hubs are internally partitioned into a physical (PHY) layer and a medium access control (MAC) sublayer, in accordance with the ISO/OSI-IEEE 802 reference model, as shown in Figure 2. Direct communications between a node and a hub are to transpire at the PHY layer and MAC sublayer as specified in this standard; the PHY and MAC sublayer of a node or a hub are to use only one operating channel at any given time. Message security services are to occur at the MAC sublayer, and security key generations are to take place inside and/or outside the MAC sublayer.
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Figure 2  — Reference model

Within a node or a hub, the MAC provides its service to the MAC client (higher layer) through the MAC service access point (SAP) located immediately above the MAC sublayer, while the PHY provides its service to the MAC through the PHY SAP located between them. On transmission, the MAC client passes MAC service data units (MSDUs) to the MAC sublayer via the MAC SAP, and the MAC sublayer passes MAC frames (also known as MAC protocol data units or MPDUs) to the PHY layer via the PHY SAP. On reception, the PHY layer passes MAC frames to the MAC sublayer via the PHY SAP, and the MAC sublayer passes MSDUs to the MAC client via the MAC SAP. Both MAC SAP and PHY SAP are not exposed and their specifications are beyond the scope of this standard. 
There may be a logical node management entity (NME) or hub management entity (HME) that exchanges network management information with the PHY and MAC as well as with other layers. The HME is a superset of the NME in terms of the management functionality they each support. However, the presence of the NME or HME and the partitioning between the NME or HME and the MAC or the PHY is not mandated, nor is the behavior of the NME or HME specified, in this standard.

5.4 Time base

All nodes and hubs are to establish a time reference base as shown in Figure 3, if their medium access is to be scheduled in time, where the time axis is divided into beacon periods (superframes) of equal length and each beacon period (superframe) is composed of allocation slots of equal length and numbered from 0, 1, ..., s, where s ≤ 255. An allocation interval may be referenced in terms of the numbered allocation slots comprising it, and a point of time may be referenced in terms of the numbered allocation slot preceding or following it as appropriate.
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Figure 3  — Time reference base

If time reference is needed for access scheduling in its BAN, the hub is required to choose the boundaries of beacon periods (superframes) and hence of the allocation slots therein. In beacon mode operation for which beacons are transmitted, the hub needs to communicate such boundaries by transmitting beacons at the start or other specified locations of beacon periods (superframes), and optionally timed frames (T-Poll frames) containing their transmit time relative to the start time of current beacon period (superframe). In non-beacon mode operation for which beacons are not transmitted but time reference is needed, the hub is required to communicate such boundaries by transmitting timed frames (T-Poll frames) also containing their transmit time relative to the start time of current superframe.

A node requiring a time reference in the BAN needs to derive and recalibrate the boundaries of beacon periods (superframes) and allocation slots from reception of beacons or/and timed frames (T-Poll frames).

A frame transmission may span more than one allocation slot, starting or ending not necessarily on an allocation slot boundary.

5.5 MAC and security state diagrams
All nodes and hubs are to go through certain stages, i.e., states, at the MAC level before they exchange user (MAC client) data, as shown in Figure 4, where frames permitted or required to exchange between a node and a hub at each state are also indicated. State classification and transition are defined with respect to a pair of a node and a hub, but is often referenced in the name of the node only. Broadcast or multicast frames, such as beacons, are frame exchanges between a hub and a group of nodes but not between a hub and a node; their transmissions are not dictated by the pairwise state diagrams specified in this subclause.
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(a) Secured communication
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(b) Unsecured communication
Figure 4  — MAC and security state diagrams

5.5.1 Secured communication

A node and a hub are to follow the MAC state diagram Figure 4(a) for secured communication if either of them requires secured frame exchanges with the other. 

5.5.1.1 Orphan state

At this state, the node does not have any relationship with the hub for secured communication. It is the state that the node initially enters in relation with the hub. The node and the hub are not allowed to transmit any frames to each other — other than Security Association and control unsecured frames. The node is allowed to exchange Security Association frames with the hub to establish a security association, i.e., to activate a pre-shared master key (MK) or generate a new MK, and to authenticate with each other if so required, thereby transitioning to next state, Associated state. However, if the node and the hub fail to activate or establish a shared MK, they are  not allowed to advance to Associated state.

5.5.1.2 Associated state

At this state, the node is associated, i.e., holds a shared MK, with the hub for their pairwise temporal key (PTK) creation. The node and the hub are not allowed to transmit any frames to each other — other than Security Disassociation and PTK unsecured frames, as well as control unsecured frames. The node is allowed to exchange PTK frames with the hub to establish a secured relationship, i.e., to confirm possession of a shared MK and to create a PTK, thereby transitioning to next state, Secured state. However, if the node and the hub fail to create a PTK, they are not allowed to advance to Secured state. If their MK is missing or invalid during their PTK creation, they are required to move back to Orphan state.  To repeal the security association and hence the current MK, either the node or the hub is allowed to send a Security Disassociation frame to the other, thus moving back to Orphan state.

5.5.1.3 Secured state

At this state, the node is secured, i.e., holds a PTK, with the hub for message security, i.e., for secured frame exchanges. The node and the hub are not allowed to transmit any frames to each other — other than Security Disassociation, Connection Request, and Connection Assignment secured frames, as well as control secured or unsecured frames depending on whether authentication of control type frames was selected during their association. The node is allowed to exchange Connection Request and Connection Assignment frames with the hub to establish a connection, thereby transitioning to next and final state, Connected state. However, if the node and the hub fail to establish a connection, they are not allowed to advance to Connected state. If their PTK is missing or invalid or the node’s Connected_NID is lost, they are required to move back to Associated state. To repeal the security association and hence the current MK, either the node or the hub is allowed to send a Security Disassociation frame to the other, thus moving back to Orphan state.
5.5.1.4 Connected state

At this state, the node is connected, i.e., holds an assigned Connected_NID, a wakeup arrangement, and optionally one or more scheduled and unscheduled allocations with the hub for abbreviated node addressing, desired wakeup, and optionally scheduled and unscheduled access. The node and the hub are allowed to transmit any secured frames to each other — other than Security Association secured frames, but are not allowed to transmit any unsecured frames to each other — other than control unsecured frames if authentication of control type frames was not selected during their association. If their MK is missing or invalid during a PTK recreation, they are required to move back to Orphan state. If their PTK is missing or invalid, they are required to move back to Associated state. To repeal the security association and hence the current MK, either the node or the hub is allowed to send a Security Disassociation frame to the other, thus moving back to Orphan state. To repeal the connection and hence the node’s Connected_NID, wakeup arrangement, and scheduled and unscheduled allocations if any, either the node or the hub is allowed to send a Disconnection frame to the other, thereby moving back to Associated state.

5.5.2 Unsecured communication

A node and a hub are required to follow the MAC state diagram Figure 4 (b) for unsecured communication if neither of them requires secured frame exchanges with the other. 

5.5.2.1 Orphan state

At this state, the node does not have any relationship with the hub for unsecured communication. It is the state that the node initially enters in relation with the hub. The node and the hub are not allowed to transmit any frames to each other — other than Connection Request, Connection Assignment, and control unsecured frames. The node is allowed to exchange Connection Request and Connection Assignment frames with the hub to establish a connection, thereby transitioning to next and final state, Connected state. However, if the node and the hub fail to establish a connection, they are not allowed to advance to Connected state.

5.5.2.2 Connected state

At this state, the node is connected, i.e., holds an assigned Connected_NID, a wakeup arrangement, and optionally one or more scheduled and unscheduled allocations with the hub for abbreviated node addressing, desired wakeup, and optionally scheduled and unscheduled access. The node and the hub are allowed to transmit any unsecured frames to each other — other than Security Association, Security Disassociation, and PTK frames, but are not allowed to transmit secured frames to each other. To repeal the connection and hence the node’s Connected_NID, wakeup arrangement, and scheduled and unscheduled allocations if any, either the node or the hub is allowed to send a Disconnection frame to the other, thereby moving back to Orphan state.

To change to secured communications between them, the node and the hub are required to disconnect from each other, thus moving back to Orphan state and then following the state diagram Figure 4(a) for secured communication. 
5.6 Security paradigm

All nodes and hubs are to be offered three security levels in this standard:

· Level 0 – unsecured communication. At this level, messages are transmitted in unsecured frames, which provide no measures for message authenticity and integrity validation, confidentiality and privacy protection, and replay defense.

· Level 1 – authentication but not encryption. At this level, messages are transmitted in secured authenticated but not encrypted frames, which provide measures for message authenticity and integrity validation and replay defense but not confidentiality and privacy protection.

· Level 2 – authentication and encryption. At this level, messages are transmitted in secured authenticated and encrypted frames, which provide measures for message authenticity and integrity validation, confidentiality and privacy protection, and replay defense.

During association, a node and a hub need to jointly select a security level suitable for their subsequent secured frame exchanges, and whether to require authentication of control type frames, based on their respective security requirements and certain information specific to each other. 
For unicast secured communication, the node and the hub need to activate a pre-shared master key (MK) or establish a new MK via an unauthenticated or authenticated association, and create a pairwise temporal key (PTK) via a PTK creation procedure. For multicast secured communication, the hub needs to distribute a group temporal key (GTK) to the corresponding multicast group in a unicast manner.

The node and the hub are to follow the security structures shown in Figure 5 to perform security key generations and provide message security services. A “session” indicated in this figure refers to a time span in which a temporal key remains valid. The length of the “session” is determined by the security policy governing data transfers between the two communicating parties. It is further limited by the technical restrictions on the reuse of the same temporal key over successive messages (i.e., MAC frames in this specification).
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Figure 5  — Security hierarchy
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