March, 1994
      DOC: IEEE P802.11-94/xxx

July, 2010
 IEEE P802.15-10-0563-00-0007

IEEE P802.15

Wireless Personal Area Networks

	Project
	IEEE P802.15 Working Group for Wireless Personal Area Networks (WPANs)

	Title
	Letter Ballot 50 Annex-C CCM-Star Proposed Resolutions

	Date Submitted
	July 2010

	Source
	[Clint Chaplin]
[Samsung Electronics]
[address]
	Voice:
[   ]
Fax:
[   ]
E-mail:
[   ]

	Re:
	

	Abstract
	

	Purpose
	

	Notice
	This document has been prepared to assist the IEEE P802.15.  It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s). The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor acknowledges and accepts that this contribution becomes the property of IEEE and may be made publicly available by P802.15.


This contribution addresses T-CIDs 849, 850, 851, 852, 853, 854 and 856. 

CID 849, 850, 853, 854 and 856

[image: image1.png]Remove B35 reference and add the actual standard to

849|David Cypher |NO clea 279 [T [YES  |B35is not ANSI X9 63-2001 Clause 2 Rick
remove B51 reference and add the actual standard to

850|David Cypher |NO clc1 279) 12|T IYES  [Thereis no B51 Clause 2 Rick





[image: image2.png]853|David Cypher |NO cleas 283 50T YES  [There is no B48 add missing reference Rick
854|David Cypher |NO cleas 283 s1[T [YES [There is no B49 add missing reference Rick
856|David Cypher |NO clcas 284] 28|T IYES  |Reference B45 is not 802.15.3-2003 |delete B45 reference Rick





Clause: Annex C.1, page 279, line 11; Annex C.1, page 279, line 12; C.4.3, page 283, line 50; C.4.3, page 283, line 51; C.4.3, page 284, line 28
Comment: B35 is not ANSI X9.63-2001; there is no B51; there is no B48; there is no B49; reference B45 is not 802.15.3-2003
Suggested Remedy: Remove B35 and add the actual standard to Clause 2; Remove B51 and add the actual standard to Clause 2; add missing references; delete B45 reference
Recommended Resolution: Counter.  Annex C has been removed.
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Clause: Annex C.4.1
Comment: “The exact format of the nonce N is outside the scope of this specification and shall be determined and fixed by the actual implementation environment of the CCM* mode"  We had better specify how this nonce is formatted and determined; we are specifying in this document the implementation, and if we do not specify, interoperability will not happen; note should not be present.; 
Suggested Remedy: Specify the format of the nonce; get rid of the entire note
Recommended Resolution: Counter.

Delete Annex C
Add the following reference to sub-clause 2.1:

IEEE Std 802.15.4®-2006, IEEE Standard for Information technology—Telecommunications and information exchange between systems—Local and metropolitan area networks; Specific requirements—Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for Low-Rate Wireless Personal Area Networks (LR-WPANs).

Change 7.7.3 as follows:

This subclause describes the parameters for the CCM* security operations, as specified in IEEE Std 802.15.4-2006 Annex B.
Change 7.7.3.1 as follows:

The integer and octet representation conventions specified in IEEE Std 802.15.4-2006 sub-clause B.2 are used throughout 7.7.3.
Change the first paragraph of 7.7.3.2 as follows:

The CCM* nonce is a 13-octet string and is used for the advanced encryption standard (AES)-CCM* mode of operation (see IEEE Std 802.15.4-2006 sub-clause B.2.2). The nonce shall be formatted as shown in Figure 154, with the leftmost field in the figure defining the first (and leftmost) octets and the rightmost field defining the last (and rightmost) octet of the nonce.
Change 7.7.3.3 as follows:

Securing a frame involves the use of the CCM* mode encryption and authentication transformation, as described in IEEE Std 802.15.4-2006 sub-clause B.4.1. Unsecuring a frame involves the use of the CCM* decryption and authentication checking process, as described in IEEE Std 802.15.4-2006 sub-clause B.4.2. The prerequisites for the CCM* forward and inverse transformations are as follows:

— The underlying block cipher shall be the AES encryption algorithm as specified in IEEE Std 802.15.4-2006 sub-clause B.3.1.

— The bit ordering shall be as defined in 7.7.3.1.

— The length in octets of the Length field L shall be 2 octets.

— The length of the Authentication field M shall be 0 octets, 4 octets, 8 octets, or 16 octets, as required.
Change the first paragraph of 7.7.3.4 as follows:

This subclause describes how the inputs and output of the CCM* forward transformation, as described in IEEE Std 802.15.4-2006 sub-clause B.4.1, are formed:
Change the first paragraph of 7.7.3.5 as follows:

This subclause describes how the inputs and output of the CCM* inverse transformation, as described in IEEE Std 802.15.4-2006 sub-clause B.4.2, are formed.
Replace all 17 instances of “(see C.2.1)” with “(see IEEE Std 802.15.4-2006 sub-clause B.2.1)”
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