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Instructions to editor: 
· Replace clauses 7.2.1 to 7.2.3 of IEEE 802.15.4e D1.0 with the text below, starting at marker “BEGIN OF NEW TEXT FOR 7.2.1-3” and ending at marker “END OF NEW TEXT FOR 7.2.1-3”. This includes all instructions to the editor between the two markers.
Changes to existing text of IEEE 802.15.4-2006 are given as follows:

· Insertions into existing text of IEEE 802.15.4-2006 are underlined and written in blue. They are tracked WinWord changes.

· Deletions of existing text of IEEE 802.15.4-2006 are strike-through and written in red. They are NOT WinWord changes.

· Figures are change marked in the same way as text in order to show the differences to the existing figures. If necessary, a black and white version of the figures, either with change markers to the text or as final figure for replacement, can be provided (MS Visio)

· Delete clause 7.2.5 “Blink frame format” of IEEE 802.15.4e D1.0. This clause is now clause 7.2.2e.2 “Blink frame format” in the new text

BEGIN OF NEW TEXT FOR 7.2.1-3
Change the first paragraph in clause 7.2.1 and Figure 41 as follows: 
7.2.1 General MAC frame format

The MAC frame format is composed of a MHR, a MAC payload, and a MFR. The fields of the MHR appear in a fixed order; however, somethe addressing fields may not be included in all frames. The frame type, which is part of the Frame Control field, defines the fields that are included. The general MAC frame shall be formatted as illustrated in Figure 41.
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Figure 41—General MAC frame format

Change clause 7.2.1.1 and Figure 42 as follows: 
7.2.1.1 Frame Control field

The Frame Control field is 1 or 2 octets in length and contains information defining the frame type, addressing fields, and other control flags. The format of the Frame Control field depends on the value of the Frame Type subfield. This clause considers the format of the Frame Control field for frame types b000 to b011. The Frame Control field of other frame types is defined in the corresponding clauses.
The Frame Control field for frame types b000 to b011 shall be formatted as illustrated in Figure 42.
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Figure 42—Format of the Frame Control field

Change clause 7.2.1.1.1 and Table 79 as follows: 
7.2.1.1.1 Frame Type subfield

The Frame Type subfield is 3 bits in length and shall be set to one of the nonreserved values listed in Table 79.
Table 79—Values of the Frame Type subfield
	Frame type value
b2 b1 b0
	Description

	000
	Beacon

	001
	Data

	010
	Acknowledgment

	011
	MAC command

	100
	Low Latency

	101
	Multi-Purpose

	1100-111
	Reserved


Six frame types are defined in Table 79. These frame types are discussed in 7.2.2 through 7.2.2e.

7.2.1.1.2 Security Enabled subfield

7.2.1.1.3 Frame Pending subfield

7.2.1.1.4 Acknowledgment Request subfield

Change clause 7.2.1.1.5 as follows: 
7.2.1.1.5 PAN ID Compression subfield

The PAN ID Compression subfield is 1 bit in length and specifies whether the MAC frame is to be sent containing only one of the PAN identifier fields when both source and destination addresses are present or that the corresponding PAN identifier is omitted if only one address field is present. If this subfield is set to one and both the source and destination addresses are present, the frame shall contain only the Destination PAN Identifier field, and the Source PAN Identifier field shall be assumed equal to that of the destination. If this subfield is set to zero and both the source and destination addresses are present, the frame shall contain both the Source PAN Identifier and Destination PAN Identifier fields. If only one of the addresses is present, and theis subfield shall be is set to zero, and then the frame shall contain the PAN identifier field corresponding to the address. If only one address is present, the PAN ID compression can be set to one to indicate that the PAN ID for that address is omitted. If neither address is present, this subfield shall be set to zero, and the frame shall not contain either PAN identifier field.

Insert the following new subclause 7.2.1.1.5a after 7.2.1.1.5: 
7.2.1.1.5a IE List Enabled subfield
The IE List Enabled subfield is 1 bit in length and shall be set to one if the MAC header contains the Information Element List field. This subfield shall be set to zero otherwise.
Change clause 7.2.1.1.6 as follows: 
7.2.1.1.6 Destination Addressing Mode subfield

The Destination Addressing Mode subfield is 2 bits in length and shall be set to one of the nonreserved values listed in Table 80.

Table 80—Possible values of the Destination Addressing Mode and 
Source Addressing Mode subfields

	Addressing mode value
b1 b0
	Description

	00
	PAN identifier and address fields are not present.

	01
	Address field contains an 8-bit simple address.Reserved.

	10
	Address field contains a 16-bit short address.

	11
	Address field contains a 64-bit extended address.


If the Frame Version subfield is set to 0x00 or 0x01 and if this subfield is equal to zero and the Frame Type subfield does not specify that this frame is an acknowledgment or beacon frame, the Source Addressing Mode subfield shall be nonzero, implying that the frame is directed to the PAN coordinator with the PAN identifier as specified in the Source PAN Identifier field.

7.2.1.1.7 Frame Version subfield

Change the second paragraph of clause 7.2.1.1.7 as follows:

This subfield shall be set to 0x00 to indicate a frame compatible with IEEE Std 802.15.4-2003, to and 0x01 to indicate a frame compatible with IEEE Std 802.15.4-2006, and to 0x10 to indicate an IEEE 802.15.4 frame. All other subfield values shall be reserved for future use. See 7.2.3 for details on frame compatibility.

7.2.1.1.8 Source Addressing Mode subfield

Change the second paragraph of clause 7.2.1.1.8 as follows:

If the Frame Version subfield is set to 0x00 or 0x01 and if this subfield is equal to zero and the Frame Type subfield does not specify that this frame is an acknowledgment frame, the Destination Addressing Mode subfield shall be nonzero, implying that the frame has originated from the PAN coordinator with the PAN identifier as specified in the Destination PAN Identifier field.

Change the first paragraph of clause 7.2.1.2 as follows:

7.2.1.2 Sequence Number field

The Sequence Number field, when present, is 1 octet in length and specifies the sequence identifier for the frame.

7.2.1.3 Destination PAN Identifier field

Change the first paragraph of clause 7.2.1.4 as follows:

7.2.1.4 Destination Address field

The Destination Address field, when present, is either 1 octet, 2 octets or 8 octets in length, according to the value specified in the Destination Addressing Mode subfield of the Frame Control field (see 7.2.1.1.6), and specifies the address of the intended recipient of the frame. A 16-bit value of 0xffff in this field shall represent the broadcast short address, which shall be accepted as a valid 16-bit short address by all devices currently listening to the channel.

7.2.1.5 Source PAN Identifier field

Change the first paragraph of clause 7.2.1.6 as follows:

7.2.1.6 Source Address field

The Source Address field, when present, is either 1 octet, 2 octets or 8 octets in length, according to the value specified in the Source Addressing Mode subfield of the Frame Control field (see 7.2.1.1.8), and specifies the address of the originator of the frame. This field shall be included in the MAC frame only if the Source Addressing Mode subfield of the Frame Control field is nonzero.

7.2.1.7 Auxiliary Security Header field

Insert the following new subclause 7.2.1.7a after 7.2.1.7: 
7.2.1.7a Information Element List field

The Information Element List field has a variable length and specifies additional information of the MAC header. It contains one or more information elements as defined in 7.2.2f followed by the Tail element (Tail IE). This field shall be present only if the IE List Enabled subfield is set to one.The format of the Information Element List field is shown in Figure 42a.
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Figure 42a—Format of Information Element List field

7.2.1.8 Frame Payload field

Change the first paragraph of clause 7.2.1.9 as follows:

7.2.1.9 FCS field
The FCS field, when present, is 2 octets in length and contains a 16-bit ITU-T CRC. The FCS is calculated over the MHR and MAC payload parts of the frame. This field shall be present only if the security enabled subfield is set to zero or if frame protection does not result in data expansion of the frame payload field (see Figure 41) and if the frame version is set to 0x02.
Delete the first paragraph of clause 7.2.2.

Delete clause heading of 7.2.2.
7.2.2 Format of individual frame types

Four frame types are defined: beacon, data, acknowledgment, and MAC command. These frame types are discussed in 7.2.2.1 through 7.2.2.4.

Move clause 7.2.2.1 one level up as new clause 7.2.2 and update all subclauses and references appropriately.

7.2.2.1 Beacon frame format

Change the number of octets of the FCS field to „0/2“ in Figure 44.

[image: image4.emf]
Move clause 7.2.2.2 one level up as new clause 7.2.2a and update all subclauses and references appropriately.

7.2.2a2.2 Data frame format

Change the number of octets of the FCS field to „0/2“ in Figure 52.

[image: image5.emf]
Change the text in clause 7.2.2.2.1 (old numbering) / 7.2.2a.1 (new numbering) as follows: 
7.2.2a2.2.1 Data frame MHR fields

The MHR for a data frame shall contain the Frame Control field, the Sequence Number field, and the addressing fields according to the setting of the Destination Addressing Mode subfield and the Source Addressing Mode subfield in the Frame Control fieldthe destination PAN identifier/address fields, and/or the source PAN identifier/address fields.

In the Frame Control field, the Frame Type subfield shall contain the value that indicates a data frame, as shown in Table 79. If protection is used for the data, the Security Enabled subfield shall be set to one. The Frame Version subfield shall be set to a value as given in 7.2.3one if either the Security Enabled subfield is set to one or the MAC Payload field is greater than aMaxMACSafePayloadSize. All other subfields shall be set appropriately according to the intended use of the data frame. All reserved subfields shall be set to zero and ignored on reception.

The Sequence Number field shall contain the current value of macDSN.

The addressing fields shall comprise the destination address fields and/or the source address fields, dependent on the settings in the Frame Control field.

The Auxiliary Security Header field, if present, shall contain the information required for security processing of the data frame, as specified in 7.2.1.7.

Move clause 7.2.2.3 one level up as new clause 7.2.2b and update all subclauses and references appropriately.

7.2.2b2.3 Acknowledgment frame format

Change Figure 53 as follows:
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Figure 53—Acknowledgment frame format
Change the text in clause 7.2.2.3.1 (old numbering) / 7.2.2b.1 (new numbering) as follows:
7.2.2b2.3.1 Acknowledgment frame MHR fields

The MHR for an acknowledgment frame shall contain only the Frame Control field and the Sequence Number field.

In the Frame Control field, the Frame Type subfield shall contain the value that indicates an acknowledgment frame, as shown in Table 79. 
If protection is used for the acknowledgment frame, the Security Enabled subfield shall be set to one.

If the acknowledgment frame is being sent in response to a received data request command, the device sending the acknowledgment frame shall determine whether it has data pending for the recipient. If the device can determine this before sending the acknowledgment frame (see 7.5.6.4.2), it shall set the Frame Pending subfield according to whether there is pending data. Otherwise, the Frame Pending subfield shall be set to one. If the acknowledgment frame is being sent in response to either a data frame or another type of MAC command frame, the device shall set the Frame Pending subfield to zero. All other subfields shall be set to zero and ignored on reception.
If the acknowledgment frame contains other fields than Frame Control field, Sequence Number field, and FCS field, the Frame Version subfield shall be set to b10 in order to indicate an acknowledgment frame not compatible with an IEEE 802.15.4-2006 acknowledgment frame.
The Source Addressing Mode field defines the presence of the Source Address field and shall be set as per Table 80.
The Sequence Number field shall contain the value of the sequence number received in the frame for which the acknowledgment is to be sent.
The Source Address field, when present, contains the 64-bit extended address of the device originating the acknowledgement frame. All other addressing fields are omitted. Although the specification of the addressing fields in the acknowledgement mentions the 64-bit extended source address only, the use of any other addressing field (source or destination address in any format of Table 80) shall not be precluded.
If the Security Enable subfield is set to one, the Auxiliary Security Header field shall be set to the same value as the corresponding field of the frame that is being acknowledged.
Insert the following new subclauses 7.2.2b.2 to 7.2.2b.6 after 7.2.2.3.1 (old numbering) / 7.2.2b.1 (new numbering).
7.2.2b.2 ACK Control field

7.2.2b.2.1 General

The acknowledgement control subfield, when present, is 1 octet in length and specifies which synchronization information, if any, is communicated back to the originator of the frame that is being acknowledged. This field shall be present only if the MAC payload field is the non-empty string, see Figure 53.
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Figure 53.a—ACK Control field

7.2.2b.2.2 ACK Identifier subfield

The acknowledgement identifier subfield is 5 bits in length and shall be set to one of the nonreserved values in Table 80.a.

Table 80.a—Values of the Acknowledgement identifier subfield

	ACK Identifier value
b4 b3 b2 b1 b0
	Description

	00000
	TSCH ACK

	00001
	TSCH NAK

	00010
	LE ACK

	00011
	Group ACK

	00100-11111
	Reserved


7.2.2b.2.3 Security Sync subfield

The Security Sync subfield is 1 bit in length and shall be set to one if the acknowledgement contains security synchronization information. It is set to zero otherwise.
7.2.2b.3 Acknowledgment Payload field
The Acknowledgement Payload field has a variable length and specifies information useful for synchronizing communications between sender and recipient, including loosely synchronizing timing information and capability information. In LE and TSCH networks, Data and Command frames shall be acknowledged using an acknowledgement with Acknowledgement Payload field. The structure of the Acknowledgment Payload field depends on the value of the ACK Control field.
7.2.2b.4 TSCH ACK
The TSCH ACK frame shall only be used if macTSCHenabled is set to true. 
The structure of the Acknowledgment Payload field of the TSCH ACK frame shall be as illustrated in Figure 53.b.
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Figure 53.b—Format of the TSCH ACK frame
The Time Sync Info subfield is 2 octets in length and shall specify time synchronization information. This subfield shall be set to one of the non-reserved values in Table 80.b.

Table 80.b—Values of the Time Sync Info subfield for TSCH ACK
	Range
	Description

	0x0000-0x0FFF
	Time correction, 
in µs, signed 16 bit integer (2’s complement).

	0x1000-0xFFFF
	Reserved


7.2.2b.5 TSCH NAK
The TSCH NAK frame shall only be used if macTSCHenabled is set to true. The TSCH NAK frame shall be sent instead of a TSCH ACK frame if the incoming frame successfully passed incoming frame security processing (7.5.8.2.3), but the frame could not be handled due to resource constraints (e.g., insufficient buffer space).
The structure of the Acknowledgment Payload field of the TSCH NAK frame shall be as illustrated in Figure 53.c.
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Figure 53.c—Format of the TSCH ACK frame

The Time Sync Info subfield is 2 octets in length and shall specify time synchronization information. This subfield shall be set to one of the non-reserved values in Table 80.c.

Table 80.c—Values of the Time Sync Info subfield for TSCH NAK
	Range
	Description

	0x0000-0x0FFF
	Time correction, 
in µs, signed 16 bit integer (2’s complement).

	0x1000-0xFFFF
	Reserved


7.2.2b.6 LE ACK
The LE ACK frame shall only be used if macLEenabled is set to true. 

The structure of the Acknowledgment Payload field of the LE ACK frame shall be as illustrated in Figure 53.d.
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Figure 53.d—Format of the LE ACK frame

The CSL Phase subfield is 2 octets in length and specifies CSL phase information. This subfield shall be set to one of the non-reserved values in Table 80.d.

Table 80.d—Values of the CSL Phase subfield for LE ACK
	Range
	Description

	0x0000-0x0FFF
	CSL phase, in 10 symbols

	0x1000-0xFFFF
	Reserved


The CSL Period subfield is 2 octets in length and specifies CSL period information. This subfield shall be set to one of the non-reserved values in Table 80.e.

Table 80.e—Values of the CSL Period subfield for LE ACK

	Range
	Description

	0x0000-0x0FFF
	CSL period, in 10 symbols

	0x1000-0xFFFF
	Reserved


//This text not to be included:

Clause 7.2.2b.7 Group ACK is missing in this contribution 15-10/532, because it was missing already in IEEE 802.15.4e D1.0. A separate contribution 15-10/453 provides text for the resolution of GACK comments. It also contains text for this clause.
Move clause 7.2.2.4 one level up as new clause 7.2.2c and update all subclauses and references appropriately.

7.2.2c2.4 MAC command frame format

Change the number of octets of the FCS field to „0/2“ in Figure 54.

[image: image11.emf]
Change the first and fourth paragraph in clause 7.2.2.4.1 (old numbering) / 7.2.2c.1 (new numbering) as follows: 
7.2.2c2.4.1 MAC command frame MHR fields

The MHR for a MAC command frame shall contain the Frame Control field, the Sequence Number field, and the addressing fields according to the setting of the Destination Addressing Mode subfield and the Source Addressing Mode subfield in the Frame Control fieldthe destination PAN identifier/address fields and/or the source PAN identifier/address fields.

The addressing fields shall comprise the destination address fields and/or the source address fields, dependent on the settings in the Frame Control field.

Insert the following new subclauses 7.2.2d to 7.2.2f after 7.2.2.4 (old numbering) / 7.2.2c (new numbering).
7.2.2d Low Latency frame formats

7.2.2d.1 General low latency frame format
7.2.2d.1.1 General

The general low latency frame shall be formatted as illustrated in Figure 54.a.
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Figure 54.a—General low latency frame format

The order of the fields of the low latency frame shall conform to the order of the general MAC frame as illustrated in Figure 41.

Four sub frame types are defined: LL-beacon, LL-data, LL-acknowledgment, and LL-MAC command. These sub frame types are discussed in 7.2.2d.2 through 7.2.2d.5.
7.2.2d.1.2 Frame Control field

7.2.2d.1.2.1 General

The Frame Control field is 1 octet in length and contains information defining the sub frame type of the low latency frame. The Frame Control field shall be formatted as illustrated in Figure 54.b.
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Figure 54.b—Format of the Frame Control field (low latency frame)

7.2.2d.1.2.2 Frame Type subfield

The Frame Type subfield is 3 bits in length and shall contain the value that indicates a low latency frame, as shown in Table 79.

Note: The Frame Type subfield corresponds to the Frame Type subfield of the general MAC frame format in 7.2.1. in meaning and position. The frame type for low latency frames allows efficient recognition of low latency frames with a Frame Control field of 1 octet, but allows the usage of all other MAC frames within the superframe structure of a low latendy network.
7.2.2d.1.2.3 Security Enabled subfield

The Security Enabled subfield is 1 bit in length, and it shall be set to one if the frame is protected by the MAC sublayer and shall be set to zero otherwise. The Sequence Number field and the Auxiliary Security Header field of the MHR shall be present only if the Security Enabled subfield is set to one.

7.2.2d.1.2.4 Frame Version subfield

The Frame Version subfield is 1 bit in length and specifies the version number corresponding to the frame. This subfield shall be set to 0 to indicate a frame compatible with IEEE Std 802.15.4e. All other subfield values shall be reserved for future use.

7.2.2d.1.2.5 ACK Request subfield

The ACK Request subfield is 1 bit in length and specifies whether an acknowledgment is required from the recipient device on receipt of a data or MAC command frame. If this subfield is set to one, the recipient device shall send an acknowledgment frame only if, upon reception, the frame passes the third level of filtering (see 7.5.6.2). If this subfield is set to zero, the recipient device shall not send an acknowledgment frame.

7.2.2d.1.2.6 Sub Frame Type subfield

The Sub Frame Type subfield is 2 bits in length and indicates the type of the low latency frame. It shall be set to one of the values listed in Table 80.f.

Table 80.f—Values of Frame Subtype subfield (low latency frame)
	Sub frame type value
b7 b6
	Description

	00 
	LL-beacon

	01 
	LL-data

	10 
	LL-acknowledgment

	11 
	LL-MAC command


Four sub frame types are defined in Table 80.f. These sub frame types are discussed in 7.2.2d.2 through 7.2.2d.5.

7.2.2d.1.3 Sequence Number field

The Sequence Number field is 1 octet in length and specifies the sequence identifier for the frame. The Sequence Number field shall be present only if the Security Enabled subfield is set to one.

7.2.2d.1.4 Auxiliary Security Header field

The Auxiliary Security Header field has a variable length and specifies information required for security processing, including how the frame is actually protected (security level) and which keying material from the MAC security PIB is used (see 7.6.1). This field shall be present only if the Security Enabled subfield is set to one. For details on formatting, see 7.6.2.

7.2.2d.1.5 Frame Payload field

The Frame Payload field has a variable length and contains information specific to individual sub frame types of a low latency frame.

7.2.2d.2 LL-Beacon frame format

7.2.2d.2.1 General

The LL-Beacon frame is sent during the beacon slot in every superframe. The LL-Beacon frame shall be formatted as illustrated in Figure 54.c.
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Figure 54.c—Format of the LL-Beacon Frame

The order of the fields of the LL-Beacon frame shall conform to the order of the general MAC frame as illustrated in Figure 41.

7.2.2d.2.2 LL-Beacon frame MHR fields

The LL-Beacon frame does have a very short MAC header (MHR) containing the Frame Control field of one octet.
In the Frame Control field, the Frame Type subfield shall contain the value that indicates a low latency frame, as shown in Table 79, and the Sub Frame Type subfield shall contain the value that indicates an LL-Beacon frame, as shown in Table 80.f.

7.2.2d.2.3 Flags field

The Flags field contains several control information. The structure of the Flags field is shown in Figure 54.d.
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Figure 54.d—Structure of Flags field of LL-beacon frame
The Transmission Mode subfield defines the transmission mode. The values for the different transmission modes are specified in Table 80.g.

Table 80.g—Transmission Mode settings

	Bits 0-2
	Transmission Mode

	000
	Online Mode (see 7.5.9.4)

	100
	Discovery Mode (see 7.5.9.2)

	110
	Configuration Mode (see 7.5.9.3)

	111
	Mode Reset: The devices reset their state of the discovery or configuration mode.


The Actuator Direction subfield indicates the transmission direction of all actuator time slots. The bit defines the transmission direction of all actuator time slots during this superframe. If the Actuator Direction subfield is set to 0, the direction of all actuator time slots is uplink (from actuator to LL_NW PAN coordinator). If the Actuator  Direction subfield is set to 1, the direction of all actuator time slots is downlink (from LL_NW PAN coordinator to actuator). The Actuator Direction subfield is only used in online mode.

The Number of Base Timeslots per Management Timeslot subfield contains the number of base time slots per management time slot. This value applies to both the downlink and the uplink management time slot. A value of 0 indicates that there are no management time slots available in the superframe.

7.2.2d.2.4 Gateway ID field

The Gateway ID field contains the simple address of the LL_NW PAN coordinator.

7.2.2d.2.5 Configuration Sequence Number field

The Configuration Sequence Number field contains an integer number that identifies, together with the Gateway ID, the current configuration of the LL-network.

7.2.2d.2.6 Timeslot Size field

The Timeslot Size field defines the length of a base timeslot through the number of octets of the data payload of an LL-Data frame. The actual timeslot size in octets is calculated as

tTS := ((p + (m + n)) * s + 12 symbols {if m+n ≤ 18 octets} or 40 symbols {if m+n > 18 octets}) / v

with the description and values for the 2 450 MHz PHY as an example as shown in Table 80.h.

Table 80.h—Example of a set of parameter and values

	Variable
	Description
	Value for 2450 MHz PHY

	p
	Number of octets of PHY header
	6 octets

	m
	Number of octets of MAC overhead (MHR + MFR)
	3 octets for LL-Data frames

	n
	Number of octets of data payload
	Value of field Timeslot Size of LL-Beacon frame

	s
	Number of symbols per octet
	2 symbols per octet

	v
	Symbol rate
	62 500 symbols / s


7.2.2d.2.7 Number of Base Timeslots in Superframe field

The Number of Base Timeslots in Superframe field contains an integer number that represents the number of base timeslots for sensors and actuators immediately following the management timeslots of the superframe (corresponds to macFAnumTimeSlots). The Number of Base Timslots in Superframe field is only present in online mode.

7.2.2d.2.8 Group Acknowledgment field

The Group Acknowledgment field is a bitmap of length (macFAnumTimeSlots – macFAnumRetransmitTS) bits, padded to a multiple of 8 bits, as shown in Figure 1.c and Figure 54.e to indicate successful sensor and actuator transmissions from the previous superframe. The size of the bitmap shall always be a multiple of 8 possibly after padding with additional zeros at the end if necessary. In the separate group acknowledgment configuration, this field is not present in the LL-beacon. The Group Acknowledgment field is only present in online mode. The Group Acknowledgment field contains a bit field where each bit corresponds to a time slot associated with a sensor device or an actuator device excluding retransmission time slots. Bit b0 of the Group Acknowledgment bitmap corresponds to the first time slot after the macFAnumRetransmitTS retransmission time slots, bit b1 of the Group Acknowledgment bitmap corresponds to the second time slot, and so on. Bit value 1 means the sensor transmission was successful, and bit value 0 means the sensor transmission in the previous superframe failed and the sensor is allocated a time slot for retransmission in the current superframe. Because concatenated time slots are multiples of base time slots, a concatenated time slot of length of n base time slots shall have n bits in the group acknowledgment bitmap at the corresponding positions.

[image: image16.emf]acknowledgement of 

transmission in time slot 

macFAnumRetransmitTS+1 

Bits: 0 ...

...

1

(macFAnumTimeSlots -

macFAnumRetransmitTS) –1

acknowledgement of 

transmission in time slot 

macFAnumRetransmitTS+2 

acknowledgement of 

transmission in time slot 

macFAnumTimeSlots 

... n*8-1

Padding


Figure 54.e—Structure of Group Acknowledgment bitmap

If the LL_NW PAN coordinator received a data frame successfully in a time slot associated with a sensor device or an actuator device during the previous superframe, it shall set the corresponding bit in the Group Acknowledgment field to 1, otherwise to 0 (corrupted transmission, no transmission). If the data frame has been received during a shared group time slot, all corresponding bits of this shared group time slot shall be set accordingly in the Group Acknowledgment bitmap.

7.2.2d.3 LL-Data frame format

7.2.2d.3.1 General

The LL-Data frame is sent during online mode in sensor time slots and actuator time slots. The LL-Data frame shall be formatted as illustrated in Figure 54.f.
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Figure 54.f—Format of LL-Data frame
The order of the fields of the LL-Data frame shall conform to the order of the general MAC frame as illustrated in Figure 41.

7.2.2d.3.2 LL-Data frame MHR fields

The LL-Data frame does have a very short MAC header (MHR) containing the Frame Control field of one octet.

In the Frame Control field, the Frame Type subfield shall contain the value that indicates a low latency frame, as shown in Table 79, and the Sub Frame Type subfield shall contain the value that indicates an LL-Data frame, as shown in Table 80.f.

7.2.2d.3.3 Data Payload field

The payload of an LL-Data frame shall contain the sequence of octets that the next higher layer has requested the MAC sublayer to transmit.

7.2.2d.4 LL-Acknowledgment frame format

7.2.2d.4.1 General

The LL-Acknowledgment frame is sent during online mode in actuator time slots. The LL-Acknowledgment frame shall be formatted as illustrated in Figure 54.g.
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Figure 54.g—Format of the LL- Acknowledgment frame
The order of the fields of the LL-Acknowledgment frame shall conform to the order of the general MAC frame as illustrated in Figure 41.
7.2.2d.4.2 LL-Acknowledgment frame MHR fields

The LL-Acknowledgment frame does have a very short MAC header (MHR) containing the Frame Control field of one octet.

In the Frame Control field, the Frame Type subfield shall contain the value that indicates a low latency frame, as shown in Table 79, and the Sub Frame Type subfield shall contain the value that indicates an LL-Acknowledgment frame, as shown in Table 80.f.

7.2.2d.4.3 Acknowledgment Type field

The Acknowledgment Type field is 1 octet in length and indicates the type of frame that is acknowledged or the type of acknowledgment. Possible values are listed in Table 80.i.

Table 80.i—Acknowledgment Types

	Numeric Value
	Acknowledged Frame Type/ Acknowledgment Type
	Acknowledgment Payload

	0x11
	Discover Response
	No

	0x92
	Configuration Request
	No

	0x01
	Data
	No

	0x02
	Data Group ACK
	Yes (see 7.2.2d.4.5)


7.2.2d.4.4 Acknowledgment Payload field

The Acknowledgment Payload field is only available in certain acknowledgment types as depicted in Table 80.i. The structure and the length of the Acknowledgment Payload field depends on the value of the Acknowledgment Type field.

7.2.2d.4.5 Data Group ACK (GACK)

The structure of the Acknowledgment Payload field of the Data Group ACK frame is shown in Figure 54.h.
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Figure 54.h—Format of the Data Groupg ACK frame
The Source ID field identifies the transmitting LL_NW PAN coordinator.

The Group Ack Flags field is a bitmap that indicates the states of transmissions of the sensors in the sensor time slots of the current superframe. A bit set to 1 indicates the fact that the coordinator received the data frame successfully in the corresponding time slot. A value of 0 means that the coordinator failed in receiving a data frame in the corresponding slot from the sensor.
7.2.2d.5 LL-MAC Command frame format

7.2.2d.5.1 General

There are different types of LL-MAC command frames. They follow the same general structure of LL-MAC command frames. Only the Command Payload is different.The LL-MAC command frame shall be formatted as illustrated in Figure 54.i. 
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Figure 54.i—Format of the LL-MAC Command frame
7.2.2d.5.2 LL-MAC command frame MHR fields

The LL-MAC command frame does have a very short MAC header (MHR) containing the Frame Control field of one octet.

In the Frame Control field, the Frame Type subfield shall contain the value that indicates a low latency frame, as shown in Table 79, and the Sub Frame Type subfield shall contain the value that indicates an LL-MAC command frame, as shown in Table 80.f.

7.2.2d.5.3 Command Frame Identifier field

The Command Frame Identifier field identifies the MAC command being used. This field shall be set to one of the nonreserved values listed in Table 82.

7.2.2d.5.4 Command Payload field

The Command Payload field contains the MAC command itself. The formats of the individual commands are described in 7.3. The Command Payload field is of variable length and contains data specific to the different command frame types.

7.2.2e Multi-Purpose frame format

7.2.2e.1 General Multi-Purpose frame format

7.2.2e.1.1 General

The general Multi-Purpose frame shall be formatted as illustrated in Figure 54.j.
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Figure 54.j—General Multi-Purpose frame format

The order of the fields of the Multi-Purpose frame shall conform to the order of the general MAC frame as illustrated in Figure 41.

Seven sub frame types are defined: four blink frames, CSL wake-up, and two TSCH data. These sub frame types are discussed in 7.2.2e.2 through 7.2.2e.4.

7.2.2e.1.2 Frame Control field

7.2.2e.1.2.1 General

The Frame Control field is 1 octet in length and contains information defining the sub frame type of the Multi-Purpose frame. The Frame Control field shall be formatted as illustrated in Figure 54.k.

[image: image22.emf]Bits: 0-2

Frame Type Sub Frame Type

3 5-7

Security

Enabled

Frame 

Version

4


Figure 54.k—Format of the Frame Control field (Multi-Purpose frame)

7.2.2e.1.2.2 Frame Type subfield

The Frame Type subfield is 3 bits in length and shall contain the value that indicates a low latency frame, as shown in Table 79.

Note: The Frame Type subfield corresponds to the Frame Type subfield of the general MAC frame format in 7.2.1. in meaning and position. The frame type for Multi-Purpose frames allows efficient recognition of Multi-Purpose frames with a Frame Control field of 1 octet and allows the concurrent usage of all other MAC frames.

7.2.2e.1.2.3 Security Enabled subfield

The Security Enabled subfield is 1 bit in length, and it shall be set to one if the frame is protected by the MAC sublayer and shall be set to zero otherwise. The Auxiliary Security Header field of the MHR shall be present only if the Security Enabled subfield is set to one.

7.2.2e.1.2.4 Frame Version subfield

The Frame Version subfield is 1 bit in length and specifies the version number corresponding to the frame. This subfield shall be set to 0.
7.2.2e.1.2.5 Sub Frame Type subfield

The Sub Frame Type subfield is 3 bits in length and indicates the type of the Multi-Purpose frame. It shall be set to one of the values listed in Table 80.j.

Table 80.j—Values of Sub Frame Type subfield (Multi-Purpose frame)

	Sub frame type value
b7 b6 b5
	Description

	000 
	Blink (without Source Address and Destination PAN Identifier)
See 7.2.2e.2.

	001 
	Blink (with Source Address)
See 7.2.2e.2.

	010 
	Blink (with Destination PAN Identifier)
See 7.2.2e.2.

	011 
	Blink (with Destination PAN Identifier and Source Address) 

See 7.2.2e.2.

	100
	CSL Wake-up 

See 7.2.2e.3.

	101
	TSCH Data 1 

See 7.2.2e.4.

	110
	TSCH Data 2 

See 7.2.2e.4.

	111
	Reserved.


7.2.2e.1.3 Sequence Number field

The Sequence Number field is 1 octet in length and specifies the sequence identifier for the frame. 

7.2.2e.1.4 Destination PAN Identifier field

The Destination PAN Identifier field, when present, is 2 octets in length and specifies the unique PAN identifier of the intended recipient of the frame. A value of 0xffff in this field shall represent the broadcast PAN identifier, which shall be accepted as a valid PAN identifier by all devices currently listening to the channel.

7.2.2e.1.5 Destination Address field

The Destination Address field, when present, is 2 octets in length and specifies the short address of the intended recipient of the frame. A 16-bit value of 0xffff in this field shall represent the broadcast short address, which shall be accepted as a valid 16-bit short address by all devices currently listening to the channel.

7.2.2e.1.6 Source Address field

The Source Address field, when present, is 8 octets in length and specifies the address of the originator of the frame.

7.2.2e.1.7 Auxiliary Security Header field

The Auxiliary Security Header field has a variable length and specifies information required for security processing, including how the frame is actually protected (security level) and which keying material from the MAC security PIB is used (see 7.6.1). This field shall be present only if the Security Enabled subfield is set to one. For details on formatting, see 7.6.2.

7.2.2e.1.8 Frame Payload field

The Frame Payload field has a variable length and contains information specific to individual sub frame types of a Multi-Purpose frame.

7.2.2e.2 Blink frame format

7.2.2e.2.1 General

The blink frame shall be formatted as illustrated in Figure 54.l.
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Figure 54.l—Blink frame format
The order of the fields of the blink frame shall conform to the order of the general MAC frame as illustrated in Figure 41.

7.2.2e.2.2 Blink frame MHR fields

The MHR for a blink frame shall contain the Frame Control field of one octet and the Sequence Number field. Depending on the value of the Sub Frame Type subfield, it may contain the Destination PAN Identifier field and/or the Source Address field.

In the Frame Control field, the Frame Type subfield shall contain the value that indicates a Multi-Purpose frame, as shown in Table 79, and the Sub Frame Type subfield shall contain one of the values that indicates a blink frame, as shown in Table 80.j.

The Sequence Number field shall be set to the current value of macDSN.

The Destination PAN Identifier field is only present in blink frames of sub frame types b010 and b011 as specified in Table 80.j. The Destination PAN Identifier field shall contain the PAN identifier of the intended recipient of the blink frame.

The Source Address field is only present in blink frames of sub frame types b001 and b011 as specified in Table 80.j. The Source Address field shall contain the extended MAC address of the device originating the blink frame.
7.2.2e.2.3 Blink Payload field

The Blink Payload field is an optional sequence of octets that the next higher layer has requested the MAC sublayer to transmit.
7.2.2e.3 CSL wake-up frame
7.2.2e.3.1 General

The CSL wake-up frame shall be formatted as illustrated in Figure 54.m
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Figure 54.m—Format of CSL wake-up frame

The order of the fields of the CSL wake-up frame shall conform to the order of the general MAC frame as illustrated in Figure 41.

7.2.2e.3.2 CSL wake-up frame MHR fields

The MHR for a CSL wake-up frame shall contain the Frame Control field, the Sequence Number field, the Destination PAN Identifier field, and the Destination Address field.

In the Frame Control field, the Frame Type subfield shall contain the value that indicates a Multi-Purpose frame, as shown in Table 79, and the Sub Frame Type subfield shall contain the value that indicates a CSL wake-up frame, as shown in Table 80.j.
The Sequence Number field shall be set to the current value of macDSN.

The addressing fields comprise destination addressing fields only. The Destination PAN Identifier field and the Destination Address field shall contain the PAN identifier and the short address of the intended receiver of the CSL wake-up frame.

7.2.2e.3.3 RZ Time field

The RZ Time field is 2 octets in length and specifies the rendezvous time, which is the expected length of time in units of 10 symbols between the beginning of the transmission of the current CSL Wakeup frame and the beginning of the transmission of a CSL payload frame. The RZ Time shall be set by the MAC sublayer as the CSL wake-up frames are constructed and transmitted back-to-back counting down to the payload frame transmission (See 7.5.6.7.x CSL Transmission section). The last CSL wake-up frame in a CSL wake-up sequence shall have the RZ Time field set to the value zero.

7.2.2e.4 TSCH data frame

7.2.2e.4.1 General

The TSCH data frames shall be formatted as illustrated in Figure 54.n
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Figure 54.n—Format of TSCH data frames
The order of the fields of the TSCH data frames shall conform to the order of the general MAC frame as illustrated in Figure 41.

7.2.2e.4.2 TSCH data frame MHR fields

The MHR for a TSCH data frame shall contain the Frame Control field and, depending on the subtype of the TSCH data frame, the Source Address field.
In the Frame Control field, the Frame Type subfield shall contain the value that indicates a Multi-Purpose frame, as shown in Table 79, and the Sub Frame Type subfield shall contain one of the values that indicate a TSCH data frame, as shown in Table 80.j.

The addressing fields comprise the Source Address field only. It is only present in frames of subtype TSCH data 2 as defined in Table 80.j. The Source Address field shall contain the short address of the transmitter.
7.2.2e.4.3 Data Payload field

The payload of a TSCH data frame shall contain the sequence of octets that the next higher layer has requested the MAC sublayer to transmit.
7.2.2e.4.4 FCS field

The FCS field is not present in TSCH data frames.
7.2.2f Information elements
7.2.2f.1 General
The general format of an information element is defined as illustrated in Figure 54.o:

	Octets: 1
	1
	0 … 255

	Element ID
	IE Payload Length
	IE Payload


Figure 54.o—General format of information elements

The Element ID field contains an identifier that uniquely identifies the information element. The allocation of Element IDs shall be as defined in Table 80.h. The Element ID field shall be set to one of the non-reserved values listed in Table 80.h.
Table 80.h—Element IDs

	Element ID Value
	Description
	Length of IE Payload
in octets

	0x00
	Tail
	0*

	0x01
	CSL Sync
	4

	0x02 – 0xFF
	Reserved
	


*Note: The Tail element does not contain the IE Payload Length and IE Payload fields. 
The IE Payload Length field defines the length of the IE Payload field in octets.

The IE Payload field contains the information of the element.
7.2.2f.2 Tail element

The Tail element (Tail IE) is used to terminate the information element list. It is the last information element in the information element list.
The format of the Tail element shall be as illustrated in Figure 54.p.

	Octets: 1

	Element ID


Figure 54.p—Format of Tail element (Tail IE)

The Element ID contains the identifier for the Tail element (Tail IE) as defined in Table 80.h.

The Tail element (Tail IE) does not contain the IE Payload Length field.

The Tail element (Tail IE) does not contain the IE Payload field.

7.2.2f.3 CSL Sync element
The CSL Sync element is used to …

The format of the CSL Sync element shall be as illustrated in Figure 54.q.

	Octets: 1
	1
	2
	2

	Element ID
	IE Payload Length
	CSL Phase
	CSL Period


Figure 54.q—Format of CSL Sync element

The Element ID contains the identifier for the CSL Sync element as defined in Table 80.h.

The IE Payload Length field is set to 4.
The CSL Phase field and the CSL Period field represent the CSL phase and period of the transmitting device of the frame. This information helps to eliminate or reduce the wake-up sequence for subsequent transmissions from the receiving device.

Change the second paragraph of clause 7.2.3 and Table 81 as follows:
7.2.3 Frame compatibility

Compatibility for secured frames is shown in Table 81, which identifies the security operating modes for IEEE Std 802.15.4-2003, Std 802.15.4-2006, and this standard.

Table 81—Frame compatibility between IEEE Std 802.15.4-2003, IEEE Std 802.15.4-2006, 
and this standard

	Frame Control field bit assignments
	Functionality

	Security enabled
b3
	Frame version
b13 b12
	

	0
	00
	No security. Frames are compatible between IEEE Std 802.15.4-2003 and this standard.

	0
	01
	No security. Frames are not compatible between IEEE Std 802.15.4-2003 and this standard, but are compatible between IEEE Std 802.15.4-2006 and this standard.

	0
	10
	No security. Frames are not compatible between IEEE Std 802.15.4-2003 or IEEE Std 802.15.4-2006 and this standard.

	1
	00
	Secured frame formatted according to IEEE Std 802.15.4-2003. This type of frame is not supported in this standard.

	1
	01
	Secured frame formatted according to IEEE Std 802.15.4-2006this standard.

	1
	10
	Secured frame formatted according to this standard.
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