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Interactive RFID Technology & the Internet of Things

Abstract: This paper has discussed the concept of “The Internet of Things”, and consider it is the key issue that how a wireless data communication could be built across a range up to 1000 meters at very low cost, with ultra low power consumption, and in a flexible & reliable way. Active RFID is believed to be the possible solution. The paper analyzes current active RFID technologies used today. A new technology of “Interactive RFID” is introduced to address the issue.
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1. TIT and Its Basic Requirements

We would consider TIT as the extension of Internet to every thing on the earth.. If the internet is characterized by network connection of PCs, then TIT is characterized by a wireless connection between PC and MCU with low cost and ultra low power consumption. 802.15.4f 

TIT should deal with following problems:：

_   “Who are you？”（Identification and authentication）；

· “Where are you？”（Location）；

· “How are you？”（Sensor data collection）；

· “What should you do ?，….”(Sending commands)。

While at the same time, following requirements must be met：

· Low cost

· Work on demands --- no RF signal is transmitted out when no needs。

· High integrated --very small size

· Ultra low power consumption—for long battery life。

· Both one-way and two-way communications- for data collection & remote control

· Long communication range --- up to 1000 meters – easy connection to the public net work

Obviously, TIT is an integration of different equipment & devices for data collection and data transfer, including Bar code, RFID, Sensors, handsets, public networks , computers and etc, ….。However, if we look inside TIT, we could find that meeting above requirements of short range wireless communication (SRWC) down from public network for a workable TIT become the key issue.

2. Active RFID

2.1. Active RFID is Engineers’ Hope for the Solution

Active RFID is a high integrated and low cost wireless communication device working in low duty cycle energy saving way, and consists of MCU and transceiver.  It is engineers’ hope that Active RFID could meet these SRWC requirements of TIT as stated in the “IEEE 802.15.4f Active RFID PAR Submittal from the RFID Study Group”:

“There is considerable demand for a globally available standard that includes, but is not limited to, the identified requirements:

· Ultra-low energy consumption (low duty cycle)

· Low PHY transmitter power

· Both one-way and two-way communications (simplex and duplex transmission)

· High tag density (large tag population of many thousands)

· Reader to tag and tag to tag (meshing) communication (unicast)

· One to many communication (multicast)

· Authentication

· Sensor integration

· Accurate location determination capability

· 100m read range

· Global availability (with our without licensing)

· Narrow bandwidth PHY channels less than 3MHz wide 

· Capable of avoiding, or operating in the presence of interference from other devices operating within the Active RFID’s frequency band of operation”

2.2. Active RFID Today in the Market

“Most active tags today in the market use a simplex (one-way) transmission scheme used for the sole purpose of determining location in order to reduce their energy consumption and have no congestion control mechanism for high density reads. Active RFID tags require the ability to provide bi-directional communications as well as ranging, and congestion control for high density reads using ultra-low power.  There are no international standards that meet this capability。”(See “IEEE 802.15.4f Active RFID PAR Submittal from the RFID Study Group”)

2.3. IRFID is the solution 

2.3.1 IRFID is the same as a regular active RFID in structure, but working in a different way. IRFID system usually consists of IRFID tag, IRFID reader and IRFID coordinator. The reader and the coordinator are connected to PC, but the coordinator can also work independently.1 See Figure1.
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IRFID has two basic statuses: periodically sleeping – listening (PSL) and temporarily working. In PSL status, only its internal clock (RC) is running in most of time, periodically IRFID wakes up and listens for a very short period of time (100 micro seconds or so) to see if there are possible message’s coming. If there are (RSSI > set limit), it will continue its listening to receive more information to make further judgment: and either to stop receiving invalid message or continue receiving the whole valid data package with right address. Otherwise (RSSI < set limit), it will go back to PSL status right away.2 See Figure 2a & Figure 2b
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IRFID’s working status is a high energy consuming and temporary status. It could be continuous transmitting or receiving message, talking with readers, running Zigbee stake for a short period of time, etc, … MCU of IRFID has been pre-programmed with different simple programs for different application purposes, such as for sensor data collection, identification and authentication, real time locating and even Zigbee stack etc, ….All the programs are numbered and defined with different operating parameters. In this way, IRFID becomes very flexible and could work for many different purposes2.

When there is a need for IRFID tag to work, IRFID coordinator will continuously transmit command signals back to back without gap to IRFID tag for a period of time, so that the tag could get the command information as soon as the tag wakes up. The command signal usually consists of program code number and the required operating parameters (Represented by digit values). The command can also be a very simple sign representing a pre-defined action. Once IRFID tag receives a command, It will switch to another channel to communicate with IRFID reader to avoiding channel conflict, and act accordingly. After the tag finishes its job, it will go back to PSL status.2 See Figure 3.
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By adding LNA & PA to IRFID (Transmitting power < 20 dBm), Its communication range could be extended to more than 1500 meters with DSSS gain while still maintain a very long battery life.

When dealing with high tag density, a simple working command will direct IRFID switching to work on different channels according to the last one or two digits of each tag’s ID. At the same time, as many as needed readers will work with different group of tags on the corresponding channels.1 See Figure 4. In the same way, a simple working command could also direct IRFID to work in different time frame according to the last one or two digits of each tag’s ID to reduce the chances of signal collision.1 See figure 5.   Our primary test has shown that one reader can handle at least 100 IRFID tags of random ID number within 2 seconds  without missing one tag.
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If the MCU is programmed with locating program, the tag will transmit a group of data packages at different transmitting power. And by analyzing the package error rate received by readers, the location of IRFID tag could be determined even in different size of working spaces.3  

3. Conclusion

After more than 6 years practices, IRFID has been proved to be a good solution to SRWC problems of TIT. IRFID meets all the requirements for a globally available standard as stated in “IEEE 802.15.4f Active RFID PAR Submittal from the RFID Study Group”.
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