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MAC Rejoin commands

Context
The following type of information is potentially needed in the frame:

· Network ID (if known)

· Type of network device is seeking to join

· Indication if joining or rejoining

· Capability information of the joining device (15.4 specifies capability information but we potentially also need additional information such as router or host, services offered)

· Security capabilities 

This information is required by the NHL so, rather than specify the values in 15.4, they will be provided like the beacon payload which is a MAC PIB value set by the higher layers to be included in the rejoin command payload.  The MAC then does not need knowledge of the payload fields; it just included them in the packet.

(Note - the text below is a proposed addition for IEEE 802.15.4e)

1. Use of a MAC commands frame requires updating of the existing command frame table (Table 82 page 149) to include new lines:

	Command Frame Identifier
	Command Name
	RFD Tx
	RFD Rx
	Subclause

	0x0A
	MAC Rejoin request
	X
	
	7.3.10

	0x0B
	MAC Rejoin response
	
	X
	7.3.11


2. A new item should be added to the MAC PIB (Table 86) as follows:

	Attribute
	Identifier
	Type
	Range
	Description
	Default

	macRejoinPayload
	0xXX
	Set of octets
	----
	The contents of the rejoin payload
	NULL


3. A new section 7.3.10 and 7.3.11 would need to be added as follows:

7.3.10 MAC Rejoin Request command

The rejoin request command allows a device to request rejoining with a PAN through the PAN coordinator or an FFD. 

An associated device that has lost contact with its PAN and wishes to rejoin with a PAN may send this command. A device shall only rejoin with a PAN through the PAN coordinator or an FFD, as determined through the scan procedure. 

All devices shall be capable of transmitting this command, although an RFD is not required to be capable of receiving it. 

The rejoin request command shall be formatted as illustrated in Figure XX.

	Octets (see 7.2.2.4)
	1
	1
	variable

	MHR fields
	Command Frame Identifier (see Table 82)
	Capability Information
	payload


7.3.10.1 MHR fields

The Source Addressing Mode subfield of the Frame Control field shall be set to three (64-bit extended addressing). The Destination Addressing Mode subfield shall be set to the same mode as indicated in the beacon frame to which the rejoin request command refers. 

The Frame Pending subfield of the Frame Control field shall be set to zero and ignored upon reception, and the Acknowledgment Request subfield shall be set to one.

The Destination PAN Identifier field shall contain the identifier of the PAN to which to rejoin. The Destination Address field shall contain the address from the beacon frame that was transmitted by the coordinator to which the rejoin request command is being sent. The Source PAN Identifier field shall contain the broadcast PAN identifier (i.e., 0xffff). The Source Address field shall contain the value of aExtendedAddress. 

The payload shall contain the set of octets from amacRejoinPayload
7.3.10.2 Capability Information field

The Capability Information field shall be formatted as illustrated in Figure XY.

	Bits: 0
	1
	2
	3
	4
	5
	6
	7

	Alternate PAN Coordinator
	Device type
	Power source
	Rx on when idle
	Reserved
	Rejoin
	Security capability
	Allocate address


The Alternate PAN Coordinator subfield is 1 bit in length and shall be set to one if the device is capable of becoming the PAN coordinator. Otherwise, the Alternate PAN Coordinator subfield shall be set to zero.

The Device Type subfield is 1 bit in length and shall be set to one if the device is an FFD. Otherwise, the Device Type subfield shall be set to zero to indicate an RFD.

The Power Source subfield is 1 bit in length and shall be set to one if the device is receiving power from the alternating current mains. Otherwise, the Power Source subfield shall be set to zero.

The Receiver On When Idle subfield is 1 bit in length and shall be set to one if the device does not disable its receiver to conserve power during idle periods. Otherwise, the Receiver On When Idle subfield shall be set to zero.

The Rejoin subfield is 1 bit in length and shall be set to one if the device is rejoining the network.

The Security Capability subfield is 1 bit in length and shall be set to one if the device is capable of sending and receiving cryptographically protected MAC frames as specified in 7.5.8.2; it shall be set to zero otherwise.

The Allocate Address subfield is 1 bit in length and shall be set to one if the device wishes the coordinator to allocate a 16-bit short address as a result of the association procedure. Otherwise, it shall be set to zero.

7.3.11 Rejoin response command

The rejoin response command allows the PAN coordinator or a coordinator to communicate the results of a rejoin attempt back to the device requesting rejoin.

This command shall be sent by the PAN coordinator or coordinator to a device that is currently trying to rejoin.

All devices shall be capable of receiving this command, although an RFD is not required to be capable of transmitting it.

The rejoin response command shall be formatted as illustrated in Figure XZ.

	Octets (see 7.2.2.4)
	1
	2
	1

	MHR fields
	Command Frame Identifier (see Table 82)
	Short Address
	Rejoin Status


7.3.2.1 MHR fields

The Destination Addressing Mode and Source Addressing Mode subfields of the Frame Control field shall each be set to three (i.e., 64-bit extended addressing).

The Frame Pending subfield of the Frame Control field shall be set to zero and ignored upon reception, and the Acknowledgment Request subfield shall be set to one.
The PAN ID Compression subfield of the Frame Control field shall be set to one. In accordance with this value of the PAN ID Compression subfield, the Destination PAN Identifier field shall contain the value of macPANId, while the Source PAN Identifier field shall be omitted. The Destination Address field shall contain the extended address of the device requesting association. The Source Address field shall contain the value of aExtendedAddress.

7.3.2.2 Short Address field

If the coordinator was not able to rejoin this device to its PAN, the Short Address field shall be set to 0xffff, and the Association Status field shall contain the reason for the failure. If the coordinator was able to rejoin the device to its PAN, this field shall contain the short address that the device may use in its communications on the PAN until it is disassociated.

A Short Address field value equal to 0xfffe shall indicate that the device has been successfully associated with a PAN, but has not been allocated a short address. In this case, the device shall communicate on the PAN using only its 64-bit extended address.

7.3.2.3 Association Status field

The Rejoin Status field shall contain one of the non-reserved values listed in Table XA.

	Rejoin Status
	Description

	0x00
	Rejoin successful

	0x01
	PAN at capacity

	0x02
	PAN access denied

	0x03 – 0x7f
	Reserved

	0x080 – 0xff
	Reserved for MAC primitive enumeration values
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