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IEEE 802.15.4e Overhead Reduction Subgroup conference call, April 2, 2009

1. Attn
Liang Li, Kris Pister, René Struik

2. Schedule towards Montreal

There are five full weeks till the upcoming IEEE 802 meeting, Montreal, Quebec, May 9-13, 2009. Objectives are as follows:

1) Provide sufficient editorial detail on how to implement overhead reduction proposal, pertaining to (a) formatting issues; (b) behavioral and processing details.

2) Coordinate this effort with other proposals, so as to unify/harmonize efforts to extent possible.

3. Discussion Frame Control Field format proposal (draft 09/233r2)

a) Discussion of short Frame Control Field (1-octet): 

Changes to 1-octet short FCF as suggested in Michael Bahr's Factory Automation proposal (08/572r0), so as to make this short FCF (sFCF) a more application-independent optimization, while accommodating several elements not present in that proposal, such as indications as to optional security, versioning, and pending frames. Intention is that with sFCF, addressing fields are always muted.

Notes: Participants recognized there has been no need to enlarge the set of frame types between 802.15.4-2003 and 802.15.4-2006, nor is this anticipated with current 802.15.4e proposals or with anticipated cases for 802.15nan (802.15.4g). Nevertheless, should this need arise, one can use bit b6 with the proposed sFCF to accommodate enlargement of the set of frame types.

b) Discussion of techniques for muting addressing fields:

Muting of destination and source addressing fields not sent over the air is indicated by using the currently (with 802.15.4-2006) reserved value of 0x01 with the destination and source addressing modes. 

c) Discussion of versioning:

Future versions of the standard (i.e., beyond 802.15.4-2006) are indicated by a "shifted" versioning field, thus allowing versioning info to be contained in the leftmost octet of the FCF and, thereby, also to be available if one uses the 1-octet sFCF. (With 802.15.4-2006, versioning info was contained in b12-b13 of the FCF, i.e., in the rightmost octet). 

Participants expressed unanimous consent on FCF proposal and suggested posting the document to the 802.15.4e email reflector, to allow wider discussion.

4. Discussion of reduction of other MAC overhead
A short discussion ensued as to what minimum header information is necessary with the secured ACK mechanism, e.g., can one always purge the DSN field present in the 802.15.4-2006 ACK. More generally than with ACK, optimistically, intention is that if one uses a sFCF, one would go all the way and suppress other MAC header information as well. Nevertheless, this seemed to require a little bit more study, with various options and impact on behavior clearly spelled out (so as to ensure stable behavior in all cases). Moreover, various proposals make different assumptions on latency between received frame and corresponding ACK or cluster ACKs in a "group ACK". Idea here is to facilitate the underlying desired behavior, while making sure one can use streamlined parsing and processing (i.e., a single security processing section and not one per application domain).

5. Next meeting

Next conference call will be Thu April 16, 2009. {Note: the current conf call times coincide with the 802.15.4g (nan) group calls. New collision avoidance time to be investigated…}

6. Action items

AI-1 (RS) Post FCF proposal (09/233r2). DONE.

AI-2 (RS) Quantify impact of imposing interdependencies between overhead reduction techniques (e.g., should sFCF imply that one mutes DSN field, addressing fields, and auxiliary security field in its entirety? What is impact on robustness, failure recovery? flexibility?). Cf. also Item #4 above.

{Added after conf call}
Welcome to Michael Bahr to the Overhead Reduction Subgroup!

IEEE 802.15.4e Overhead Reduction Subgroup conference call, April 16, 2009

1. Attn
Liang Li, Kris Pister, René Struik

2. Minutes of last conference call

The minutes of the previous conference call were approved.

3. Status outstanding action items

AI-1 The FCF proposal (09/233r2) was posted to the 802.15.4e email reflector. 
AI-2 A detailed analysis of imposing interdependencies between overhead reduction techniques is still pending and depends on more details re underlying assumptions of various proposals.
4. Acknowledgement mechanism

RS suggested he needed somewhat more details re the ACK mechanism, e.g., (1) description of how ACK is supposed to work (behavior), including time delay, what to do if not received, etc; (2) Short description of ACK payload field, if any. Some proposals (e.g., Factory Automation, EGTS, Low Energy) contain a so-called group acknowledgement, but the workings is somewhat unclear. KP was optimistic that the group ACK would work, no matter whether one believes this to be a useful concept.

With 802.15.4-2006, the ACK can be received any time within a superframe, i.e., up to 15 seconds (B0=15 parameter) after receipt of a frame. Upon LL’s suggestion to keep the secured ACK simple, RS suggested that processing would follow the same incoming/outgoing security processing as that used with all other frame types, the only difference being with respect to reconstruction of header information from muted frame fields at receipt.
5. AOB

RS reported that he was on the Factory Automation conf call earlier that day (April 16, 2009), where the FCF proposal (09/233r2) was discussed. During that call, some concern was expressed vis-à-vis (a) room for new frame types with the 1-octet sFCF field; (b) usurping addressing mode 0x01 for muted addresses; (c) re-aligning versioning information. RS suggested that he will work with Michael Bahr on these topics.

RS suggested he spent more time on mathematical and implementation aspects of the alternative crypto mode of operation he put forward at the IEEE 802 meeting, Vancouver, BC, March 9-13, 2009 (cf. document 08/828r5, Slides 16-18, Slide 20). The constructs is subject to independent cryptographic review. KP suggested he was interested in more details re interfaces and new functionality.
6. Action items

(RS) Solicit more detailed input on desired ACK behavior from different subgroups.

(RS) Provide initial draft on how to implement secured ACK mechanism.

(RS) Provide more details on interfaces security constructs, both with existing CCM* crypto mode of operation and with alternative mode of operation put forward.
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