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Tuesday, August 28, 2007, 8:00 AM to 5:00 PM
Chair: Stephen McCann
Recording secretary: Matthew Gast

Attendees
The following people were in attendance, shown with their affiliations:

· Stephen McCann, Nokia Siemens Networks GmbH & Co. KG
· Srini Sreemanthula, Nokia
· Matthew Gast, Trapeze Networks
· Necati Canpolat, Intel
· Hong Cheng, Panasonic Singapore Labs
· Lars Falk, TeliaSonera
· Dave Stephenson, Cisco
· George Bumiller, Research in Motion
Call to order and agenda

Meeting called to order on Tuesday, August 28, 2007 by Stephen McCann at 8:29 am Eastern European Summer Time (EEST).  The chair then reviewed the following topics from the agenda (11-07/2329r0):

· Policies and procedures

· IEEE patent policy.  The chair asked if the members in attendance were aware of the patent policy, and no negative responses were received.

· Affiliation FAQ

· Anti-trust policy

· IEEE ethics guidelines

· IEEE 802.11 policies & procedures

· Letters of assurance for patents
· The chair called for letters of assurance for essential patents and patent applications, and none were forthcoming.

· Several changes were made to the agenda, and they were approved as 11-07/2329r1.

3GPP
· They are defining an emergency call architecture in 3GPP TS 22.234 V8.1.0.  Section 5.3.5 assumes a specific NAI, which is potentially incompatible with the TGu emergency call architecture.  However, procedures it defines will be necessary to work with pre-TGu WLANs.

· IEEE 802.11 has received a liaison request from 3GPP SA1 noting the HESSID.

· Stephen McCann is investigating IEEE publication of P802.11u-D2.0 to allow for wide distribution to get feedback from external organizations; 3GPP is one of the most important organizations to seek review from.  The alternative is an expert review, which would only allow for review by approximately 10 individuals.
· In preparation for joint meeting with SA2, the group took document 11-07/2078r0, the July tutorial, and used it as a basis for 11-07/2348.
· Discussion of potential divergence in emergency services architecture because 3G systems require a centralized controller

· 3GPP needs to develop an architecture right now, and needs to have a user identifier.  The apparent path is to use IMSI@MCC/MNC as the emergency services NAI, which is compatible with the TGu public credentials architecture.

· Joint work on network selection is likely required.  RFC 4284 describes a trial and error method that requires a 3GPP terminal to try all potential networks to find something that works.  TGu advertisement mechanisms could make this process more efficient.
Editorial Comment Resolution

· Dave Stephenson, David Hunter, and Matthew Gast volunteered to assist the editor in proposing resolutions for editorial comments.

· One major task is to synchronize the TGu amendment with all other concurrent work.  This requires input from a working-group level editorial meeting.

· Within the editorial comments, there are many duplicates and only about 150 unique buckets

· Necati Canpolat will organize a conference call with the editorial team for the week of September 3 or September 10.

Technical Comment Resolution
The group used 11-07/2204r3 as the basis for its work.  Assessment began in the GAS category, with proposed resolutions labeled as comment group 3.

· CID bucket 25 (23 comments in spreadsheet).  This group refers to a problem with the specification.  The commenter is correct (see 7.3.2 first paragraph), but this requires extensive work to rewrite the draft.  Dave Stephenson volunteered to produce draft text.
· CID 709 (bucket 274).  This comment proposes a new frame type for GAS so that MAC implementations do not have to look inside Action frames to further determine if they are Interworkign action frames.  The group discussed the general issue: 
· GAS must work in state 1 over Action frames.  In state 3, non-AP STAs can send Data frames to the IS over a network protocol.  GAS is currently defined as pre-authentication data and therefore will not work in state 2.
· There is no reason to forbid running GAS over Action frames in state 3, though it is probably more efficient to send Data frames.

· Adopting the proposed comment resolution requires altering the state machine in clause 11.3 to allow Action frames in state 1.  This would require adding Action frames of category Interworking to the list under a)2)vii).
· MAC implementations can use the frame type bits to easily drop unwanted frames.  Legacy hardware may perform this filtering automatically.

· The choice for resolution for this comment is to change the state machine and redefine what frames are allowed in class 1, or to define a new frame type.  A new frame type is less disruptive, so we will counter this comment with the new frame type.  Therefore, we need a proposal that creates a new frame type called "Information" to be used in class 1.  Dave Stephenson volunteered to produce a proposal.
· Related comment CID 274 can be accepted, because it would change "state-1" to "unassociated states"

· Related CIDs 708 and 1663 are reassigned to bucket 274.

· CID bucket 198 (2 comments) – reassigned to editorial
· CID bucket 221 (2 comments) – commenter is requesting security analysis of the TGu mechanisms
· Potential concerns: There is no security on the information in transit, and DoS attacks are easy
· These concerns may be mitigated by the use of the unauthenticated bit in the MIH header.  APs are also free to implement rate control mechanisms that are out of scope of the normative draft.

· Proposed resolution: accept, and submission is required

· Srini Sreemanthula and Angelo Centonza volunteered to produce the submission
· CID bucket 298 – MIH primitives
· Dave Stephenson: The MAC can tell you about the link to one AP, but it can't tell you whether a STA is entering or leaving the network, which is the 802.21 trigger.  The SME needs to integrate lots of information to come to that conclusion.  Therefore, this comment is correct.
· Srini Sreemanthula: Figure 7 of 802.21-D7.1 shows primitives coming from MLME, which means that they must be supported in the 802.11 standard.

· Dave Stephenson: The figure is wrong.  This information must come from the SME, and therefore it is out of scope for the MLME.  802.11 also does not specify mobility management (BSS transitions).

· Dave Stephenson: The 802.21 LinkUp event is a (re)association.confirm primitive
· Matthew Gast: That indicates only an association, but the LinkUp primitive is used to indicate the connection is ready for data.  Association primitives do not involve cryptographic keying.

· Dave Stephenson: Then the LinkUp event is is MLME-setkeys.confirm.
· Srini Sreemanthula: Vendors implement the SME, but 802.21 requires that devices report standard indications for LinkUp and LinkDown.  These must be part of the MLME or there is no requirement to implement these events, and there is no continuity among different technologies.

· Necati Canpolat: The primitives must be available in a standardized way, and the SME does not do that.

· Matthew Gast: All SMEs have the LinkUp information.  We all know what LinkUp means, since it is used when the operating system indicates that a connection is available.  Can we have informative text that says "LinkUp means association request for first AP plus MLME-SetKeys if RSN is enabled"?
· Srini Sreemanthula: This requires that terminal vendors find out how the SME is implemented for every chipset.

· Dave Stephenson: What goes into a chipset reference design and the MLME specification are two different things.

· Srini Sreemanthula: Mobility into hot spots is another problem.  In a small network of 1 AP, higher layers need to get the indications faster because the shared coverage area between an AP and wide area network is smaller than the overlap between two wide area networks.
· Stephen McCann: Operators need to have information on micro-to-macro transitions so that they can collect LinkUp and LinkDown statistics to load balance between networks or add capacity.
· Matthew Gast & Necati Canpolat volunteered to perform further research
· Comment group 4 was assigned to the MIH primitives in clause 10.3.31.  This also includes rows 88-89, 163-164, and 196-211.
· Comment bucket 469

· Probe Request and response may be too far separated in time.  In the split MAC architecture, Probe Requests and Responses may need to traverse WAN connections.  That is why GAS defines frames rather than overloading the probe mechanisms.  Furthermore, the suggested remedy does not reduce the number of transmissions in the handshake.

· Proposed resolution: Reject, because the suggested remedy does not address the comment.

· Assigned to comment group 5.

· Comment bucket 470

· Proposed resolution for CID 470: Reject. GAS is an 802.11 protocol, and does not appear in 802.21.  

The next step in comment resolution was to look at comments and determine if the proposed resolution will be "easy" to resolve (either accepting the comment or writing the resolution into the comment) or "hard" (requiring a submission).
· CID 479: Easy.  This is a private network.

· CID 583: Easy.  Value not to be interpreted.

· CIDs 602, 621, 1215, 2045, 2084: Easy.  Refer to CID 25.

· CIDs 603, 622, 605, 624: Easy.  Will be addressed by CID bucket 25 proposal.
· CIDs 697, 705.  Easy.
· CIDs 708, 1663: Refer to bucket 274 See CID 709.

· CID 997, 2288: Easy

· CIDs 1276, 1282: Easy

· CIDs 1435, 1436: Hard, discussion required.

· CID 1520: Easy

· CID 1537: Easy

· CIDs 1486, 1538: Easy

· CIDs 1588, 2017: Easy.  The group decided that GAS was the way to get information, and the lower levels wouldn't need to handle the air interface.

· CIDs 1589, 2018, 1590, 2019: Moved to bucket 1588, classified as easy.

· CID 1667: Hard, need to check if the timeout value is in the MIB

· CIDs 1834, 2122: Medium.  Fix required, but can be put in comment resolution.

· CID 1913, 1914: Easy

· CID 1973, 1974, 1975, 1976, 1977, 1978, 1979, 1980, 1981: Medium

· CIDs 1983, 1984, 1985: Hard, requires submission for MIB counter definitions

· CIDs 2037, 2076: Medium.  If Native GAS must be advertised to advertise support for GAS, then the IE can be eliminated.
· CIDs 2041, 2080: Easy

· CIDs 1000, 2291: HESSID must be in scan request, since you may wish to move within a set of SSIDs.  On first association, the HESSID is not set.  Therefore, a "wildcard HESSID" is needed to match anything on first association.  GASCapability is not in the Probe Request, so it should not be in the MLME-Scan.request.  There is an open question on whether InterworkingCapability belongs in the MLME-Scan.request.  This item is medium.

· CID 2161: Medium, text required in comment resolution.

· CID 2141: Reclassified to new MIH category, medium difficulty. 
· CID 151: Easy, reclassified to MIH
· CID 168: Added to bucket 274.

· CID 1865: Easy

· CID 2163: Added to bucket 274

· CID 11: Easy

· CID 1704: Easy

· CID 733: Easy

· CID 988: Added to 2291 bucket.

· CID 930: Easy

· CID 683: Easy

· CID 879: Medium, see also bucket 221

· CID 1931: Easy

· CID 1345: Easy

· CID 684: Created bucket 683.  Easy

· CID 1933: Created bucket 1931.  Easy.

· CID 2328: Part of bucket 1588

· CID 1346: Medium

· CID 1934: Easy

· CIDs 271, 294, 396, 1031, 1347, 1623: Editorial

· CID 1625: Easy.  Can refer to the table in clause 7.

· CID 1936: Added to bucket 1930

· CID 2329: Added to bucket 1588
· CID 1627: Easy

· CID 1938: Added to bucket 1588

· CIDs 199, 295, 467, 882, 1395, 1399, 1023, 1449, 1450, 1451, 844, 1349, 1401, 1452, 1402, 1453, and 2131: Reclassified to MIH category.
The meeting recessed at 5:38 pm.

Wednesday, August 29, 2007, 8:30 AM to 5:00 PM
Chair: Stephen McCann
Recording secretary: Matthew Gast

Attendees

The following people were in attendance:

· Stephen McCann

· Srini Sreemanthula

· Matthew Gast

· Necati Canpolat

· Hong Cheng

· Lars Falk

· Dave Stephenson

· George Bumiller
· Zhaoji Xu, Nokia Siemens Networks

· Liu Hong, China Mobile

Call to order and agenda

Meeting called to order on Wednedsay, August 29, 2007 by Stephen McCann at 8:43 am Eastern European Summer Time (EEST).  After changes were made to the agenda, it was saved as 11-07/2329r2.

Comment Classification
The ad hoc group divided into smaller groups to work on classification of comment resolution difficulty.  In 11-07/2204r4, the comments were classified using the following categories:

· Easy = resolution written
· Medium = known resolution but more work is required
· Hard = submission required, extensive work

The ad hoc divided into several groups to perform the classfications.  These classifications were saved in 11-07/2204r5.
Emergency Services comment resolution
Comment group 6 was created for the emergency services comment resolutions.  The group discussed the following comments which had been classified as medium or hard:
· CID 585 – optional fields need type/length in MLME primitive

· Reject comment, since this describes an API and an API can have undefined parameters
· Best example: 10.3.24.2 (MLME-ADDTS.confirm), which has zero or more occurrences of fields like TCLAS processing

· Proposed resolution: Counter, and remove "(optional)" indication from optional fields in the MLME-EmergencyNetworks.response primitive and replace them with a note that there are "zero or more occurrences"

· Added to comment group 6

· CID 1568 – EASN usage

· Proposed resolution: Recommend accepting the comment, pending a submission

· Stephen McCann volunteered to produce a submission

· Added to comment group 6

· CID 1950 – MLME-EmergencyNetworks.request
· Timeout is also used by ADDTS.request

· Add EmergencyNetworksTimeout to the MLME-EmergencyNetworks.request

· Also need failure code for the MLME-EmergencyNetworks.confirm for TIMEOUT

· Added to comment group 6

· CID 1952 – changed to point to 1950
· Proposed resolution: Accept, add to comment group 6

· Comment bucket 2316 – emergency support with public credentials

· Necati Canpolat: There is emergency services signalling in HESSID

· Matthew Gast: There are three ways to fix this comment: (1) use a capability bit in the Interworking IE, (2) redesignate the ESO bit in the HESSID as "ES somewhere", and (3) use another network type code for ES public credentials

· Dave Stephenson: A GAS Native query returns only what has been configured.  If an AP is ES-capable but it is not configured, the native query will return no data.
· Srini Sreemanthula: If the ESO bit becomes ES capable, then how do you know whether it is ESO network or public credential case?

· Dave Stephenson: Look at the RSN.  If it is clear network with no RSN IE, then it is an ESO.  Otherwise, it refers to the public credential case.
· Matthew Gast: That does not work because the definition of Default SSID requires that it be transmitted
· Srini Sreemanthula: Page 34, line 4 says that the ESO SSID is returned by a native query.  However, if it is the Default SSID, why is this query necessary?  The information would already be known by the non-AP STA since it would be in the Beacon.

· Dave Stephenson: It is possible to configure a non-default SSID as ESO.  You would need to have to do a native query for multi-SSID operation to find the ESO SSID.

· Matthew Gast: Then you have to send a native query to every AP to find non-default SSIDs that are support emergency services.  That seems non-optimal and time consuming.  The HESSID only shows ES for the default SSID.
· Matthew Gast: It seems that we have two different types of "ESO" networks: a native query ESO and a HESSID ESO.  The text does not describe any difference between them, but there is obviously a difference in usage.
· Srini Sreemanthula: The network type in the HESSID applies to all SSIDs on the BSSID.  If ESO is set, it means all SSIDs on the BSSID are ESO capable, and that is not a useful deployment model.
· Matthew Gast: If there is a restriction on how these features can be deployed, then clause 11 should reflect that.

· Hong Cheng: This conversation indicates a need to split the network type from the HESSID.
· Dave Stephenson: We could remove the network type code from the HESSID and use it on a per-SSID basis.  The problem is that doing that would remove the "quick sort" capabilities from the HESSID because it would require many native queries.
· Matthew Gast: Native queries are only required for unique HESSIDs, so the problem may not be as bad as it first appears.

· Hong Cheng: Another alternative is for the HESSID type to instead mean "at least one of the SSIDs supports this feature" and then require a native query to learn which SSID specifically supports the feature

· Srini Sreemanthula: What if the bit indicates only that emergency services are available and a native query is required to figure out how?

· Matthew Gast: The ESO is sort of like legacy support for stations that aren't familiar with the TGu network selection enhancements.  If the legacy stations can't read the ESO bits in the HESSID, do we really need to bend over backwards to keep it?
· Stephen McCann: Doing a message walk-through as in the San Jose ad hoc would help to understand the call flow and which messages are strictly required.
· Fixes
· In table u2, row for ESO bit: change description to read: "The dfault SSID supports emeregency services only."  Remove the sentence about native queries.
· Strike the parenthetical "(Emergency Services Only on this SSID)" on page 26 line 4.

· Take bit 4 of interworking capabilities and make it "this AP supports emergency somehow"
· Need explanation in clause 11 of how to build networks, describing case #2
· Matthew Gast volunteered to research and produce a submission

· CID 1881 – EAS update indicators

· Srini Sreemanthula: Does the existing bit indicate support of EAS alerts, or the presence of outstanding alerts?

· Stephen McCann: The bit is meant to indicate the presence of alerts, not support of the system.
· Hong Cheng: It is not correct to have the indication of alerts in the interworking capability IE, since the bit may change frequently.
· Necati Canpolat: Does the EAS system use a pull model where the bit indicates that stations should fetch a message, or a push model, where the bit is used to indicate imminent delivery/

· Stephen McCann: It is built on a pull model to avoid flooding the network, but it may be necessary to have a "message waiting" indicator.
· Hong Cheng: If stations may fetch messages, we need a definition for an upper layer transport.

· Dave Stephenson: To indicate a waiting message, the protocol could use a field like the EDCA parameter field.  That uses a 4-bit field that increments modulo 16, so STAs have the ability to determine whether the parameters have changed.

· Srini Sreemanthula: It is necessary to develop a system that does not require extensive polling.

· Stephen McCann to produce submission, and Srini Sreemanthula volunteered to help.
· CID 867 – reject because this is an unimportant special case

· CID bucket 745 – Matthew Gast to produce submission

· CID 1898 – Submission required to preserve fast roaming with emergency call; Srini Sreemanthula volunteered to produce a submission.
· CID 570 – counter by reserving values 0-15.

· CID 78 – Reject, and explain in the resolution that we are automating UAM.  Computers are allowed to programmatically respond to UAM networks for automatic sign-on.
· CID 599 – Group would like to see a proposal from the commenter.  Until then, the comment will be rejected because the suggested remedy lacks detail.
· CID 2207 – Accept, and note that location can be locally available.
· CID 658 – Illustration in u33 addresses this comment.
· CID 2332 – Added to bucket 1568
GAS comment resolutions (comment group 8)
· CID 470 – Rejected because there is no "advertising bit" in the draft.  Furthermore, we do not need to define 802.21 frame formats because GAS is a transport for 802.21 frames.  We follow the example of 802.1X, which did not define detailed frame formats for EAP payloads.

· CIDs 476, 497 – Submission required; Stephen McCann suggested that the submission was straightforward enough that it could be produced by a regular TGu attendee unable to be present at the ad hoc.

· CIDs 477, 498: Rejected because the behavior is already specified

· CIDs 478, 499: Rejected because vendor specific extensions are widely supported in security and the 802.11k neighbor lists.

· CIDs 479, 500: Countered with an insertion into table u2 indicating that most corporate and residential networks are private.
· CID 879: Provisionally rejected until normative text is received, but not added to a comment group.
· CID 2131: Added reference to clause 11.10.1.3, which defines the GAS native protocol

· CID 1459, regarding elimination of multicast delivery method in GAS

· There are two forms of this comment: one is to remove GAS multicast delivery, and a second that requests that the multicast mechanism be converted to broadcast.
· The TG does not want to constrain future applications, so group delivery should remain.  Broadcast requires all STAs to parse every frame, and is inefficient.  Therefore, group delivery using multicast is appropriate.

· Dave Stephenson: GASTIM should be separate from DTIM because DTIM serves associated stations and GASTIM serves unassociated stations

· Proposed resolution: Reject
· CID 1003

· Matthew Gast: Is the initial response delay the same as the comeback response delay?  Do we need two MIB variables?

· Dave Stephenson: The use cases are not sufficiently different to require two distinct delays
· Stephen McCann suggested that the submission was straightforward enough that it could be produced by a regular TGu attendee unable to be present at the ad hoc.

· CID 90: Proposed resolution accepted by ad hoc group

· CID 2132: Proposed resolution accepted by ad hoc group

· CID 643

· GAS Native queries do not use the Comeback message types because there is no need to query a server in the DS for information.

· Srini Sreemanthula: There is only an initial response in native GAS, so multicast method is not needed, so there is a difference between native and non-native GAS
· A submission is required.  Dave Stephenson and Srini Sreemanthula volunteered to produce it.  The rewrite will have a native query mode, plus describe the unicast and multicast comeback mechanisms.

The meeting recessed at 5:49 pm
Thursday, August 30, 2007, 8:00 AM to 4:00 PM
Chair: Stephen McCann
Recording secretary: Matthew Gast

Attendees

The following people were in attendance:

· Stephen McCann

· Matthew Gast

· Dave Stephenson

· Necati Canpolat

· Srini Sreemanthula

· Hong Cheng

· Lars Falk

· George Bumiller

· Michael Williams, Nokia

Call to order and agenda

Meeting called to order on Thursday, August 30, 2007 by Stephen McCann at 11:00 am Eastern European Summer Time (EEST), following attendance at the 3GPP SA2 meeting.

3GPP SA2 joint meeting summary
· Several attendees from the ad hoc met with the 3GPP SA2 group.  There was no time on the agenda for a presentation by TGu, but the SA2 chair suggested that TGu be present at a face to face meeting next year.

HESSID discussion, bucket 2316
· Dave Stephenson: The draft can redefine ESO bit in HESSID network type as indicating some form of emergency networks, both for ESO and public credentials.  It appears to be too much of a constraint that all networks in the HESSID type field must be of the same type, so there should be a multiple network bit in the type field.

· Srini Sreemanthula: With multiple networks defined, the presence of the RSN IE does not mean there is no ESO network because a non-default SSID may exist in the multiple netwrok case.  If default SSID is not RSN capable, does it make sense to require native query?
· Matthew Gast: A multiple network bit uses the last bit in the network type field, so we should add a second octet to preserve future expansion.
· Proposal outline

· Redefine the ESO code in HESSID to indicate the presence of ES
· Add multiple network bit to HESSID

· Expand HESSID network type to two octets

· Discussion of interaction between types in annex P
· Matthew Gast volunteered to produce proposal

MIH interactions
In response to a question about synchronizing work between TGu and 802.21, Michael Williams suggested submitting comments in the 802.21 sponsor ballot.

Native GAS

· Dave Stephenson: Native GAS queries do not support network information.  It is a mechanism to offload information from the Beacon, and is best used to convey information that is accessed infrequently.  That way, it helps to avoid Beacon bloat.

· Michael Williams: Can a Native GAS query get information equivalent to 802.21 IS?

· Stephen McCann: No, native queries must be answered directly by the AP.

· Michael Williams: Is the information on emergency networks useful to the 802.21 IS?  If it is used in network selection, it should be in the IS.

· Srini Sreemanthula: Network selection queries are used only in choosing an SSID when there are no credentials.

802.21 primitives

· Dave Stephenson: 802.21 primitives do not map directly to 802.11 primitives, so 802.21 support will be handled through the SME.  The 802.21 chair wants a proposal to update the 802.21 draft with the 802.11 SME.

· Srini Sreemanthula: If TGu makes the decision not to support 802.21 primitives, 802.21 will make that standardization.  One major problem with that approach is that the SME SAP is not defined.

· Dave Stephenson: The 802.11 SME specification is out of scope for TGu because it is out of scope for the 802.11 working group.  The SME is an implementation consideration.  The specification describes the 802.11 MAC architecture, not necessarily how to implement it.
· Michael Williams: 802.11r changed the MLME.  TGu should also be able to change the MLME.

· Michael Williams: Table L2 in 802.21 draft 7.1 define the 802.21 primitive operations that must be supported.  Do these exist in 802.11?

· Matthew Gast: Yes, these operations exist, but there may not be the level of detail required by 802.11.

· Dave Stephenson: It is inconsistent with the primitives defined in 802.11.  LinkUp mean that 802.11 association has occurred, followed by a SetKeys primitive.  The SME needs to integrate those two primitives into a northbound primitive for the MIHF.

· Michael Williams: Some primitives exist already.  The table refers to MA-UNIDATA-STATUS.indication.  Does that mean the MIH SAP is split?

· Dave Stephenson: MIH does not require MLME or PLME support.  It is sufficient for the SME to create new primitives for MIH.

· Hong Cheng: In 802.11, the SME is assumed to do everything.  The SME can interact with other layers as needed through the protocol stack.  Nothing prevents putting the MIHF inside the SME.

· Stephen McCann: While it is possible to say that the MIH resides in the SME, how would this be written down?

· Dave Stephenson: The MLME does not generate LinkUp events, which would make MIH support incomplete.

· Hong Cheng: The MLME must define what LinkUp means.

· Dave Stephenson: The MLME events are Associate.confirm and SetKeys.confirm.  Those are not the LinkUp required by 802.21.
· Michael Williams: TGu is empowered to change the MAC, and can define new events.  LinkUp is the most important indication to provide to 802.21.
· Dave Stephenson: Defining new events are out of scope because the indication must come from the SME.

· Michael Williams: Missing elements in the MLME can be added.

· Dave Stephenson: These are not missing elements.  These events are provided by the SME.

· Hong Cheng: It is possible to push some SME information into the MLME.

· Dave Stephenson: The 802.11 working group will not agree.

· Stephen McCann: Putting this into the MLME is trying to standardize what has traditionally been vendor-specific logic.

· Matthew Gast: The MLME specification does not tell you how to move between access points, but it always works with products.

· Necati Canpolat: There are always subjective interpretations that can lead to interoperability problems.

· Matthew Gast: LinkUp is obvious.  It is how operating systems decide to display that a link is available.  LinkUp means Associate.confirm on an unencrypted network, or an Associate.confirm followed by SetKeys for an encrypted network.  There is no disagreement about what the operation means, just a question of how to write it down in the specification.
· Dave Stephenson: The 802.11 architecture only affects what occurs over the air, not what occurs inside a station.
· Michael Williams: Can 802.21 standardize the SME primitives that 802.11 must implement?

· Srini Sreemanthula: 802.11 needs to create the SAP that was promised to 802.21.  It can be out of the SME.  This interface is a "box" that reads 802.11 MLME events and sends primitives to 802.21.

· Hong Cheng: If it is done in the SME, then the text will appear in an informative annex.

· Dave Stephenson: L2 mobility management is not defined in normative 802.11 text.  There are lots of "link up" events as a station moves between APs, but they are hidden from the user by the driver as long as the station stays connected to the same SSID.  This layer 2 mobility management function is out of scope for 802.11.

· Stephen McCann: 802.16 has mobility management built in, but 802.11 does not.  That makes it easier to define some operations for 802.21.
· Dave Stephenson: This discussion is about implementation.  How are drivers sending events northbound?  Standardizing the interface requires that it become verifiable.

· Michael Williams: 802.11 primitives are not exactly implemented or verifiable.
· Srini Sreemanthula: What is a "link" in 802.21 terminology?

· Michael Williams: It is a media type and point of attachment.

· Dave Stephenson: Does the LinkGoingDown primitive apply to an AP, or a network of similarly-configured APs?

· Michael Williams: There should be separate events for the different scopes.

· Stephen McCann: Would it be better to call the primitives NetworkUp and NetworkDown?

· Michael Williams: If there is no conformance test for the MLME, why is it so hard to change?  It would not require changes to silicon or the code?

· Srini Sreemanthula: When a SAP is provided from lower layer, it must be normative in that lower layer.  This is normative text for 802.21, and it requires support from 802.21.  If the lower layer is informative, there is no way to ensure that 802.11 will support 802.21.

· Matthew Gast: RSN security in 802.11 had some MAC extensions (such as the MLME-SetKeys primitive), but the part that ties together the entire architecture was the SME.

· Michael Williams: The SME may work with several radio interfaces, not just 802.11.  Timing requirements for 802.21 require that events be made available outside just the driver, and therefore should be standardized.

· Srini Sreemanthla: If we look at each of the 802.21 primitives on a case-by-case basis, we can determine the type of support required.

· Dave Stephenson: All of the MIH primitives do not belong in the draft.
· Stephen McCann: Suggest that we do analysis of primitives for the September meeting.

· Dave Stephenson: Primitives must generate or receive frames over the air.  That makes them outside of the scope of the standard.  Find a counterexample.

· Matthew Gast: MLME-JOIN messages do not generate or receive anything over the air.

· Stephen McCann: 802.21 is asking for a message that creates state in the MAC.

· Hong Cheng: There is a subtle difference.  In the SAP, the MAC information is exported to SME, and we assume the SME keeps state.  SME has the information to decide what to instruct the MAC to do.  If the draft uses the SME to keep state in the MAC, the MLME must keep the same amount of info, or the group must define other SAPs to allow MLME to query the SME to know when to generate its own primitives.

Liaisons

· Carrier liaiason, George Bumiller (11-07/2267r1)
· 3GPP SA1 – AP secure identity

· Srini Sreemanthula: The HESSID is not the identifier that SA1 is searching for.  It is not unique or secure.

· Dave Stephenson: The HESSID takes a MAC from the set of BSSIDs that are identically configured, so it is globally unique.
· Dave Stephenson: Can we use 11w to protect the HESSID frame, or define an Action frame that verified HESSID?

· Matthew Gast: TGw protection only applies after association.  Action frames that verify the HESSID can only be exchanged after association, which means that the HESSID cannot be used securely for network selection.  It is better to define a GAS protocol with application security to verify the HESSID.  However, this is work is not within the scope of TGu.  The best approach seems to be to let SA1 use a Vendor-Specific IE that "signs" the contents with a HESSID, but that protocol is up to them to define.
· Response to liaison
· The HESSID meets requirements of uniqueness, but not security

· TGw considered many approaches before concluding that pre-4WHS security is hard

· If validation of the HESSID is important, there is a readily available extension point for use by 3GPP

· Stephen McCann to write response

· IEEE 802.1af – network selection
· This proposal does not work on 802.11 networks because it defines a new frame type.  The new frame type will only pass through APs after the 802.1X Controlled Port is unlocked.
· This proposal is not as extensible as GAS, and has no hooks for 802.21.
· Dave Stephenson volunteered to contact the author of the proposal and invite him to the next TGu meeting.
· We recommend delaying formal action until this is a real proposal that can be critiqued.
Upcoming teleconferences

· September 5: Scheduled to discuss SA1 and the information server.
· This liaison was discussed at the ad hoc, and is probably not needed.
· September 7: 802.21 information server follow-up

· Vivek Gupta, the chair of 802.21, has requested that this teleconference be cancelled
· Cancellation straw poll: 1 to cancel the 5th, 4 to cancel the 7th.  The teleconference of the 7th is cancelled.

· The chair will request agenda items for the teleconference on the 5th.  If no members have proposed agenda items, that teleconference will also be cancelled.

Preparation for September 2007 meeting
No new draft will be produced before the September meeting.  Any proposals should be produced against the Word version of P802.11u-D1.0, available in the private members area.
Agenda items for September 2007 meeting
· Dissemination of TGu draft to external groups
· Comment resolution

· Joint meeting with 802.21 on Wednesday morning
· Letter ballot in Hawaii?
· There was unanimous agreement that TGu will not be ready for a letter ballot at the end of the meeting.  Therefore, the agenda does not need to be carefully prepared to meet balloting rules.

· Liaisons

· Approve response to 3GPP SA1, to be written by Stephen McCann with assistance from Lars Falk and George Bumiller
· Approve cellular operator liason from George Bumiller
· Comment resolution

· Approve work of this ad hoc meeting
· Add support for MIH primitives

· Work expected from ad hoc

· Dave Stephenson
· CID bucket 25 and 274, GAS specification modifications (GAS and unassociated states and management frames)

· CID group 473, GAS response limitation

· CID group 476, GAS query fragment ID renaming

· CID 643, GAS delivery methods (with Srini Sreemanthula)

· Matthew Gast
· CID group 475, authentication types

· CID group 1074, usage of "non-AP STA" in Annex P
· CID 2316, emergency support in HESSID (with Hong Cheng)

· CID 1306, QoS on management frames

· CID group 298, MIH
· Lei Du & Fujio Watanabe
· CID group 550: synchronize TGu and TGy MIB tables related to regulatory materials
· Srini Sreemanthula
· CID 1989, Add EBR element to TGr RIC (with Amy Zhang)
· CID group 221 (with Angelo Centonza)
· Angelo Centonza
· CID group 897, GAS rate limiting

· Stephen McCann
· CID group 598, references

· CID group 1568, EAS notification
· CIDs 18 and 865, EAS transport (with Srini Sreemanthula)

· Colin Blanchard
· CID 723, 11r roaming definition

· Gabor Bajko

· CID group 552: ISO civic locations

· ETRI

· CID 1003: GAS response timers (with help from Dave Stephenson)

· "Easy" comment resolutions – look at easy comments and propose soluitons

· Lars Falk – GAS
· Huawei – ES

· LG, DoCoMo – QoS

· Colin Blanchard – SSPN

QoS Comment Resolution
· CID bucket 482

· Proposed resolution: Reject and request more detail from commenter

· Referred to original reference (11-06/268r1) about the feature being in scope

· Assigned to comment group 8

· CID 1306

· The standard states that management frames are transmitted at UP7, which indicates they are more important than everything else in the BSS.  This is generally true of association control, but not necessarily for Action frames.
· The intent of our resolution to this comment is to amend the base standard by allow interworking management frames (many of which are pre-association) to have lower priority.  The exception is that Action and Information frames should be sent at AC_BE, but allow critical association control messages to be sent at AC_VO.

· Hong Cheng: A submission is required to amend the first sentence of 9.1.3.1 on page 254 of 802.11-2007.

· Matthew Gast volunteered to come up with a presentation

· CID 1437

· Reclassified into bucket 1437 with 1454 and 1461

· Proposed resolution: Reject because TCLAS is not used when admission control is disabled.  QoS Map can provide DSCP-to-UP mapping regardless of the state of admission control.

· Information flow for ADDTS and QoS map procedures are different.  Adapting ADDTS and DELTS to QoS Map will require significant changes to functionality.
· Assigned to comment group 8

· CID 1822
· Proposed resolution: Amend the sentence to state that the HC will refuse TSPECs requesting higher data rates than are authorized in the interworking table.
· Assigned to comment group 8

· CID 1840

· Proposed resolution: Amend sentence to check dot11InterworkingServiceImplemented before sending at higher priority.

· Assigned to comment group 8

· CID 2025

· Dave Stephenson: Different SSPNs are required to be on different SSIDs, and mSSID provides cryptographic separation for broadcast domains
· Matthew Gast: This is a problem with mSSID in cleartext because there is no cryptographic or BSSID filtering.
· Dave Stephenson: That is correct, but cleartext mSSIDs are a small use case and doesn't warrant changing the text

SSPN Comment Resolution
· CID bucket 613

· Legacy STAs do not understand mSSID and therefore will not understand any key IDs other than 0-3

· Srini Sreemanthula: This limits number of SSIDs, unless you do unencrypted networks
· Matthew Gast: There is no BSSID filtering with cleartext mSSID, so you can't do mSSID with cleartext.

· Hong Cheng: The resolution to this comment needs to change Figure 8-15 and related text because the proposal only changes the GTK handshake, not the data frame.
· Matthew Gast: The data frame is changed, but the figure does not require changes.

· Srini Sreemanthula: The comment says that large numbers of decrypt failures can lead to deauthentication, and that would be a big problem for users.

· Matthew Gast: That is really only a worry for TKIP, but mSSID is only compatible with CCMP.  TKIP MIC failures trigger countermeasures, but CCMP is more robust and can discard failures without problem.

· Dave Stephenson: The ability to discard large numbers of decrypt failures has been a CCX requirement for many years.  This works in the field, and we should standardize what the industry has built.  It is an industry standard that decryption failures are not a problem.

· Hong Cheng: What happens when the STA fails decryption?  It might issue a group key handshake to AP to reuse the key.
· Dave Stephenson: The AP will probably rekey when required by the STA.  However, STAs built today can work with decrypt failures.  95% of WiFi silicon is CCX compatible, and have supported multiple SSIDs for years.

· Srini Sreemanthula: How does the STA separate mSSID decrypt errors versus real decrypt errors?  This might lead to thousands of decrypt errors.

· Dave Stephenson: There is no way to separate out the two types of errors, but in practice it is not a problem.
· Hong Cheng: Does mSSID work with TKIP?
· Matthew Gast: No, because the TKIP MPDU was not modified.

· Dave Stephenson: It was not designed for use with TKIP.
· Proposed resolution
· Remove sentence regarding reserved bits in clause 8.3.3.2 ("The reserved bits shall be set to 0 and shall be ignored on reception.") because there are no reserved bits left after allocating b0-b4 for extended key IDs.

· Diagram 8-15 in 802.11-2007 needs to be updated to reflect the usage of the reserved bits.  The correct diagram exists in the mSSID presentation, 11-06/1473r3.

· Dave Stephenson to follow up with Joe Salowey regarding comment buckets 613, 614 and 648 to propose resolutions.
· CID bucket 648

· CID 648 is resolved by the new figure from bucket 613

· Propose rejection for CID 1734 because multiple GTKSAs can be present on one BSSID.
The latest comment spreadsheet will be uploaded as 11-07/2204r7.

The meeting adjourned 6:00 pm.




Abstract


Minutes from the Task Group U ad hoc meeting held from August 27-30 in Helsinki, Finland.











Submission
page 16
Matthew Gast, Trapeze Networks

