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Introduction

The FBMS that is defined in 802.11v provides flexible delivery intervals for group addressed frames. This submission extends the FBMS to allow an AP to transmit group addressed frames as individually addressed frames to a requesting STA.

Rationales: 

· Enable different security methods for broadcast/multicast delivery for different clients for home, hotspot, and citywide

· Provide authenticity and integrity protection if clients are compliant with different protection methods and the lowest common method for broadcast/multicast traffic delivery within the BSS is open auth. For example, in hot spot or citywide deployment, most service announcement traffic is transmitted via broadcast, rouge AP can forge these information, generating DOS. 

· Enable reliable service

· Unicast is more reliable than multicast

· Enable aggressive client power scheme

· Client doesn’t need to wake up at DTIM or any FBMS intervals to receive multicast frames

Solution Summary: 

· STA advertise Directed Multicast Service (DMS) Capability

· Non-AP STA sends a request to specify traffic classes for the directed multicast traffic delivery

· AP may accept or reject the traffic class specified by the non-AP STA

· If the service is accepted by the AP, 

· AP shall transmit the requested group addressed (broadcast/multicast) traffic as the individual addressed (unicast) traffic to the requesting STA, and AP may still transmit the group addressed traffic for other STAs in the BSS as normal. 

· Other STAs will process group addressed traffic as normal.
· The requesting STA shall filter out group addressed frames that are transmitted as individually addressed frames.
Motion:
Move to include normative text in document 11-08/0050r0 into the TGv draft.

Mover:

Second: 

Results:

 Proposed normative text:

3 Definitions
TGv editor: Insert the following new definitions:

3.x1 directed multicast service (DMS): A service in which an AP transmits group addressed frames as individually addressed frames to a requesting non-AP STA. 

· Abbreviations and acronyms

TGv editor: Insert the following new acronyms:

DMS
Directed Multicast Service

DMSID
Directed Multicast Service Identifier

· Extended Capabilities information element

TGv editor: Insert the following rows into Table 35a:
	· Capabilities field

	Bit
	Information
	Notes

	<ANA>
	DMS
	When dot11MgmtOptionDMSEnabled is set to 1, the DMS bit is set to 1 to indicate that the STA supports DMS as described in 11.20.15. When dot11MgmtOptionDMSEnabled is set to 0, the DMS bit is set to 0 to indicate that the STA does not support DMS.


TGv editor: Change clause 7.3.2.71 and 7.3.2.72 as follows (the intent of this section is to use Microsoft Word’s “track changes” from the tools menu to convey the changes to be made): 

· FBMS Request element

The FBMS Request element defines information about the group addressed frames being requested by the non-AP STA. The format of FBMS Request element is shown in Figure v61. 
	
	
	
	
	One or more Request Sub-elements

	
	Element ID
	Length
	FBMS Token
	Request Sub-elements

	Octets:
	1
	1
	1
	variable

	· FBMS Request element format 


The Element ID field is set to the FBMS Request value in Table 26.

The Length field is set to 2+n, where n indicates the total length of all FBMS Sub-elements contained in the element.

The FBMS Token field contains a unique identifier for the FBMS Stream Set that is the set of FBMS sub-elements specified in the request. If this is a new request then the FBMS Token value is set to 0. Otherwise, the FBMS Token value is set to the value assigned by the AP in the FBMS Response element. The FBMS Token is fixed for the lifetime of the FBMS Stream Set.
The Request Sub-elements field contains one or more Request sub-elements described in Table v-x1:

	Table v-x1 Request Sub-elements

	Identifier
	Sub-element Name
	Length (in octets)

	1
	FBMS sub-element (see 7.3.2.71.1)
	5 to 254

	2
	DMS sub-element  (see 7.3.2.71.2)
	3 to 254

	0, 3-255
	Reserved
	


The FBMS Request element is included in FBMS Request frames, as described in 7.4.11.12. The use of the FBMS Request element and frames is described in 9.2.7.1 and 9.2.7.2.
7.3.2.71.1 FBMS sub-element 
The FBMS sub-element contains the requested FBMS delivery information. The format of the FBMS sub-element is shown in Figure v62. 
	
	
	
	
	
	One or more Optional TCLAS Elements
	

	
	Sub-element ID 
	Length
	Delivery Interval
	Multicast Rate
	TCLAS Elements
	TCLAS Processing Element (optional)

	Octets:
	1
	1
	1
	2
	variable
	3






Figure v62 -- FBMS Sub-element format 

The Sub-element ID field uniquely identifies this sub-element to be the FBMS sub-element. The value of this field is 1, as defined in Table v-x1
The value of the Length field is the sum of the lengths of the TCLAS element(s) plus 3 and the optional TCLAS Processing element, if present.

The Delivery Interval field defines the number of DTIMs that the stream is transmitted at. The default value is 1. The value set to 0 indicates that requesting Non-AP STA does not use the FBMS stream identified by the TCLAS elements anymore. 
The Multicast Rate field specifies the highest data rate, in 0.5 Mb/s units, at which the STA has received a multicast frame with a valid FCS during the measurement period. The Multicast Rate field is encoded with the MSB set to 1 to indicate that the data rate is in the basic rate set, and set to 0 to indicate that the data rate is not in the basic rate set. The remaining 15 bit value is multiplied by 0.5 Mb/s to indicate the data rate. If no value is provided by the STA, the Multicast Rate field is set to 0.

The TCLAS Elements field contains one or more TCLAS information elements to classify the group addressed stream as defined in 7.3.2.31.

The TCLAS Processing Element field is optionally present and defines how multiple TCLAS information elements are processed as defined in 7.3.2.33.

7.3.2.71.2 DMS sub-element 

The DMS sub-element contains the requested DMS stream information. The format of the DMS sub-element is shown in Figure v62a. 

	
	
	
	
	One or more Optional TCLAS Elements
	

	
	Sub-element ID 
	Length
	DMSID
	TCLAS Elements 
	TCLAS Processing Element (optional)

	Octets:
	1
	1
	1
	variable
	3






Figure v62a -- DMS Sub-element format 
The Sub-element ID contains the value for DMS sub-element as defined in Table v-x1. 

The value of the Length field is the sum of the lengths of the TCLAS element(s) plus 1 and the optional TCLAS Processing element, if present.

The DMSID field is assigned by the AP and provides a unique identifier for this stream within the BSS. The value of the DMSID field is set to 0 if the value of DMSID is not available when DMSID is included in the FBMS Request frame. 
· FBMS Response element

The FBMS Response element defines information about the group addressed status. The format of the FBMS Response element is shown in Figure v63. 
	
	
	
	
	One or more Status Sub-elements

	
	Element ID
	Length
	FBMS Token
	Status Sub-elements

	Octets:
	1
	1
	1
	variable

	· FBMS Response element format


The Element ID field is set to the FBMS Response value in Table 26.

The Length field is set to 1+n, where n indicates the total length of all FBMS Status Sub-elements contained in the element.

The FBMS Token field is assigned by the AP for a particular FBMS Stream Set. 
The Status Sub-elements field contains one or more Status sub-elements described in Table v-x2:

	Table v-x1 Status Sub-elements

	Identifier
	Sub-element Name
	Length (in octets)

	1
	FBMS Status sub-element (see 7.3.2.72.1)
	16

	2
	DMS Status sub-element  (see 7.3.2.72.2)
	5

	0,3-255
	Reserved
	


The FBMS Response element is included in FBMS Response frames, as described in 7.4.11.12. The use of the FBMS Response element and frames is described in 9.2.7.1 and 9.2.7.2.

7.3.2.72.1 FBMS Status sub-element 

The FBMS Status sub-element contains the status information for the requested FBMS stream. The format of the FBMS Status sub-element is shown in Figure v64.  

	
	
	
	
	
	
	
	
	
	

	
	Sub-element ID
	Length
	Element Status
	Delivery Interval
	FBMSID
	FBMS Counter 
	Multicast Rate
	Multicast Address
	Multicast Diagnostic Interval

	Octets:
	1
	1
	1
	1
	1
	1
	2
	6
	2





Figure v64 -- FBMS Status Sub-element format

The Sub-element ID field uniquely identifies this sub-element to be the FBMS Status sub-element. The value of this field is 1, as defined in Table v-x2. 
The value of the Length field is 14.

The Element Status field indicates the status of the AP responding to the STA's requested delivery interval, as indicated in Table v34.

	· Element Status Definition

	Value 
	Description

	0
	Accept

	1
	Deny, due to malformed request or ambiguous classifier.

	2
	Deny, due to lack of resources on AP.

	3
	Deny, due to requested classifier(s) matching 2 or more existing streams on different intervals

	4
	Deny, by policy, requested stream or filter is not permitted to participate in the service

	5
	Deny, reason unspecified

	6
	Override, due to existing stream with different delivery interval

	7
	Override, due to policy limits on AP.

	8
	Override, due to AP changed the delivery interval.

	9
	Override, due to AP multicast rate policy

	10
	Terminate, due to AP policy change

	11
	Terminate, due to lack of resources of AP

	12
	Terminate, due to other FBMS stream with higher priority

	13-255
	Reserved


The Delivery Interval field defines the minimum, integer number of DTIM periods between successive transmissions of frames for the stream corresponding to that FBMSID.

The FBMSID field is assigned by the AP and provides a unique identifier for this stream within the BSS.

The format of the FBMS Counter field is shown in Figure v60.
The Multicast Rate field specifies the data rate in 0.5 Mb/s units to be used for the multicast service. The Multicast Rate field is encoded with the MSB set to 1 to indicate that the data rate is in the basic rate set, and set to 0 to indicate that the data rate is not in the basic rate set. The remaining 15 bit value is multiplied by 0.5 Mb/s to indicate the data rate. If the value of the Multicast Rate field is set to 0 then the data rate is undefined.

The Multicast Address field specifies the multicast MAC address for the multicast service.

The Multicast Diagnostic Interval field specifies the maximum number of beacon intervals for which the STA keeps multicast service traffic counts, as described in 11.20.8.

7.3.2.72.2 DMS Status sub-element 

The DMS Status sub-element contains the status information for the requested DMS stream. The format of the DMS Status sub-element is shown in Figure v64a. 

	
	
	
	
	
	

	
	Sub-element ID 
	Length
	DMSID
	Element Status
	FBMSID (optional)

	Octets:
	1
	1
	1
	1
	1






Figure v62a -- DMS Status Sub-element format 
The Sub-element ID contains the value for DMS Status sub-element as defined in Table v-x2. 

The value of the Length field is set to 2 when the optional FBMSID field is not present and is set to 3 when the FBMSID field is present.

The DMSID field is assigned by the AP and provides a unique identifier for this stream within the BSS. 


The Element Status field indicates the status of the AP responding to the STA's requested stream, as indicated in Table v34.
The FBMSID field is assigned by the AP. This field is present only when the requested stream is also registered for  FBMS at the AP. 
TGv editor: Change 7.4.11.12 and 7.4.11.13 as follows (the intent of this section is to use Microsoft Word’s “track changes” from the tools menu to convey the changes to be made): 

· FBMS Request frame format

The FBMS Request frame is sent by a non-AP STA to the AP to request the specified FBMS or DMS and to propose delivery intervals or individually addressed delivery for a set of group addressed streams. The FBMS Request frame is also sent by a non-AP STA to request a modification to a previous FBMS Request. The format of the frame is shown in Figure v87.
	
	
	
	
	One or more FBMS Request elements

	
	Category
	Action
	Dialog Token
	FBMS Request Elements

	Octets:
	1
	1
	1
	variable

	· FBMS Request frame format


The Category field is set to the value indicating the Wireless Network Management category, as specified in Table 24 in 7.3.1.11.

The Action field is set to the value indicating FBMS Request frame, as specified in Table v41 in 7.4.11.  
The Dialog Token field is set to a nonzero value that is unique among the FBMS Request frame sent to each destination MAC address for which a corresponding FBMS Report frame has not been received.

The FBMS Request Elements field indicates the group addressed traffic streams that are requested by the non-AP STA. The FBMS Request Elements field contains one or more FBMS Request elements, described in 7.3.2.71.

· FBMS Response frame format

The FBMS Response frame is sent by an AP in response to an FBMS Request frame, or sent by the AP to the STA to instruct the non-AP STA to change the delivery interval, data rate or DMS. The format of the frame is shown in Figure v88.
	
	
	
	
	One or more FBMS Response elements

	
	Category
	Action
	Dialog Token
	FBMS Response Elements

	Octets:
	1
	1
	1
	variable

	· FBMS Response frame format


The Category field is set to the value indicating the Wireless Network Management category, as specified in Table 24 in 7.3.1.11.

The Action field is set to the value indicating FBMS Response frame, as specified in Table v41 in 7.4.11.  
The Dialog Token field is set to the nonzero value received in the FBMS Request frame to identify the request/response transaction. If an FBMS Response frame is being transmitted, but not in response to an FBMS Request frame, the Dialog Token field is set to zero.

The FBMS Response Elements indicates the group addressed traffic streams that the AP supports and the corresponding delivery intervals. The FBMS Response Elements field contains one or more FBMS Response elements, described in 7.3.2.72.

TGv editor: Change 9.2.7 as follows (the intent of this section is to use Microsoft Word’s “track changes” from the tools menu to convey the changes to be made):
· Broadcast and multicast MPDU transfer procedure

Add the following subclause title immediately after the title of 9.2.7:

9.2.7.1 General Procedure
TGv editor: Insert new title and change paragraphs in 9.2.7 as follows:

9.2.7.2 FBMS Procedure 

Using FBMS, a non-AP STA need not wake up at every DTIM interval in order to receive broadcast/multicast frames. 

An AP supporting FBMS indicates its support by using the Extended Capabilities information element when dot11WirelessManagementImplemented is set to true. A STA that has a value of true for the MIB attribute dot11MgmtOptionFBMSEnabled is defined as a STA that supports FBMS and indicates this support by setting the dot11MgmtOptionFBMSEnabled bit of the Extended Capabilities element to 1 in transmitted Beacon, Association Request, Association Response, Reassociation Request, Reassociation Response, Probe Request and Probe Response frames. 

A non-AP STA may request use of FBMS by sending an FBMS Request frame that includes the requested FBMS Sub-elements. The STA identifies all streams to the AP using FBMS Sub-elements. This is a declaration of all group addressed streams which the STA requests to receive at an alternate delivery interval. For each stream, the STA requests a delivery interval for the requested FBMS sub-element. The AP can adopt the proposed delivery interval or provide an alternate delivery interval for the stream. A status value of Accept shall be transmitted by the AP when the requested delivery interval is supported by the AP. A status value of Deny shall be transmitted by the AP when the AP denies the STA’s requested delivery interval and TCLAS completely. A status value of Override shall be transmitted by the AP when the AP denies the requested delivery interval but can support an alternate delivery interval for the requested TCLAS. If the STA accepts the FBMS Response, the STA shall make sure it is awake for the next DTIM beacon so that the STA can synchronize with the FBMS Current Count for the requested FBMS Stream. If the STA does not accept this overridden rate, then the STA shall send a new FBMS request element with all other accepted TCLAS elements included and the particular overridden TCLAS Element removed, provided that at least one TCLAS element is included in the FBMS request. If no TCLAS elements are remaining in the FBMS request, the STA shall send an FBMS Request with zero FBMS sub-elements. 

The FBMS delivery interval shall be an integer multiple of the DTIM period. If the AP denies the usage of FBMS for a particular traffic stream, the default delivery interval for the stream applies.

The AP shall support from one to eight different FBMS Streams with different delivery intervals. Corresponding to these eight delivery intervals are eight FBMS counters. Each counter decrements once per DTIM beacon and when the counter reaches zero, buffered group addressed frames assigned to that particular interval are scheduled for delivery immediately following the next Beacon frame containing the DTIM transmission. Upon expiry, the AP shall schedule for transmission any frames present for group addressed streams assigned to that interval. Upon request from the STA, an AP shall assign group addressed streams to a particular ID (the FBMSID), shall negotiate the Delivery Interval and shall assign a counter (the FBMS Counter ID) using the FBMS Status sub-element.

An AP uses the FBMS Descriptor element in Beacon frames to indicate the FBMS streams of buffered group addressed frames. The FBMS Descriptor element for a non-transmitted BSSID shall be included in the Multiple BSSID element sent in a Beacon frame. 

A non-AP STA may indicate that it is no longer using an FBMS Sub-element by transmitting an FBMS Request frame without that FBMS Sub-element contained in it or transmitting an FBMS Request frame including that FBMS Sub-element for which the delivery interval is set to 0. When an AP receives an FBMS request from a non-AP STA that no longer requests a specific FBMS Sub-element, the AP shall send an FBMS response frame with the FBMS Sub-element status field value set to 1 (accept).

If an AP receives an FBMS Request for an FBMS stream which has already been assigned to a particular delivery interval (and FBMS Counter ID), the AP may adjust the corresponding FBMS Counter Current Count bit-field in the FBMS Descriptor element to align the transmission time of the FBMS stream to the transmission time of other FBMS streams that the STA is already receiving. The AP accomplishes this by changing the Current Count bit-field value. When an FBMS Stream is active, the Current Count value for that FBMS Stream is decremented by 1 for each Beacon frame the Current Count bit-field appears in. To reschedule when the FBMS Stream is transmitted, and notify the STA using that FBMS Stream, the AP shall keep the Current Count value the same across two consecutive Beacon frames in which the Current Count bit-field appears. The algorithm by which the AP chooses to align or offset the different FBMS counters is unspecified.

The AP may update the Delivery Interval field for an FBMSID by sending an unsolicited FBMS Response frame to the appropriate group address for the stream with updated Delivery Interval field when the Current Count bit-field value reaches zero. The AP resumes default (non-FBMS) transmission rules for the stream by sending an unsolicited FBMS Response frame to the appropriate group address with Delivery Interval set to 0 and the Element Status set to “terminate”.

TGv Editor: Add the following subclause after 9.2.7.2:

9.2.7.3 DMS Procedure

The Directed Multicast Service (DMS) is a service that may be provided by an AP to its associated STAs which support the DMS service, where the AP transmit group addressed MSDUs and management frames as individually addressed MSDUs and management frames for the requested frames. A STA supporting use of DMS shall indicate it by using the Extended Capabilities information element. 

A STA supporting DMS indicates its support by using the Extended Capabilities information element when dot11WirelessManagementImplemented is set to true. A STA that has a value of true for the MIB attribute dot11MgmtOptionDMSEnabled is defined as a STA that supports DMS and indicates this support by setting the DMS bit of the Extended Capabilities element to 1 in transmitted Beacon, Association Request, Association Response, Reassociation Request, Reassociation Response, and Probe Response frames. 

A non-AP STA may request use of DMS by sending an FBMS Request frame with an FBMS Request element that includes one or more DMS Sub-elements. The non-AP STA identifies all DMS frames to the AP using DMS sub-elements. This is a declaration of all group addressed frames which the STA requests to receive as individually addressed frames.

Upon receipt of an FBMS Request frame from a non-AP STA with an FBMS Request element that includes DMS sub-elements, the AP shall respond with an FBMS Response frame with an FBMS Response element including DMS Status sub-elements. A status value of “Accept” shall be set in the corresponding Element Status field of the DMS Status Sub-element in the FBMS Response frame when the AP accepts the DMS request for the requested frames. A status value of “Deny” shall be set in the corresponding Element Status field of the DMS Status Sub-element Status in the FBMS Response frame when the AP denies the DMS request for the requested frames.  A DMSID shall be assigned by the AP upon receipt of request from the non-AP STA. If the AP and non-AP STA support both FBMS and DMS and the requested frames is also registered for FBMS delivery at the AP, the AP shall include corresponding FBMSID value in the DMS Status Sub-element and the corresponding FBMS Status Sub-elements in the FBMS Response element of the FBMS Response frame. 

If the DMS request is accepted by the AP, the AP shall send the requested group addressed frames as individually addressed frames to the requesting STA. The AP shall still transmit the requested DMS frames as group addressed frames (see 9.2.7.1 and 9.2.7.2) if at least one associated STA does not request DMS for these frames.  The requesting STA shall filter out group addressed frames that are transmitted as individually addressed frames. 
A non-AP STA may request removal of the requested DMS by sending an FBMS Request frame with an FBMS Request element that includes the DMS sub-element with the Length field set to 1 and the DMSID field set to the DMSID value of the requesting removal frames. Upon receipt of a FBMS Request frame from a non-AP STA including DMS sub-elements with the Length field set to 1 and the DMSID field set to the DMSID value of the requesting removal frames, the AP shall send an FBMS response frame with the DMS Sub-element status field value set to 1 (accept) and terminate individually addressed frame delivery for the requested group addressed frames identified by the DMSID for the requesting non-AP STA. 

The AP may send an unsolicited FBMS Response frame at anytime to cancel a DMS by including the DMSID and a status value of “terminate” in the Element Status field of the DMS sub-element. 
Insert the following rows to A.4.14
A.4.14 Wireless Network Management extensions
	Item
	Protocol Capability
	References
	Status
	Support

	WNM15
	DMS
	9.7.2.3; 
7.3.2.71;7.3.2.72; 7.4.11.12;7.4.11.13 
	CFv:O
	Yes, No, N/A


Annex D

Insert the following entries at the end of the Dot11WirelessMgmtOptionsEntry sequence list:

Dot11WirelessMgmtOptionsEntry ::=

SEQUENCE {

dot11MgmtOptionPresenceEnabledTruthValue,

dot11MgmtOptionFBMSImplementedTruthValue,

dot11MgmtOptionFBMSEnabledTruthValue,

dot11MgmtOptionEventsEnabledTruthValue,

dot11MgmtOptionDiagnosticsEnabledTruthValue,

dot11MgmtOptionMultiBSSIDImplementedTruthValue,

dot11MgmtOptionMultiBSSIDEnabledTruthValue,

dot11MgmtOptionTFSImplementedTruthValue,

dot11MgmtOptionTFSEnabledTruthValue, dot11MgmtOptionSleepModeImplementedTruthValue,

dot11MgmtOptionSleepModeEnabled TruthValue,

dot11MgmtOptionTIMBroadcastImplemented
 TruthValue,

dot11MgmtOptionTIMBroadcastEnabled TruthValue,

dot11MgmtOptionProxyARPEnabled TruthValue,

dot11MgmtOptionBSSTransitionEnabled TruthValue,

dot11MgmtOptionDMSImplemented
TruthValue,

dot11MgmtOptionDMSEnabled
TruthValue}
On page 155, as part of Dot11WirelessMgmtOptionsEntry, add the followingMIB objects:
dot11MgmtOptionDMSImplemented OBJECT-TYPE

          SYNTAX TruthValue

          MAX-ACCESS read-only

          STATUS current

          DESCRIPTION

"This attribute, when TRUE, indicates that the station implementation is capable of supporting DMS when dot11WirelessManagementImplemented is TRUE.

The default value of this attribute is FALSE."

          ::= { dot11WirelessMgmtOptionsEntry 16 }

dot11MgmtOptionDMSEnabled OBJECT-TYPE

          SYNTAX TruthValue

          MAX-ACCESS read-write

          STATUS current

          DESCRIPTION

"This attribute, when TRUE, indicates that DMS is enabled. DMS is disabled otherwise.

The default value of this attribute is FALSE."

          ::= { dot11WirelessMgmtOptionsEntry 17 }
Abstract


This submission contains the normative text to extend the FBMS for a Directed Multicast Service which allows an AP to transmit group addressed frames as individually addressed frames to a requesting STA.   





This submission provides comment resolution for CID#503 (LB#123). 
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