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Executive Summary

1 Introduction
1.1 Terminology
AIML
Artificial Intelligence/Machine Learning

CSI
Channel State Information

DL
Downlink

UHR
Ultra High Reliability

UL
Uplink
1.2 Background information
1.3 Technical Report Overview
2 AIML use cases for IEEE 802.11

2.1 General
The AIML TIG has identified in its technical report two categories of use cases for WLAN in the area of AIML [1] . In the first category, it is explored how WLAN can efficiently enable and support AIML algorithms that need data across the whole or part of the network and make AIML models available to the IEEE 802.11 devices within the network. One use case has been identified for this category. In the second category, it is explored how AIML-based methods may be leveraged to improve the performance of various operations or layers in WLANs. Four use cases have been identified for this category. Additional use cases for AIML in these categories and additional study results for the use cases described in [1] are described below.  

2.2 Use case that enables AIML in WLAN
2.2.1 Use case 1: 

2.2.1.1 Use case description

2.2.1.2 KPIs

2.2.1.3 Requirements
2.2.1.4 Technical Feasibility Analysis 

2.2.1.4.1 Standards Impact

2.2.1.4.2 Technical feasibility

2.3 Use cases that leverage AIML to enhance WLAN performance
2.3.1  Use case 2: AIML-enhanced PHY Operational Parameter Recommendations
2.3.1.1 Use case description 
In a typical WLAN environment, STAs operate under various conditions influencing their energy consumption and network performance. Examples of such conditions include the STA’s capabilities, the current usage scenario (e.g., idle vs. active with background traffic vs. having active audio/video traffic), the coverage area, the motion state, the current network load, as well as regulatory constraints. Each of these factors plays a crucial role in determining the most effective PHY settings for energy efficiency and performance optimization.

Under the current IEEE 802.11 standard, APs can influence the STA’s PHY parameter selection, for instance setting upper and lower limits on the transmission power, which is done to ensure compliance with regulatory requirements as well as managing network interference.
Despite this, the ultimate decision on which parameters to employ for transmission lies with the STA, which makes this decision based on a set of criteria established by its specific implementation, allowing it to adapt to its unique needs and operational context.

The AIML PHY Operational Parameter Recommendations use case leverages the dynamic capabilities of AIML alllowing APs to assist STAs in dynamically and proactively selecting the optimal PHY parameters. These recommendations are based on the current conditions within the Basic Service Set (BSS) and Extended Service Set (ESS), such as network load and uplink quality, which the AP monitors as the receiving end of the STA transmissions. The information, not typically available to STAs, allows the AP to offer insights that can lead to more informed decision-making by the STA. When technologies like beamforming, MU-MIMO or OFDMA are being used, a STA PHY parameters change can impact also other STAs in the same BSS. In these scenarios, the AIML functionality can predict the impact of such changes and help the STA avoid disrupting changes and/or prepare other STA that may impacted to it.  
Also, STA’s usage scenarios such as transitioning between sleep and active states dictate the selection of PHY parameters; in power-saving modes, STAs usually prioritize energy efficiency, whereas in performance-critical scenarios, maintaining high throughput and low latency is paramount. In such instances, predicting the impact of any changes to PHY parameters before their implementation helps minimizing the potential performance degradation.

On the other hand, the dynamic adjustment of PHY parameters plays a role in preserving the privacy of STAs, as unique sets of parameters can be used to fingerprint devices and therefore identify them unwittingly. One of the key privacy-enhancement strategies involves TX power randomization, which is designed to obfuscate the STA's identity and make it more challenging for unauthorized entities to track device activities through signal fingerprinting across EDP (Enhanced Data Privacy) epochs. This is particularly true in the context of the privacy-enhancement features discussed within the IEEE 802.11bi task group.
Given these complexities, there is a clear need for a mechanism where the AP proactively assists STAs in updating their PHY parameters. Such a mechanism enables the STAs to dynamically adjust their settings in real-time, accommodating the fluctuating conditions of the network environment. This proactive assistance ensures that STAs can maintain optimal performance and energy efficiency, aligning with both their immediate operational needs as well as infra-level performance optimizations.
2.3.1.2 KPIs

The KPIs considered in this use case are proposed as follows:

· Energy Efficiency: 
· Reduction in power usage by STAs.
· Link Quality:
· Maintenance of acceptable link quality as defined by user-specified metrics such as retry rates and latency.
· Privacy:
· Reduction of the likeliness of STA identification across IEEE 802.11bi EDP epochs.
2.3.1.3 Requirements
The following potential features can be analyzed in this use case:

· Collection of reliable link statistics to inform recommendations.

· Capability of STAs to process and apply recommended PHY parameters.

· Integration of an AIML engine at the AP to generate parameter recommendations.
2.3.1.4 Technical Feasibility Analysis
The feasibility of this use case hinges on the availability of comprehensive link statistics and the capability of the AIML algorithms to process such data to generate accurate recommendations. The AP's ability to consider current BSS status and receiver-side statistics is crucial for recommendation accuracy.
2.3.1.4.1 Standard Impact

This use case requires extensions to existing spectrum management protocols, such as the addition of flags in dot11SpectrumManagement to advertise AP capabilities for PHY recommendations. It also necessitates defining new message formats for STA request and AP response interactions.
2.3.1.4.2 Technical feasibility
Depending on the specific implementation, the AIML capabilities can be either handled on each individual AP or managed by a central controller; the entity managing the model training would require sufficient computation capabilities to train and execute the implemented model.
The accuracy and longevity of recommendations are expected to improve with prolonged connectivity and stable link conditions.
2.3.1.5 Privacy Considerations

Simulations analyzing the effectiveness of frame anonymization techniques ([2] , [3] ) showed that Randomized and Changing MAC (RCM) alone is insufficient for protecting STA identities.
This is because various PHY and MAC features can still create a device’s fingerprint, enabling adversaries to de-randomize and track STAs across epoch boundaries.
To address this, the IEEE 802.11bi Task Group ([4] ) has discussed the concept of PHY parameter randomization, which aims to enhance privacy by altering the STA’s RF fingerprinting across Enhanced Data Privacy (EDP) epochs.
The "AIML PHY Operational Parameter Recommendations" use case provides a means to implement this privacy-enhancing feature. It also tackles concerns related to performance impacts, such as those arising from excessive power reduction, while ensuring optimal energy efficiency.
Conclusions and Recommendations
2.4 Conclusions
2.5 Recommendations
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This document contains the first technical report of the IEEE 802.11 AIML SC.





R0: initial outline


R1: added use case 2: PHY operational parameter recommendations use case
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