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Abstract
This document discusses various REVme/D3.0 LB273 comments and proposes resolutions to them:
CID 4064, 4066, 4067, 4068, 4070, 4071, 4075, 4254, 4266, 4273, 4315.
Meaning of highlighting color: to be prepared, not yet ready for discussion, ready for discussion, ready for motion.





REVme/D3.0 LB273 CID 4064 (MAC)

Clause: 9.3.2.2.3 (P688 L31)
Comment:
The way different A-MSDU subframe header options have been defined and are now described is very likely to result in differing interpretations and interoperability issues. In fact, there have already been at least three different ways of implementing the mesh A-MSDU subframe header and none of those different implementations are compatible with each other.

The issue comes from the way the Length field is described. In the original A-MSDU subframe header, the A-MSDU subframe header was defined to use the order and bits as they are in IEEE 802.3 frame format. That description is still in the current REVme/D3.0 (P687 L61). However, the other A-MSDU subframe types do not use that description. Instead, they describe the fields without any reference to IEEE 802.3. This is problematic since there is an easy to miss difference in conventions on how integer fields are encoded between 802.3 (big endian) and 802.11 (little endian). As such, even though there is no obvious difference between 9.3.2.2.2 and the following subclauses, the Length field is big endian only in 9.3.2.2.2 while it is little endian (due to 802.11 conventions) in 9.3.2.2.3-9.3.2.2.5. In addition to this, there is a difference in how the Length field value is determined for the mesh A-MSDU subframe due to the extra Mesh Control field not being included in the count. That detail has apparently also been missed in some implementations.

It is not clear to me whether the IEEE 802.11s design for mesh A-MSDU subframe changed the byte order on purpose or whether that was an accident. Similarly, the Short A-MSDU subframe could have easily used either byte order. The Dynamic A-MSDU subframe case is slightly different since it actually splits the two octet field into three separate fields and as such, seems to be more consistent with the 802.11 conventions. In any case, these definitions have been there in the published standard (and in the case of mesh, have been there for over ten years). While it might have been reasonable to change the definition to use same byte order for all variants rather than potential implementations, it might be too late to do that now. However, at minimum, we should clearly highlight this easily missed, but important, difference.

Proposed Change:
Add the following note at P688 L32 immediately following the description of the Length field for the mesh A-MSDU subframe: "NOTE--The byte order of the Length field is little endian in a mesh Data frame which is different from the non mesh Data frame case. Furthermore, the Mesh Control field following the Length field is not included in the length."

Proposed Resolution:
REVISED – Incorporate changes under the “Proposed changes for CID 4064” section of <this doc>. This matches the changes proposed in the comment.
Discussion

A-MSDU subframe header encoding was originally defined as follows:
9.3.2.2.2 Basic A-MSDU subframe format 
The structure of a Basic A-MSDU subframe when not in a mesh Data frame is shown in Figure 9-115 (Basic A-MSDU subframe structure when not in a mesh Data frame). 
[image: ]

The A-MSDU subframe header contains three fields: DA, SA, and Length. The order of these fields and the bits within these fields are the same as the IEEE 802.3TM frame format. The DA and SA fields of the A-MSDU subframe header contain the values passed in the MA-UNITDATA.request and MA-UNITDATA.indication primitives. The Length field contains the length in octets of the MSDU. 
The reference to IEEE 802.3 frame format implies that the Length field is encoded in big endian byte order instead of the default IEEE 802.11 convention for integer fields (little endian). Furthermore, the Length field indicated the length of the following field.

IEEE 802.11s extended this for mesh Data frames as follows:

9.3.2.2.3 Mesh A-MSDU subframe format
The structure of a Basic A-MSDU subframe when in a mesh Data frame is shown in Figure 9-116 (Basic A-MSDU subframe structure when in a mesh Data frame).

[image: ]
The Mesh DA and Mesh SA fields contain the addresses of the destination mesh STA and the source mesh STA, respectively, determined in 9.3.5 (Frame addressing in an MBSS).
The Length field contains the length in octets of the MSDU.
The format of the Mesh Control field is described in 9.2.4.8.3 (Mesh Control field).
The definition of the Length field in this case does not reference IEEE 802.3 and as such, follows the IEEE 802.11 conventions and is encoded in the little endian byte order. In other words, this is different from the original (non-mesh) definition. It is not clear whether this was done by design or by mistake. There is no clear reason why the byte order should change when the subframe header happens to start with Mesh DA/SA fields instead of the exact same names as are used in IEEE 802.3.

Furthermore, while the Length field is still indicated to contain the length of the MSDU field, it is not anymore the immediately following field and as such, needs additional changes in implementations.

Both differences have resulted in different interpretations in implementations and inability to interoperate between such different interpretations.

The IEEE 802.11 convention has been followed for the newer A-MSDU subframe variants:

9.3.2.2.4 Short A-MSDU subframe format 
The Short A-MSDU subframe is shown in Figure 9-117 (Short A-MSDU subframe structure). In the Short A-MSDU subframe, each A-MSDU subframe (except the last) is padded so that its length excluding the A-MSDU subframe header is a multiple of 4 octets. The last A-MSDU subframe has no padding. 
[image: ]
The Short A-MSDU subframe header consists of a Length field that contains the length in octets of the MSDU:
9.3.2.2.5 Dynamic A-MSDU format 
The structure of a Dynamic A-MSDU subframe is shown in Figure 9-118 (Dynamic A-MSDU subframe structure). In the Dynamic A-MSDU subframe, each A-MSDU subframe (except the last) is padded, so that its length is a multiple of 4 octets. The last A-MSDU subframe has no padding. 
[image: ]
The A-MSDU subframe header contains the Subframe Control field and optionally the DA and SA fields. A Dynamic A-MSDU subframe has 0, 1, or 2 addresses associated with it, as governed by the Subframe Control field. 
The Subframe Control field is defined in Figure 9-119 (Subframe Control field format) and contains the Length, DA Present, and SA Present subfields. 
[image: ]
The Length subfield contains the length in octets of the MSDU.

The Dynamic A-MSDU case splits the 16-bit Length field into three separate fields and that seems to justify use of IEEE 802.11 conventions for integers more than the prior variants after the original design.

While it might be possible to change the byte order of the Length field in some cases since there does not seem to be consistent behavior in existing implementations (mainly, the mesh case), it may not be justifiable to do that this long time after the new definition, even if that definition was not really supposed to have used different byte order. Furthermore, some cases (mainly, Dynamic A-MSDU) have apparently ended up in implementations (or at least plans for implementations as not all these have yet been deployed) using the little endian encoding matching the definition.

The proposed resolution in this document follows the proposed changes from the comment, i.e., does not change any normative definition/protocol and add an information note only for the mesh case which is known to have resulted in interoperability issues.


Proposed changes for CID 4064

9.3.2.2.3 Mesh A-MSDU subframe format
Modify 9.3.2.2.3 as shown (P688 L32):

The structure of a Basic A-MSDU subframe when in a mesh Data frame is shown in Figure 9-116 (Basic A-MSDU subframe structure when in a mesh Data frame).

[image: ]
The Mesh DA and Mesh SA fields contain the addresses of the destination mesh STA and the source mesh STA, respectively, determined in 9.3.5 (Frame addressing in an MBSS).
The Length field contains the length in octets of the MSDU.
NOTE—The octet order of the Length field is little endian in a mesh Data frame, which is different from the nonmesh Data frame case. Furthermore, the Mesh Control field following the Length field is not included in the length.
The format of the Mesh Control field is described in 9.2.4.8.3 (Mesh Control field).


REVme/D3.0 LB273 CID 4066 (MAC)

Clause: 9.4.5.1 (P1488 L63)
Comment:
The way the ANQP-elements are defined to be configured and how to behave when no such configuration is present is confusing. Table 9-412 is claimed to include ANQP-elements that can be configured (see P1488 L59). How would the Query List ANQP-element be "configured"? That description would seem to apply only for the ANQP-elements that are used in an ANQP response; not for the one used only in an ANQP request. Noting that "If information is not configured for a particular ANQP-element, then a query for that element will return that element with all optional fields not present" is incomplete since it does not say anything about the fields that are not optional (e.g., the Venue Info field in the Venue Name ANQP-element).

It feels a bit strange to be required to return a requested ANQP-element in a response if no information is configured for that ANQP-element. It would have been much simpler to omit not-configured ANQP-elements from the response completely. That would avoid this missing detail and would also make it obvious to the requestor if the ANQP-element is not available whereas in the current design the requestor will need to go through the received ANQP-element value and try to figure out whether it indicate no-information or whether it is there just because the responder is required to include the ANQP-element in the response with no optional fields and undefined values in the mandatory fields..

The cleanest approach to address this would be by redesigning ANQP to not include the ANQP-elements for which there is no configured information. It is debatable whether this is an acceptable change over ten years after the definition was published, though. Another acceptable approach to address this comment would be by extending each ANQP-element description (9.4.5.4-9.4.5.32) to explicitly state how the mandatory fields are set for the case the information is not configured.

Proposed Change:
At P1488 L59-62, replace
"The ANQP-elements that can be configured are shown in Table 9-412 (ANQP-element definitions). If information is not configured for a particular ANQP-element, then a query for that element will return that element with all optional fields not present."
with
"The ANQP-elements with type Q (see Table 11-17) in Table 9-412 (ANQP-element definitions) can be configured. If information is not configured for a particular ANQP-element, then that ANQP-element is not included in the response.
NOTE--Some deployed STAs might return the queried ANQP-element for which information is not configured with all optional fields not present."

Proposed Resolution:
REVISED – Incorporate changes under the “Proposed changes for CID 4066” section of <this doc>.
Discussion

The comment identifies an area in ANQP definition that would benefit of more detail. This behavior has been implemented differently in deployed APs and even if trying to follow the strict definition of the special no-information-configured case, values for some fields are not currently defined. The group should decide whether to go with the direction of cleaning up this design and introduce (at least in theory) a change in an already deployed functionality (even if implemented in different ways) at this point or whether to continue with the earlier design and provide the missing details. The changes below show the former based on the changes proposed in the comment.

Proposed changes for CID 4066

9.4.5 Access network query protocol (ANQP) elements
9.4.5.1 General
Modify 9.4.5.1 as shown (P1488 L59-62):
The ANQP-elements with type S in Table 11-17 that can be configured are shown in Table 9-412 (ANQP-element definitions) can be configured. If information is not configured for a particular ANQP-element with type S, then that ANQP-element is not included in the responsea query for that element will return that element with all optional fields not present.
NOTE—Some STAs might return a queried ANQP-element for which information is not configured with all optional fields not present.


REVme/D3.0 LB273 CID 4067 (SEC)

Clause: 12.6.18 (P2879 L12)
Comment:
The way MLME primitive definition was simplified ended up removing information that broke selection between the protected and not protected Public Action frames. See P2879 L12:
'When an Action frame is transmitted for which a Protected Dual of Public Action frame is defined (see 9.4.1.11 (Action field)), which variant (i.e., Public Action or Protected Dual of Public Action) is used depends on the setting of the "Protected" parameter of the corresponding MLME.request or MLME.confirm primitive. Where there is no such parameter, the protected variant is used when management frame protection has been negotiated.'

As an example, MLME-GAS.request is now defined with a single row in Table 6-1 (P374 L6). That row does not include anything about the Protected parameter or provide guidance on how to figure out whether such a parameter might be present. See REVme/D1.0 P653 L58 for the lost information. Similar issues exist for a number of MLME primitives. In practice, these changes made the use of the protected variant hardcoded whenever "management frame protection has been negotiated" (whatever that might mean.. this seems ambiguous at least for the case when a Public Action frame is transmitted to a STA with which there is no association).

Proposed Change:
Restore information on the "Protected" parameter to the MLME primitives to match what was defined in REVme/D1.0. One acceptable way of doing this would be by adding a new column into Table 6-1 to indicate whether the Protected parameter is present. Alternatively, this could be indicated as a text comment in the existing Comments column for the rows that include the Protected parameter. It would also be acceptable to provide a separate list of primitives that include the Protected parameter or moving the applicable primitives with their full REVme/D1.0 style description into 6.5.

Proposed Resolution:
REVISED – Add the following paragraph after the first paragraph of 6.4 at P364 L62: ‘The Protected parameter is of Boolean type. If true or not present, this specifies that a Protected Dual of a Public Action frame is used; otherwise, a Public Action frame is used. The presence of the Protected parameter is indicated in the Comments column of Table 6-1.’

Add ‘Includes the Protected parameter.’ into the Comments column of Table 6-1 for the following rows: MLME-VSPECIFIC, MLME-EXTCHANNELSWITCH, MLME-DSETPC, MLME-ENABLEMENT, MLME-DEENABLEMENT, MLME-GAS, MLME-QLOAD, MLME-TXOPADVERTISEMENT, MLME-QAB, MLME-CHANNELAVAILABILITYQUERY, MLME-CHANNELSCHEDULEMANAGEMENT, MLME-CVS, MLME-GDDENABLEMENT, MLME-NETWORKCHANNELCONTROL.
Discussion

D1.0 example:
6.3.69.2 MLME-GAS.request 
6.3.69.2.1 Function

This primitive requests the information of a specific advertisement service from another STA and requests
the STA to provide GAS.

6.3.69.2.2 Semantics of the service primitive

The primitive parameters are as follows:
MLME-GAS.request(
STAAddress,
DialogToken,
AdvertisementProtocolID,
Query,
QueryFailureTimeout,
Protected,
Multi-band,
GAMode,
GASExtension,
CAGNumber,
VendorSpecificInfo
)
[image: ]

D3.0 example:
6.3 MLME SAP interface
6.3.2 Type 1
Figure 6-2 (Type 1 form of MLME SAP primitives for request/response process) depicts Type 1. The Type 1 general form is used for the exchange of request/response frames between an initiating STA and a peer STA.

The .request primitive is generated by the SME of the initiating STA to request that a request frame is sent to a peer STA.

The .indication primitive is generated by the MLME of the peer STA when the request frame is received.

The .response primitive is generated by the SME of the peer to request that a response frame be sent to the initiating STA.

The .confirm primitive includes a Result Code parameter reporting success or failure of the request, and is generated by the MLME of the initiating STA when either the response frame from the peer STA is acknowledged, or the (re)transmission of the request frame fails.

6.4 Table of MLME SAP interfaces

Table 6-1 (MLME SA interface)lists the service name, the MLME SAP interface name (MLME-XXX), the Type as defined in 6.3 (MLME SAP interface), together with references that can be used to derive the primitive's parameters, triggers, and semantics.

[image: ]

D1.0 includes the “Protected” parameter in the following MLME primitives:
MLME-VSPECIFIC, MLME-EXTCHANNELSWITCH, MLME-DSETPC, MLME-ENABLEMENT, MLME-DEENABLEMENT, MLME-GAS, MLME-QLOAD, MLME-TXOPADVERTISEMENT, MLME-QAB, MLME-CHANNELAVAILABILITYQUERY, MLME-CHANNELSCHEDULEMANAGEMENT, MLME-CVS, MLME-GDDENABLEMENT, MLME-NETWORKCHANNELCONTROL. These are all in 6.4 (Table 6-1) in D3.0, i.e., they all lost information about the existence of the “Protected” parameter.



REVme/D3.0 LB273 CID 4068 (SEC)

Clause: 13.10.3 (P3009 L44)
Comment:
The Remote Request/Response Payload format in REVme/D3.0 does not match the definition in IEEE Std 802.11r-2008 where this frame was defined. The "Remote Frame Type" field was somehow lost already in IEEE Std 802.11-2012. There is still a reference to something additional in REVme (P3009 L51): "The Remote Request/Response frame contains Version, Type, and Length fields, along with the AP Address". That "Version" seems to be a reference to something before the FT Packet Type field and that is indeed likely an admittedly confusing reference to the "Remote Frame Type" field in 802.11r (where it was listed as "version" in that sentence, i.e., without trying to give an exact field name).

There is at least one known deployed implementation that uses the Remote Request/Response Payload frame and that implementation uses the IEEE Std 802.11r-2008 definition for it. There are no known (at least to this commenter) implementations that use the current REVme definition of this frame. As such, it would seem reasonable to restore this definition in REVme to match how the frame was originally defined.

Proposed Change:
At P3009 L50, replace "The Remote Request/Response frame contains Version, Type, and Length fields" with "The Remote Request/Response frame contains Remote Frame Type, Type, and Length fields".
At P3009 L53, insert a new paragraph immediately before the description of the FT Packet Type field: "The Remote Frame Type field for FT Remote Request/Response frame shall be set to 1. Received messages with remote frame type other than 1 shall be discarded."
At P3010 L44, insert the following row into Table 13-2 before the "FT Packet Type" row: 1 | Remote Frame Type.

Proposed Resolution:
REVISED – At P3009 L51 delete “The Remote Request/Response frame contains Version, Type, and Length fields, along with the AP Address.”.
Note to Editors: CID 4254 has an identical change.

Discussion

The comment is claiming that the Remote Frame Type field was somehow lost from the Remote/Request/Response frame between IEEE Std 802.11r-2008 and IEEE Std 802.11-2012. However, this is not accurate even though direct comparison of the Remote Request/Response frame definition subclauses might imply that. This Remote Frame Type field was moved from the FT specific frame definition into a more generic Ethertype 89-0d definition (Payload Type field which preceeds the Payload of the frame) in IEEE Std 802.11z-2010. This results in identical contents of the frame. However, IEEE Std 802.11z-2010 seems to have missed one edit to remove the confusing “contains version” comment where that “version” was likely referring to the moved Remote Frame Type field. As such, the appropriate resolution for this comment is to simply remove that confusing sentence.

IEEE Std 802.11r-2008:

11A.10.3 Remote Request/Response frame definition 
This subclause defines a mechanism to transport the remote request and remote response between the current AP and the target AP. Any other mechanism may be used. 
The Remote Request frame is transmitted over the DS from the current AP to the target AP. The frame format for the Remote Request/Response frame is given in Figure 11A-20. Remote Request/Response frames will use an Ethertype of 89-0d. The Remote Request/Response frame contains version, type, and length fields, along with the AP Address. 

The Remote Frame Type field for FT Remote Request/Response frame shall be set to 1. Received messages with remote frame type other than 1 shall be discarded. 
The FT Packet Type field shall be set to 0 for remote request and to 1 for remote response. 
[image: ]

IEEE Std 802.11-2012:

12.10.3 Remote Request/Response frame definition 
This subclause defines a mechanism to transport the remote request and remote response between the current AP and the target AP. Any other mechanism may be used. 
The Remote Request frame is transmitted over the DS from the current AP to the target AP. The Payload for the Remote Request/Response frame is given in Table 12-2. Remote Request/Response frames shall use an Ethertype of 89-0d, as specified in Annex H. The Remote Request/Response frame contains version, type, and length fields, along with the AP Address. 
The FT Packet Type field shall be set to 0 for remote request and to 1 for remote response. 
[image: ]

IEEE Std 802.11z-2010:
11A.10.3 Remote request/response frame definition 
Change the text in 11A.10.3 as follows: 
This subclause defines a mechanism to transport the remote request and remote response between the current AP and the target AP. Any other mechanism may be used. 
The Remote Request frame is transmitted over the DS from the current AP to the target AP. The frame formatPayload for the Remote Request/Response frame is given in Figure 11A-20. Remote Request/Response frames will use an Ethertype of 89-0d, as specified in Annex U. The Remote Request/Response frame contains version, type, and length fields, along with the AP Address 
The Remote Frame Type for FT Remote request/response messages shall be set to 1. Received messages with Remote Frame Type other than 1 shall be discarded. 
In Figure 11A-20, delete the first row after the table header and change the figure title as follows: 
[image: ]
U.1 Ethertype 89-0d frame body 
The Ethertype 89-0d frame body is specified in Figure U-1, omitting any possible security header and trailer. 
[image: ]
LLC is defined in ISO/IEC 8802-2:1998. 
SNAP is defined in IEEE Std 802-2001. The formatting of the SNAP header is according to IETF RFC 1042. The Ethertype is set to 89-0d. 
The Payload Type field is set to one of the values in Table U-1. 
[image: ]
The Payload depends on the value inside the Payload Type field, and is defined in the subclauses listed in Table U-1. 


REVme/D3.0 LB273 CID 4254 (SEC)

Clause: 13.10.3 (P3009 L50)
Comment:
"The Remote Request/Response frame contains Version, Type, and Length fields, along with the AP Address." -- there is no version (see Table 13-2--Remote Request/Response Payload format).  Anyway, we shouldn't be duplicating things, for precisely this reason

Proposed Change:
Delete the cited text

Proposed Resolution:
ACCEPTED.
Note to Editors: CID 4068 has an identical change.
Discussion

Context for the comment:

13.10.3 Remote Request/Response frame definition

This subclause defines a mechanism to transport the remote request and remote response between the current AP and the target AP. Any other mechanism may be used.

The Remote Request frame is transmitted over the DS from the current AP to the target AP. Remote Request/Response frames shall use an MSDU with EtherType 89-0d, as specified in Annex H. The Payload field of the MSDU for the Remote Request/Response frame is given in Table 13-2 (Remote Request/Response Payload format). The Remote Request/Response frame contains Version, Type, and Length fields, along with the AP Address.
…

[image: ]

The cited (and highlighted above) sentence is not needed to understand Table 13-2 and the references to field names without using the exact field name (Version – missing, see CID 4068; Type – FT Packet Type, Length – FT Action Length) is confusing. As such, it seems reasonable to delete the cited sentence as suggested by the comment.


REVme/D3.0 LB273 CID 4070 (MAC)

Clause: 9.6.8.2 (P1603 L10)
Comment:
The FT target AP derives the PTK after the first two message (see P2991 L54). In the over-the-DS case the first two messages are the FT Action frames (FT Request/Response frame) transmitted through the current AP. The current definition of the FT Request frame body does not include RSNXE, but that element is needed for the target AP to be able to determine whether a KDK needs to be derived as a part of the PTK. Without that information, the non-AP STA and the target AP might end up deriving different PTK values and the following FT reassociation would fail.

Proposed Change:
Insert the following row at the end of Table 9-485:
4 | RSNX | The RSNXE is present if any subfield of the Extended RSN Capabilities field in this element is nonzero, except the Field Length subfield; otherwise not present.

At P2992 L36 (Table 13-1), insert following at the beginning of the Presence in Authentication Sequence messages column for the RSNXE row: The RSNXE is present in the first message if any subfield of the Extended RSN Capabilities field in this element is nonzero, except the Field Length subfield.

Proposed Resolution:
REVISED – Incorporate changes under the “Proposed changes for CID 4070” section of <this doc>. This implements the changes proposed in the comment.
Discussion

The comment’s reference to P2991 L54 looks as follows:

13.8 FT authentication sequence
13.8.1 Overview
The FT authentication sequence comprises four sets of FT elements. Each set of FT elements is referred to in 13.8 (FT authentication sequence) as a message. These messages are included in the FT Protocol frames or FT Resource Request Protocol frames to initiate a fast BSS transition. The FT authentication sequence is always initiated by the FTO and responded to by the target AP.

In an RSN, the first two messages in the sequence allow the FTO and target AP to provide association instance identifiers, SNonce and ANonce, respectively. SNonce and ANonce are chosen randomly or pseudorandomly and are used to generate a fresh PTK. The first two messages also enable the target AP to provision the PMK-R1 and the FTO and target AP to compute the PTK. The third and fourth messages demonstrate liveness of the peer, authenticate the elements, and enable an authenticated resource request.

When an FTO invokes the FT protocol, then the first two messages of the sequence are both carried in Authentication frames or both carried in Action frames, and these messages are described in 13.8.2 (FT authentication sequence: contents of first message) and 13.8.3 (FT authentication sequence: contents of second message). The third and fourth messages in the sequence are carried in the Reassociation Request and Reassociation Response frames and are described in 13.8.4 (FT authentication sequence: contents of third message) and 13.8.5 (FT authentication sequence: contents of fourth message).

PTK derivation rules regarding KDK for FT are as follows and depend on knowing the Protected WUR Frame Support capability from the peer’s RSNXE. Also note that the conditions for deriving KDK are extended in IEEE 802.11az; these need RSNXE capability information as well.

13.2.2 Authenticator key holders

The R1KH and S1KH each derive the PTK(11ba), the derived PTK including the Key derivation key (KDK)
if WUR frame protection is negotiated. If WUR frame protection is negotiated, the R1KH and S1KH each
derive a WTK from the KDK.
Proposed changes for CID 4070

9.6.8 FT Action frame details
9.6.8.2 FT Request frame

Modify Table 9-485 in 9.6.8.2 as shown (P1603 L10):

The FT Request frame is sent by the STA to its associated AP to initiate an over-the-DS fast BSS transition.

Figure 9-1138 (FT Request frame Action field format) shows the format of the FT Request frame Action field.

[image: ]
The Category field is defined in 9.4.1.11 (Action field).
The FT Action field is defined in 9.6.8.1 (FT Action field).
The STA Address field is set to the fast BSS transition originator’s (FTO’s) MAC address.
The Target AP Address field is set to the BSSID of the target AP’s BSS.
The FT Request frame body contains the information shown in Table 9-485 (FT Request frame body).

Table 9-485—FT Request frame body

	Order
	Information
	Notes

	1
	RSN
	A RSNE is present if dot11RSNAActivated is true.

	2
	Mobile Domain
	The MDE is present.

	3
	Fast BSS Transition
	An FTE is present if dot11RSNAActivated is true.

	4
	RSN Extension
	An RSNXE is present if any subfield of the Extended RSN Capabilities field in this element is nonzero, except the Field Length subfield; otherwise not present.



The usage of these elements is defined in 13.8.2 (FT authentication sequence: contents of first message).

13.8 FT authentication sequence
13.8.1 Overview
Modify Table 13-1 in 9.6.8.2 as shown (P2992 L36):
The FT authentication sequence comprises four sets of FT elements. Each set of FT elements is referred to in 13.8 (FT authentication sequence) as a message. These messages are included in the FT Protocol frames or FT Resource Request Protocol frames to initiate a fast BSS transition. The FT authentication sequence is always initiated by the FTO and responded to by the target AP.

In an RSN, the first two messages in the sequence allow the FTO and target AP to provide association instance identifiers, SNonce and ANonce, respectively. SNonce and ANonce are chosen randomly or pseudorandomly and are used to generate a fresh PTK. The first two messages also enable the target AP to provision the PMK-R1 and the FTO and target AP to compute the PTK. The third and fourth messages demonstrate liveness of the peer, authenticate the elements, and enable an authenticated resource request.

When an FTO invokes the FT protocol, then the first two messages of the sequence are both carried in Authentication frames or both carried in Action frames, and these messages are described in 13.8.2 (FT authentication sequence: contents of first message) and 13.8.3 (FT authentication sequence: contents of second message). The third and fourth messages in the sequence are carried in the Reassociation Request and Reassociation Response frames and are described in 13.8.4 (FT authentication sequence: contents of third message) and 13.8.5 (FT authentication sequence: contents of fourth message).

When the FTO invokes the FT resource request protocol, then the first four messages of the sequence are all carried in Authentication frames or all carried in Action frames, and these messages are described in 13.8.2 (FT authentication sequence: contents of first message) to 13.8.5 (FT authentication sequence: contents of fourth message). The fifth and sixth frames of the FT resource request protocol are carried in the Reassociation Request frame and Reassociation Response frame and are described in 13.8.4 (FT authentication sequence: contents of third message) and 13.8.5 (FT authentication sequence: contents of fourth message).

Regardless of the transport mechanism, the information contained in the FT authentication sequence consists of the set of elements shown in Table 13-1 (FT authentication elements).

Table 13-1—FT authentication elements
	Information
	Presence in Authentication Sequence messages
	Description

	RSN
	The RSNE is present if dot11RSNAActivated is true; otherwise not present.
	9.4.2.23 (RSNE)

	Mobility Domain
	The MDE is present.
	9.4.2.45 (MDE)

	Fast BSS Transition
	The FTE is present if dot11RSNAActivated is true.
	9.4.2.46 (FTE)

	Timeout Interval (reassociation deadline)
	The TIE is optionally present in the fourth message of the sequence if dot11RSNAActivated is not true.
	9.4.2.47 (TIE)

	RIC
	The RDE is optionally present in the third and fourth messages.
	9.4.2.48 (RDE)

	RSNXE
	The RSNXE is present in the first message if any subfield of the Extended RSN Capabilities field in this element is nonzero, except the Field Length subfield. The RSNXE is present in the third message if an RSNXE is present in a Beacon or Probe Response frame that the FTO has received from the target AP and the FTO set to 1 any subfield, except the Field Length subfield, of the Extended RSN Capabilities field in this element, and is present in the fourth message if an RSNXE was present in the third message and the target AP set to 1 any subfield, except the Field Length subfield, of the Extended RSN Capabilities field in this element.
	9.4.2.240 (RSNXE)





REVme/D3.0 LB273 CID 4071 (SEC)

Clause: 12.6.8.2 (P2871 L40)
Comment:
RSN preauthentication is of very limited use due to a severe restriction in the protocol: "The (#3266)AKMP shall be AKM 00-0F-AC:1 in the PMKSA that results from preauthentication." (P2871 L40). In practice, this means that preauthentication can be used only with the old SHA-1 -based AKM that was added in IEEE 802.11i 20 years ago. In other words, it cannot be used with anything new designed since then (e.g., FT, SHA256 -based AKMs, FILS). This makes it questionable whether there is really any justification to implement or maintain RSN preauthentication functionality anymore. With the NIST communication on desire to eventually remove all uses of SHA-1, it would seem to be justifiable to start preparing for removal of RSN preauthentication by marking it deprecated.

Proposed Change:
At P2871 L6, insert a new paragraph between the first and the second paragraph of 12.6.8.2: "Preauthentication is deprecated."

Proposed Resolution:
ACCEPTED.
	OR
REJECTED – There is an exception to AKM having to match when using PMKSAs generated using preauthentication (see 12.6.8.3).
	OR
REVISED – Incorporate changes under the “Proposed changes for CID 4071 – option 1” section of <this doc>. This explicitly disallows use of PMKSAs from preauthentication when using AKMs that use longer PMK without deprecating preauthentication.
	OR
REVISED – Incorporate changes under the “Proposed changes for CID 4071 – option 2” section of <this doc>. This deprecates preauthentication as proposed in the comment. In addition, this explicitly disallows use of PMKSAs from preauthentication when using AKMs that use longer PMK.

Discussion

The comment is not fully accurate with the claim on the constraints related to the applicability of RSN preauthentication since there is an exception to the AKM having to be identical when using PMKSA caching with a cached PMKSA that was generated using preauthentication. However, there are constraints due to the introduction of variable length PMKs. Preauthentication can generate only a fixed length (256 bits) PMKs, so it cannot be used with any AKM that would use a longer PMK. Furthermore, it is questionable whether the SHA-1 -based PMKSA from preauthentication should really be used with an AKM that uses a stronger hash function for key management even if this were to be theoretically possible to do.

12.6.8.2 Preauthentication and RSNA key management

Preauthentication allows a STA to perform RSNA authentication with an AP prior to attempting (re)association. This might reduce the time until the IEEE 802.1X Controlled Port is unblocked.

A STA shall not use preauthentication except when pairwise keys are employed. A STA shall not use preauthentication within the same mobility domain if an AKMP for which the Authentication type column indicates FT authentication (see Table 9-188 (AKM suite selectors)) is used in the current association. Preauthentication shall not be used unless the new AP advertises the preauthentication capability in the RSNE.

OWE does not perform authentication and is therefore not supported in preauthentication.

When preauthentication is used, then:
a) Authentication is independent of BSS transition.
b) The Supplicant may authenticate with multiple APs at a time.

NOTE—Preauthentication might be useful as a performance enhancement, as reassociation does not include the protocol overhead of a full reauthentication when it is used.
...

The result of preauthentication may be a PMKSA, if the IEEE 802.1X authentication completes successfully. The AKMP shall be AKM 00-0F-AC:1 in the PMKSA that results from preauthentication. If preauthentication produces a PMKSA, then, when the Supplicant’s STA associates with the preauthenticated AP, the Supplicant may use the PMKSA with the 4-way handshake.

Successful completion of EAP authentication over IEEE Std 802.1X establishes a PMKSA at the Supplicant. The Authenticator has the PMKSA when the AS completes the authentication, passes the keying information (the master session key (MSK), a portion of which is the PMK) to the Authenticator, and the Authenticator creates a PMKSA using the PMK. The PMKSA is inserted into the PMKSA cache. Therefore, if the Supplicant and Authenticator lose synchronization with respect to the PMKSA, the 4-way handshake fails. In such circumstances, dot11RSNA4WayHandshakeFailures shall be incremented.

12.6.8.3 Cached PMKSAs and RSNA key management

A STA might cache PMKSAs it establishes as a result of previous authentication. The PMKSA shall not be changed while cached. The PMK in the PMKSA is used with the 4-way handshake or FILS authentication to establish fresh PTKs.

If a STA in an infrastructure BSS has determined it has a valid PMKSA with an AP to which it is about to (re)associate, it performs Open System authentication to the AP, or performs FILS Authentication to the AP, or (only in the case of a DMG STA) does not perform IEEE 802.11 authentication. When Open System authentication is used or IEEE 802.11 authentication is not performed, it includes the PMKID for the PMKSA in the RSNE in the (re)association request. When FILS Authentication is performed, it includes the PMKID for the PMKSA in the FILS Authentication frame (see 12.11.2 (FILS authentication protocol)). When the PMKSA was not created using preauthentication, the AKM indicated in the RSNE by the STA in the (re)association request shall be identical to the AKM used to establish the cached PMKSA in the first place.

12.7.1.3 Pairwise key hierarchy

Except when preauthentication or FILS authentication is used, the pairwise key hierarchy utilizes PRF-384, PRF-512, or PRF-704 to derive session specific keys from a PMK, as depicted in Figure 12-29 (Pairwise key hierarchy). When using AKM 00-0F-AC:12, 00-0F-AC:15, 00-0F-AC:20, 00-0F-AC:23, the length of the PMK, PMK_bits, shall be 384 bits. When using AKM 00-0F-AC:24 or 00-0F-AC:25, the length of the PMK, PMK_bits, shall have the length of the digest generated by H() identified in 12.4.2 (Assumptions on SAE). When using AKM suite selectors for which the Authentication type column indicates FT authentication (see Table 9-188 (AKM suite selectors)), the FT key hierarchy is used to derive session specific keys from an MPMK as defined in 12.7.1.6 (FT key hierarchy). With all other AKM suite selectors, the length of the PMK, PMK_bits, shall be 256 bits.

The AKMs where preauthentication might be currently allowed in theory, but where the PMK length difference breaks it are AKM 00-0F-AC:12 (802.1X using CNSA Suite compliant EAP method), AKM 00-0F-AC:15 (FILS using SHA-384), and AKM 00-0F-AC:23 (802.1X/EAP using SHA-384). The other AKMs with a longer PMK use PSK, SAE, or OWE which are not applicable.

CNSA Suite does not allow SHA-1, so preauthentication is not really allowed for it in practice. AKMs 00-0F-AC:15 and 00-0F-AC:23 are explicitly defined to use SHA-384, so it would feel justifiable to not allow SHA-1 -based preauthentication for them either. In other words, the potential PMK length differences do not seem to impact any valid use case. In any case, it would seem justifiable to add an explicit requirement to not allow preauthentication to be used with the AKMs would not have compatible PMK lengths.

As far as the AKMs that use SHA-256 -based key derivation are concerned, the proposed change to deprecate preauthentication should be considered from the viewpoint of the desire to eventually stop using SHA-1 completely.

Proposed changes for CID 4071 – option 1

12.6.8.2 Preauthentication and RSNA key management
Modify 12.6.8.2 as shown (P2871 L8):

Preauthentication allows a STA to perform RSNA authentication with an AP prior to attempting (re)association. This might reduce the time until the IEEE 802.1X Controlled Port is unblocked.

A STA shall not use preauthentication except when pairwise keys are employed. A STA shall not use preauthentication within the same mobility domain if an AKMP for which the Authentication type column indicates FT authentication (see Table 9-188 (AKM suite selectors)) is used in the current association. Preauthentication shall not be used unless the new AP advertises the preauthentication capability in the RSNE.

OWE does not perform authentication and is therefore not supported in preauthentication.

Preauthentication shall not be used with AKMPs that use a PMK with length other than 256 bits, e.g., AKMs 00-0F-AC:12, 00-0F-AC:15, 00-0F-AC:23.

When preauthentication is used, then:
a) Authentication is independent of BSS transition.
b) The Supplicant may authenticate with multiple APs at a time.


Proposed changes for CID 4071 – option 2

12.6.8.2 Preauthentication and RSNA key management
Modify 12.6.8.2 as shown (P2871 L1-8):

Preauthentication allows a STA to perform RSNA authentication with an AP prior to attempting (re)association. This might reduce the time until the IEEE 802.1X Controlled Port is unblocked.

Preauthentication is deprecated.

A STA shall not use preauthentication except when pairwise keys are employed. A STA shall not use preauthentication within the same mobility domain if an AKMP for which the Authentication type column indicates FT authentication (see Table 9-188 (AKM suite selectors)) is used in the current association. Preauthentication shall not be used unless the new AP advertises the preauthentication capability in the RSNE.

OWE does not perform authentication and is therefore not supported in preauthentication.

Preauthentication shall not be used with AKMPs that use a PMK with length other than 256 bits, e.g., AKMs 00-0F-AC:12, 00-0F-AC:15, 00-0F-AC:23.

When preauthentication is used, then:
a) Authentication is independent of BSS transition.
b) The Supplicant may authenticate with multiple APs at a time.



REVme/D3.0 LB273 CID 4075 (SEC)

Clause: 12.5.2.4.4 (P2844 L5)
Comment:
Maintaining separate replay counters for PV0 and PV1 Management frames (see P2844 L5) seems to imply that there is opportunity for reordering attacks where a PV0 Management frame that was sent before a PV1 Management frame could be intercepted and sent after the PV1 Management frame (and vice versa). While this may not sound like a significant flaw, it is a security flaw and should be addressed somehow. A single receive counter could be used to avoid this issue, but if that is not acceptable, at least a NOTE should be added to acknowledge the potential flaw and recommend mitigations.

Proposed Change:
At P2844 L11, add a new note after the existing NOTE 3: "NOTE 4--Use of separate replay counters for PV0 Management frames and PV1 Management frames might allow reordering of frames using different protocol version. If that is not acceptable for a particular use case, it is recommended to use only PV0 or only PV1 Management frames.

Proposed Resolution:
REVISED – Incorporate changes under the “Proposed changes for CID 4075,4315 – option 1” section of <this doc>. This implements a more accurate note pointing out a theoretical reordering possibility.
	OR
REVISED – Incorporate changes under the “Proposed changes for CID 4075,4315 – option 2” section of <this doc>. The combines the PV0/PV1 Management frame receive counters into a single receive counter.
	OR
REJECTED – S1G STAs are required to use PV1 Management frames when the peer is known to support them (see 10.57). While there are no PV1 version of Deauthentication and Disassociation frames, reordering of PV1 Action frame and a PV0 Deauthentication/Disassociation frame is not of much concern since the Action frame is not valid after deauthentication/disassociation.
Discussion

This CID is to be discussed together with CID 4315 which is on the same topic.

Receive counters for CCMP (which is the only cipher that supports PV1 Management frames) are described as follows:

12.5.2.4.4 PN and replay detection

To effect replay detection, the receiver extracts the PN from the CCMP header.

NOTE 1—The CCMP header is not present in secure PV1 MPDUs, but constructed locally at the STA as defined in 12.5.2.3.6 (Construct CCMP header for PV1 MPDUs).

See 12.5.2.2 (CCMP MPDU format) for a description of how the PN is encoded in the CCMP header. The following processing rules are used to detect replay:

a) The receiver shall maintain a separate set of replay counters for each PTKSA, TPKSA, GTKSA, mesh PTKSA, and mesh GTKSA. The receiver initializes these replay counters to 0 when it resets the TK, TPK-TK or MTK for a peer, and to the value indicated by the peer when it sets the GTK or MGTK. The replay counter is set to the PN value of accepted CCMP MPDUs.

b) For each PTKSA, TPKSA, GTKSA, mesh PTKSA, and mesh GTKSA, the recipient shall maintain a separate replay counter for each TID, subject to the limitation of the number of supported replay counters indicated in the RSN Capabilities field (see 9.4.2.23 (RSNE)).
NOTE 2—For the purpose of replay detection, non-QoS Data frames are treated as having TID 0, and use the reply counter corresponding to MSDU priority 0.

c) If the recipient set the MFPC bit on a given link to 1, it shall maintain a single replay counter for received individually addressed robust PV0 Management frames that are received with the To DS subfield equal to 0, and (S1G STA only) a single replay counter for received individually addressed robust PV1 Management frames. If dot11QMFActivated is also true, the recipient shall maintain an additional replay counter for each ACI for received individually addressed robust PV0 Management frames that are received with the To DS subfield equal to 1.
NOTE 3—QMF is not supported for PV1 Management frames (see 11.24.1.1 (Overview)).
Replay and reordering protection works only within a single replay counter and an attacker would be able reorder frames when they use different replay counters. For example, if a PV0 Management frame is first transmitted with PN=1 and a PV1 Management frame is then transmitted with PN=2, an attacker could intercept those two frames and deliver them in the opposite order. This is unexpected and could result in security flaws if the Management frames were to perform operations where the exact sequence is important, e.g., to indicate a change to something where the former frame was supposed to take into use a temporary value while the latter frame was supposed to restore the longer-term value. Reordering those frames might result in the temporary value being left in use for a longer term. However, it does not look like this would be in practice doable due to additional constraints for S1G STAs and PV1.

There are no PV1 versions of Deauthentication and Disassociation frames, i.e., only Robust Management frames using PV1 are Action (and Action No Ack) frames. Furthermore, the PV1 format is required to be used if the peer STA supports it, so that there will be no mixing of PV0 and PV1 Action frames. As such, the potential reordering attacks would be limited to changing the order of a PV1 Action frame and a PV0 Deauthentication/Disassociation frame. That does not seem to be of any real concern since there is no case where a Robust Action frame would be transmitted after deauthentication/disassociation and the receiver is already required to discard such a frame. In other words, the potential reordering attack would be identical to an attack that prevents the PV1 Action frame from being received.

[image: ]

10.57 Generation of PV1 MPDUs and header compression procedure

An S1G STA that sets the STA Type Support subfield in a transmitted S1G Capabilities element to 0 or 1, as described in 10.62 (S1G BSS type and STA type), shall set the PV1 Frame Support subfield in the S1G Capabilities element to 1. An S1G STA that sets the STA Type Support subfield in a transmitted S1G Capabilities element to 2 may set the PV1 Frame Support subfield in the S1G Capabilities element to 0.

An S1G STA shall not transmit PV1 MPDUs with the Type subfield equal to 0, 1 or 3 to a peer STA unless the PV1 Frame Support subfield of the S1G Capabilities element received from the peer STA contained a value of 1. An S1G STA with dot11PV1MACHeaderOptionImplemented equal to true shall use the PV1 format instead of the PV0 format to transmit QoS Data, Action, and Action No Ack frames that are individually addressed to a peer STA from which it has received an S1G Capabilities element with PV1 Frame Supported subfield equal to 1.

A non-S1G STA shall not transmit a PV1 frame.
Proposed changes for CID 4075,4315 – option 1

12.5.2.4.4 PN and replay detection
Modify 12.5.2.4.4 as shown (P2844 L12):

To effect replay detection, the receiver extracts the PN from the CCMP header.

NOTE 1—The CCMP header is not present in secure PV1 MPDUs, but constructed locally at the STA as defined in 12.5.2.3.6 (Construct CCMP header for PV1 MPDUs).

See 12.5.2.2 (CCMP MPDU format) for a description of how the PN is encoded in the CCMP header. The following processing rules are used to detect replay:

a) The receiver shall maintain a separate set of replay counters for each PTKSA, TPKSA, GTKSA, mesh PTKSA, and mesh GTKSA. The receiver initializes these replay counters to 0 when it resets the TK, TPK-TK or MTK for a peer, and to the value indicated by the peer when it sets the GTK or MGTK. The replay counter is set to the PN value of accepted CCMP MPDUs.

b) For each PTKSA, TPKSA, GTKSA, mesh PTKSA, and mesh GTKSA, the recipient shall maintain a separate replay counter for each TID, subject to the limitation of the number of supported replay counters indicated in the RSN Capabilities field (see 9.4.2.23 (RSNE)).
NOTE 2—For the purpose of replay detection, non-QoS Data frames are treated as having TID 0, and use the reply counter corresponding to MSDU priority 0.

c) If the recipient set the MFPC bit on a given link to 1, it shall maintain a single replay counter for received individually addressed robust PV0 Management frames that are received with the To DS subfield equal to 0, and (S1G STA only) a single replay counter for received individually addressed robust PV1 Management frames. If dot11QMFActivated is also true, the recipient shall maintain an additional replay counter for each ACI for received individually addressed robust PV0 Management frames that are received with the To DS subfield equal to 1.
NOTE 3—QMF is not supported for PV1 Management frames (see 11.24.1.1 (Overview)).
NOTE 4—Use of separate replay counters for PV0 Management frames and PV1 Management frames allows reordering of frames using a different protocol version. This is limited to a theoretical case of PV0 Deauthentication or PV0 Disassociation frame and PV1 Action frame since there is no PV1 Deauthentication or PV1 Disassociation frame and only the PV1 format is used for Action frames if the peer supports it (see 10.57).

Proposed changes for CID 4075,4315 – option 2

12.5.2.4.4 PN and replay detection
Modify 12.5.2.4.4 as shown (P2844 L5):

To effect replay detection, the receiver extracts the PN from the CCMP header.

NOTE 1—The CCMP header is not present in secure PV1 MPDUs, but constructed locally at the STA as defined in 12.5.2.3.6 (Construct CCMP header for PV1 MPDUs).

See 12.5.2.2 (CCMP MPDU format) for a description of how the PN is encoded in the CCMP header. The following processing rules are used to detect replay:

a) The receiver shall maintain a separate set of replay counters for each PTKSA, TPKSA, GTKSA, mesh PTKSA, and mesh GTKSA. The receiver initializes these replay counters to 0 when it resets the TK, TPK-TK or MTK for a peer, and to the value indicated by the peer when it sets the GTK or MGTK. The replay counter is set to the PN value of accepted CCMP MPDUs.

b) For each PTKSA, TPKSA, GTKSA, mesh PTKSA, and mesh GTKSA, the recipient shall maintain a separate replay counter for each TID, subject to the limitation of the number of supported replay counters indicated in the RSN Capabilities field (see 9.4.2.23 (RSNE)).
NOTE 2—For the purpose of replay detection, non-QoS Data frames are treated as having TID 0, and use the reply counter corresponding to MSDU priority 0.

c) If the recipient set the MFPC bit on a given link to 1, it shall maintain a single replay counter for received individually addressed robust PV0 Management frames that are received with the To DS subfield equal to 0, and (S1G STA only) a single replay counter for received individually addressed robust PV1 Management frames. If dot11QMFActivated is also true, the recipient shall maintain an additional replay counter for each ACI for received individually addressed robust PV0 Management frames that are received with the To DS subfield equal to 1.
NOTE 3—QMF is not supported for PV1 Management frames (see 11.24.1.1 (Overview)).



REVme/D3.0 LB273 CID 4315 (SEC)

Clause: 12.5.2.4.4 (P2844 L1)
Comment:
Having separate RCs for PV0 and PV1 Management frames may be a security risk.  Jouni comments:

the issue with separate RCs based for PV0 and PV1 is in allowing an attacker to reorder frames that are not supposed to be reordered if a STA transmits both PV0 and PV1 Robust Management frames. This is likely a pretty minimal issue (i.e., can just reorder two frames if that type of PV0/PV1 mix is used), but nevertheless, it sounds like a flaw that does not meet security expectations for RSN.

[Re] sharing a PN being difficult between PV0 and PV1 is concerned (from DaveG: "The PN for encrypted PV1 frames is a base packet number plus the sequence number of the frame. It would be difficult to share that with PV0 management frames, perhaps not impossible but difficult to implement since use of the current PN value for a PV0 frame would presumably require the sequence number to increment for PV1 management frames."), that seems to be highlighting some issues in the design.. Please note that the standard is pretty clear on there being a single PN on the transmitter (12.5.2.3.7: "Each transmitter shall maintain a single PN (48-bit counter) for each PTKSA and GTKSA.". This is not split in any way for PV0 and PV1.. Did IEEE 802.11ah forget to change that statement? Or is the difficulty only related to the receiver behavior and the concept of one vs. two receive counters?

I think that the PN and RC use for PV0+PV1 combination needs to be clarified for S1G. If this can be done without possibility of reordering attacks and without having to accept PN reuse (while some other rules would make the CCM nonce unique), I'd prefer to do that. If that is not viable for implementations, another potential approach could be to discourage mixing of PV0 and PV1 Management frames within a short period of time (i.e., make that attack impractical).

Proposed Change:
As it says in the comment [needs discussion]

Proposed Resolution:
REVISED – Incorporate changes under the “Proposed changes for CID 4075,4315 – option 1” section of <this doc>. This adds a note to explain why Robust PV0 and PV1 Management frames are not mixed in a manner that would enable an attack.
	OR
REVISED – Incorporate changes under the “Proposed changes for CID 4075,4315 – option 2” section of <this doc>. The combines the PV0/PV1 Management frame receive counters into a single receive counter.
	OR
REJECTED – S1G STAs are required to use PV1 Management frames when the peer is known to support them (see 10.57). While there are no PV1 version of Deauthentication and Disassociation frames, reordering of PV1 Action frame and a PV0 Deauthentication/Disassociation frame is not of much concern since the Action frame is not valid after deauthentication/disassociation.

Discussion

See CID 4075.



REVme/D3.0 LB273 CID 4266 (SEC)

Clause: 12.6.8.1 (P2879 L9)
Comment:
The rules in 12.6.18 seem to allow non-protected Public Action frames under MFP, which seems like a security hole

Proposed Change:
At 2879.9 change
"When an Action frame is transmitted for which a Protected Dual of Public Action frame is defined (see 9.4.1.11 (Action field)), which variant (i.e., Public Action or Protected Dual of Public Action) is used depends on the setting of the "Protected" parameter of the corresponding MLME.request or MLME.confirm primitive. Where there is no such parameter, the protected variant is used when management frame protection has been negotiated."
to
"When management frame protection is negotiated, an Action frame shall not be transmitted for which a Protected Dual of Public Action frame is defined (see 9.4.1.11 (Action field))."

Proposed Resolution:
REJECTED – Capability to send non-protected Public Action frames to other APs while associated with another AP with management frame protection is needed to be able to perform parallel operations like GAS/ANQP with other APs while associated. Furthermore, an AP would need to be able to transmit group addresses Public Action frames even when a Protected Dual of Public Action frame is defined for the Public Action frame and the AP having negotiated use of MFP with all associated STAs.
Discussion

The comment proposes following changes:

12.6.18 Robust management frame selection procedure

The Protected Dual of Public Action frame is defined to allow robust STA-STA communications of the same information that is conveyed in Action frames that are not robust (see 9.6.10 (Protected Dual of Public Action frame details)). A Public Action field, in the octet immediately after the Category field, differentiates the Protected Dual of Public Action frame formats. The defined Protected Dual of Public Action frames are listed in Table 9-490 (Public Action field values defined for Protected Dual of Public Action frames). When management frame protection is negotiated, an Action frame is shall not be transmitted for which a Protected Dual of Public Action frame is defined (see 9.4.1.11 (Action field)), which variant (i.e., Public Action or Protected Dual of Public Action) is used depends on the setting of the “Protected” parameter of the corresponding MLME.request or MLME.confirm primitive. Where there is no such parameter, the protected variant is used when management frame protection has been negotiated. An individually addressed Protected Dual of Public Action frame shall be protected using the pairwise cipher suite. A group addressed Protected Dual of Public Action frame shall be protected using BIP.

NOTE—A Protected Dual of Public Action frame is protected by encryption if it is individually addressed and by a MAC if it is group addressed.

When a Public Action frame is received, but a Protected Dual of Public Action frame should have been used, the frame should be discarded.

If a Protected Announce Action frame exists to allow robust STA-STA communications of the same information that is conveyed in the corresponding Announce Action frame, the protected variant shall be transmitted between a pair of communicating DMG STAs when dot11ProtectedAnnounceImplemented is true for both of these STAs.

Otherwise, Protected Announce Action frames of the category DMG Action shall not be used.

This feels problematic both because this can be misinterpreted and because this might make deployed devices non-compliant. Public Action frames can be sent to an AP with which a non-AP STA is not associated while that non-AP STA is associated with another AP and with management frame protection having been negotiated for that association. The proposed new language with the “When management frame protection is negotiated” condition could be interpreted to apply to all Public Action frame transmissions regardless of their destination and the condition could be interpreted to be true based on what was negotiated for the association.

An example case would be GAS/ANQP while associated with management frame protection negotiated. It would seem reasonable to use the protected variant for a GAS exchange with the current AP, but a GAS exchange with another AP would use the not protected variant.

The condition on the “Protected” parameter in the MLME.request/confirm is here to cover this type of parallel needs. That capability seems reasonable to maintain (and fix: see CID 4067). Furthermore, an AP would need to be able to transmit group addresses Public Action frames even when a Protected Dual of Public Action frame is defined for the Public Action frame and the AP having negotiated use of MFP with all associated STAs.




REVme/D3.0 LB273 CID 4273 (SEC)

Clause: 12.6.18 (P2879 L30)
Comment:
"the protected variant is used when management frame protection has been negotiated" -- needs to be "a non-protected variant shall be discarded when management frame protection has been negotiated" (was CID 3199, claim made that sometimes non-protected variants are used even when MFP is in effect!)

Proposed Change:
As it says in the comment

Proposed Resolution:
REJECTED – This sentence describes transmitter behavior while the proposed change would mix this with receiver behavior. The receiver behavior (“should discard”) is already addressed in a paragraph following this text in the same subclause. “should” is used instead of “shall” to accommodate transmitter behavior allowed in IEEE Std 802.11-2020.
	OR
REVISED – Incorporate changes under the “Proposed changes for CID 4273” section of <this doc>. This implements a change that addresses the receiver side requirement more appropriately following the likely intent of the comment.
Discussion

The comment proposes following changes:

12.6.18 Robust management frame selection procedure

The Protected Dual of Public Action frame is defined to allow robust STA-STA communications of the same information that is conveyed in Action frames that are not robust (see 9.6.10 (Protected Dual of Public Action frame details)). A Public Action field, in the octet immediately after the Category field, differentiates the Protected Dual of Public Action frame formats. The defined Protected Dual of Public Action frames are listed in Table 9-490 (Public Action field values defined for Protected Dual of Public Action frames). When an Action frame is transmitted for which a Protected Dual of Public Action frame is defined (see 9.4.1.11 (Action field)), which variant (i.e., Public Action or Protected Dual of Public Action) is used depends on the setting of the “Protected” parameter of the corresponding MLME.request or MLME.confirm primitive. Where there is no such parameter, the a non-protected variant is usedshall be discarded when management frame protection has been negotiated. An individually addressed Protected Dual of Public Action frame shall be protected using the pairwise cipher suite. A group addressed Protected Dual of Public Action frame shall be protected using BIP.

NOTE—A Protected Dual of Public Action frame is protected by encryption if it is individually addressed and by a MAC if it is group addressed.

When a Public Action frame is received, but a Protected Dual of Public Action frame should have been used, the frame should be discarded.

If a Protected Announce Action frame exists to allow robust STA-STA communications of the same information that is conveyed in the corresponding Announce Action frame, the protected variant shall be transmitted between a pair of communicating DMG STAs when dot11ProtectedAnnounceImplemented is true for both of these STAs.

Otherwise, Protected Announce Action frames of the category DMG Action shall not be used.
This change feels confusing since the particular sentence and the one before it discuss the transmitter behavior while the proposed “shall be discarded” sounds like a receiver behavior. The receiver behavior is already described below in this same subclause: “When a Public Action frame is received, but a Protected Dual of Public Action frame should have been used, the frame should be discarded”. “should” is used here to accommodate for possibility of working with STAs that behave according to the transmitter behavior allowed in IEEE Std 802.11-2020. A more appropriate change to propose for this comment would have been to replace this “should” with “shall”, but that would remove this possibility to work with potentially deployed IEEE Std 802.11-2020 implementations.

Proposed changes for CID 4273

12.6.18 Robust management frame selection procedure
Modify 12.6.18 as shown (P2879 L23):

The Protected Dual of Public Action frame is defined to allow robust STA-STA communications of the same information that is conveyed in Action frames that are not robust (see 9.6.10 (Protected Dual of Public Action frame details)). A Public Action field, in the octet immediately after the Category field, differentiates the Protected Dual of Public Action frame formats. The defined Protected Dual of Public Action frames are listed in Table 9-490 (Public Action field values defined for Protected Dual of Public Action frames). When an Action frame is transmitted for which a Protected Dual of Public Action frame is defined (see 9.4.1.11 (Action field)), which variant (i.e., Public Action or Protected Dual of Public Action) is used depends on the setting of the “Protected” parameter of the corresponding MLME.request or MLME.confirm primitive. Where there is no such parameter, the protected variant is used when management frame protection has been negotiated. An individually addressed Protected Dual of Public Action frame shall be protected using the pairwise cipher suite. A group addressed Protected Dual of Public Action frame shall be protected using BIP.

NOTE—A Protected Dual of Public Action frame is protected by encryption if it is individually addressed and by a MAC if it is group addressed.

When a Public Action frame is received, but a Protected Dual of Public Action frame should have been used, the frame shallshould be discarded.

If a Protected Announce Action frame exists to allow robust STA-STA communications of the same information that is conveyed in the corresponding Announce Action frame, the protected variant shall be transmitted between a pair of communicating DMG STAs when dot11ProtectedAnnounceImplemented is true for both of these STAs.

Otherwise, Protected Announce Action frames of the category DMG Action shall not be used.
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image4.emf
Octets:

2 Oor6 Oor6 0-2034 0-3
Subframe DA SA .
Control (Optional) (Optional) MSDU Padding
- |

Figure 9-118—Dynamic A-MSDU subframe structure

A-MSDU subframe header
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BO B13 B14 B15
DA SA
Length Present Present
Bits: 14 1 1

Figure 9-119—Subframe Control field format











image6.emf
Name Type Valid range Description
STA Address MAC address Any valid Specifies the address of the peer MAC entity or
individual MAC the broadcast address to which query is
address. Fora transmitted.
group address
GAS frame, this is
the broadcast
address.
DialogToken Integer 0-255 The dialog token to identify the GAS transaction.
AdvertisementProt | Integer As defined in An advertisement protocol ID (see 9.4.2.92
ocolID Table 9-274 (Advertisement Protocol element)), which might
(Advertisement be IEEE 802.11 assigned or vendor specified.
protocol ID
definitions)
Query String N/A Query string formatted using protocol identified
in AdvertisementProtocolID.
QueryFailureTimeo | Integer >1 The time limit, in units of beacon intervals, after
ut which the GAS procedure is terminated.
Protected Boolean true, false Specifies whether the request is sent using a

protected robust Management frame.

If true, the request is sent using a Protected Dual
of Public Action frame. Otherwise, the request is
sent using a Public Action frame.
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Table 6-1— MLME SA interface(#1114)

Service Name MLME-XXX Type References Comments
Network discovery and GAS 1 9.6.7.12 (GAS See 11.22.3
selection support Initial Request (Interworkin

frame format), g

9.6.7.13 (GAS procedures:

Initial Response | generic

frame format) advertisemen
t service
(GAS)),
11.23
(Preassociati
on discovery
(PAD)

procedures)
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Size Information
1 Remote Frame Type
1 FT Packet Type
2 FT Action Length
6 AP Address
Variable FT Action Frame

Figure 11A-20—Remote Request/Response frame format
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Table 12-2—Remote Request/Response Payload format

Size Information
1 FT Packet Type
2 FT Action Length
6 AP Address
Variable FT Action Frame
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Size Information
1 RemeoteFrame Type
1 FT Packet Type
2 FT Action Length
6 AP Address
variable FT Action Frame

Figure 11A-20—Remote Request/Response Payloadframe format
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Octets:

LLC

SNAP

Payload Type

Payload

Figure U-1—Ethertype 89-0d frame body

1

variable
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Protocol name Payload type Subclause
Remote Request/Response 1 11A.10.3
TDLS 2 11.21.2
Reserved 3-255

Table U-1—Payload Type field values











image13.emf
Table 13-2—Remote Request/Response Payload format

Size Information
1 FT Packet Type
2 FT Action Length
6 AP Address
Variable FT Action Frame
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Octets:

Category FT Action Ade-Ir-éss T;&%?te/:\g FT Request frame body
1 1 6 6 variable

Figure 9-1138—FT Request frame Action field format
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Table 9-643—PV1 Management frame subtypes

PTID/Subtype value
b2 b1 b0(#1743)

Subtype description

000 Action
001 Action No Ack
010 PV1 Probe Response

011

Resource Allocation

100-111

Reserved
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Octets: 6 6 2 variable 0-3

DA SA Length MSDU Padding

e | -
A-MSDU subframe header

Figure 9-115—Basic A-MSDU subframe structure when not in a mesh Data frame(#462)
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Octets: 6 6 2 6or18 0-2304 0-3

Mesh DA Mesh SA Length Mesh Control MSDU Padding

- |
A-MSDU subframe header

Figure 9-116—Basic A-MSDU subframe structure when in a mesh Data frame(#462)(#419)
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Octets: 2

0-7920

0-3

Length

MSDU

Padding

- -
A-MSDU subframe header

Figure 9-117—Short A-MSDU subframe structure











