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	CN1
	
	
	
	Te, Ge
	IEEE 802.1Qcc is an amendment to IEEE 802.1QTM-2018 (has incorporated IEEE 802.1Q-2014 and its amendments and corrigendum).  
China has submitted comments on IEEE 802.1Q-2018 during both 60-day ballot and FDIS ballot (the latest comments are in 6N17175) to object the references to IEEE 802.1X. 
IEEE 802.1X has security problems including lack of specifications on pre-established trusted channel which IEEE 802.1X security is relying on, failing to achieve the real mutual authentication between the Supplicant and Authenticator, lack of independent identity for Authenticator resulting in losing the basic credential of identity legitimacy, etc. (see 6N17450)
Up to now, there is no reasonable and appropriate disposition on the security problems in the base standard IEEE 802.1QTM-2018 and this amendment neither gives solution to the security issues in IEEE 802.1QTM-2018. IEEE 802.1X is still the normative reference in IEEE 802.1Q-2018 and is used in Clause 8.13.9, 10.1, 25.2 etc. 
Therefore, China cannot support this amendment to be published as an International Standard.
	Please revise the referenced security mechanisms.

	

	CN2
	
	34.4
	
	Te
	In the referred clauses, this amendment uses IEEE 802.1AE to provide security protection. 
China submitted the comments on the new version of IEEE 802.1AE (IEEE 802.1AE-2018). Please refer to the comments in 6N17207. The problems of 1AE include inconsistence between content and title, using high cost Hop-by-Hop Encryption, only permitting to use typical cryptographic algorithms like AES (not including other compliant options that are compliant with ISO/IEC international standards) and so on.
The security issues about IEEE 802.1AE have not been properly resolved, hence the reference to use it will lead to secure risks in implementation. 
[bookmark: _GoBack]The reply in SC6N17443 was noted. However, the reply does not resolve the concerns about the security issues regarding to this amendment.
	Please revise the referenced security mechanisms.

	



1	MB = Member body / NC = National Committee (enter the ISO 3166 two-letter country code, e.g. CN for China; comments from the ISO/CS editing unit are identified by **)
2	Type of comment:	ge = general	te = technical 	ed = editorial 
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