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	CN1
	
	
	
	Ge,Te
	This proposal is a revision of IEEE Std 802.1X-2010 incorporating IEEE Std 802.1Xbx-2014 and IEEE Std 802.1Xck-2018. China has voted against IEEE 802.1X and its amendments because of the following technical reasons. 
IEEE 802.1X is still based on the concept that the link between the Authenticator and AS belongs to the internal network, or is easy to be setup by the controllable and trusted network channel. It was pointed out for many times that the structural concept is unable to apply and guide the network construction based on the current public network environment. Using IEEE 802.1X in the public network directly will be faced with many security threats, such as man-in-the-middle attacks, session hijacking attacks, denial of service attacks, MAC address forging. This technology is not able to match a variety of other network security protocols or assumptions.
IEEE 802.1X cannot achieve the real mutual authentication between the Supplicant and Authenticator and there is no Authenticator identity in the authentication process. The equipment that has no identity and cannot be identified in the network will lose the basic functionality of identity legitimacy, hence it cannot meet the requirements of the management control of network access and the requirements of the networking construction development with the current sensor network (SN), Internet of Things (IOT) etc..
IEEE once replied that “the China NB has alleged that man-in-the-middle (and other) attacks are possible without the technical details of such an attack being supplied or the attack being demonstrated.” However, this is not true. Documents 6N15613, 6N15662, 6N15523 have illustrated those problems in detail.
	It is suggested to improve the structural concept of IEEE 802.1X.
	

	CN2
	
	5.3, 7.3, 7.4, 7.5, 9 and 14
	
	Te
	This proposal uses MACSec (defined by IEEE 802.1AE) to protect the security of the network. 
However, China NB has pointed out the security problems of MACSec for several times during the previous ballots, e.g. 6N15556 and 6N15770. 
China also submitted the comments on the new version of 802.1AE (IEEE 802.1AE-2018). Please refer to the comments in 6N17080 (results of 60-day ballot). However, those comments were not accepted properly (6N17266). 
	Security mechanism should be improved or changed.
	



1	MB = Member body / NC = National Committee (enter the ISO 3166 two-letter country code, e.g. CN for China; comments from the ISO/CS editing unit are identified by **)
2	Type of comment:	ge = general	te = technical 	ed = editorial 
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