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	4050
(PHY)
	2234.00
	11.3.5.3
	Bullet e (Line 16 to Line 47) describes a procedure of using SA Query to check whether the STA has an active security association with the AP or not. This procedure is within the association process. Starting with SAE, FT and FILS Authentication, the Authentication process has major impact on the current key material and if initiated when not really needed it will cause the real STA to lose sync with the security material, which will result with disconnection, i.e. a very simple DOS attack. A much more efficient approach would have been to start the SA Query mechanism at an earlier stage, i.e. immediately following the SAE Authentication Request, instead of waiting for the (Re)Association-Request.
	The commenter will provide a submission for the comment resolution.


Discussion: 
We discuseed this comment in December 2019. 

Jouni suggested an alternative approach in the meeting: 
“Instead of trying to start SA Query more early, I would consider removing SA Query in cases where Authentication frame exchange can actually prove that the station is the correct one (i.e., it can complete full authentication) and not an attacker trying to do DoS. SAE, FT, and FILS are all examples of cases where full authentication can be completed either during Authentication frame exchange (SAE) or at latest by the end of Association frame exchange (FT and FILS). It would be better to avoid SA Query in all these cases since it is not really necessary and is just adding undesired extra latency.”
We had a follow-up email discussion with Jouni and agreed with the direction that Jouni suggested. 
Here are scenarios: 

· When SA Query is needed:

· If an AP receives a (Re)Association Request from a STA that has an active security association with the AP and active management frame protection, the AP shall suspect that the (Re)Association-Request was transmitted by a man-in-the-middle and not from the real STA. 
· Therefore, the AP shall reject the (Re)Association Request with a ResultCode REFUSED_TEMPORARILY and TimeoutInterval indicating when the STA can try to re-associate again. During this TimeoutInterval the AP applies the SA Query procedure and verifies whether the associating STA is the real STA or MIM.
· The above SA Query procedure is activated when the (Re)Association-Request is received i.e. after the Authentication process is completed.

· When SA Query is not needed:

· In case the Association process is following a successful SAE authentication, then the SA Query procedure is redundant as the successful SAE Authentication already indicates that the associating STA is the real STA.

Therefore, we suggest adding a clarification that in the case where the AP receives the (Re)Association Request following a successful SAE authentication, then the SA Query procedure should not be applied.
 Proposed Resolution:
Revised. 
At 2227.16 (11.3.5.3 AP or PCP association receipt procedures), make changes as follows:

	e)   Otherwise, if the state for the STA is 4, the STA has a valid security association, the STA has

negotiated management frame protection, the STA has not performed a successful SAE authentication after the current association was established,  and there has been no earlier, timed out SA Query procedure with the STA (which would have allowed a new association process to be started, without an additional SA Query procedure):




At 2231.28 (11.3.5.5 AP or PCP reassociation receipt procedures), make changes as follows:

	e)   Otherwise, if the state for the STA is 4, the STA has a valid security association, the STA has

negotiated management frame protection, the reassociation is not a part of a fast BSS transition, the STA has not performed a successful SAE authentication after the current association was established, and there has been no earlier, timed out SA Query procedure with the STA (which would have allowed a new reassociation process to be started, without an additional SA Query procedure):




Abstract





This document contains proposed resolutions for CID 4050 based on D3.3.  





R00: Initial proposal. 


R01: Incorporated feedback from TGmd teleconference on July 17.


R02: Incorporated feedback from TGmd teleconference on July 22.
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1706.09�
11.11.10.3�
"the reporting AP has dot11LciCivicInNeighborReport and the neighbour AP has LCI MeasurementCapability (RM Enabled Capabilities element with the LCI Measurement Capability Enabled fieldset to 1) dot11RMLCIMeasurementActivated equal to true"-- this has at least two errors "has dot11LciCivicInNeighborReport" and"Measurement Capability (...) dot11RMLCIMeasurementActivated equal to true"Note that " (RM Enabled Capabilities element with the LCI Measurement Capability Enabled field set to 1)" is also a informal way of anonymously referencing a transmission by the AP)." this can also be improved. This informality occurs in a number of places in this subclause. The proposed changes addresses two of these.�
Change cited text to:"the reporting AP has dot11LciCivicInNeighborReport equal to true and the neighbor AP indicates support for LCI measurement(the neighbor AP has transmitted an RM Enabled Capabilities element with the LCI Measurement Capability Enabled field equal to true)"Make matching changes at 1706.32.�
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