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Abstract
Proposed comment resolution for CID 1543 (TGm LB232).





CID 1543

	CID
	Clause Number(C)
	Page
	Comment
	Proposed Change

	1543
	9.4.2.182
	1280.01
	"The AP verifies that the extracted source MAC address is equal to the source MAC address of

the (Re)Association frame. If these are different, the AP shall discard the FILS HLP Container

element;" -- so there's no point passing the source MAC address, since the transmitter will always ensure they are the same (why bother sending something you know the other end will discard?)
	Delete step 2) at 2301.42 and the bullet at 2302.21.  In Figure 9-634 delete the Source MAC Address and Destination MAC Address fields.  In 9.4.2.182 delete the penultimate paragraph.






Discussion

Note: P1280.01 refers to D1.0 which is in D1.4 on page 1337.
Also, the clause number in D1.4 has changed from xxx.182 to xxx.183.


Context: D1.4  P1337
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The cited text in the comment refers to the refrenced clause 11.45.3.2

Context D1.4 P2460ff
[image: ]

In the situation address in comment, the comment is correct: the source address fields are not required.  Despite that fact, the FILS HLP Container element is reused in other situations, in which the source address field is required. Instead of defining another (new) element, the existing is reused.

Contet D1.4 P2461:
[image: ]

Proposed Resolution:

Reject.

The comment does highlight a valid case in which the source MAC address is not required. Though, the FILS HLP Container element is reused in other situations, in which the source address field is required. Instead of defining another (new) element, the existing is reused (e.g. see D1.4 P 2461 L55).
Submission	page 4	Marc Emmelmann (Koden-TI)
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9.4.2.183 FILS HLP Container element(11ai)
The FILS HLP Container element contains higher layer protocol (HLP) packets transported during FILS
association. If dot11FILSActivated is true, one or more FILS HLP Container elements may be included in a
Re)Association Request or Response frame.
The format of the FILS HLP Container
element is shown in Figure 9-645 (FILS HLP Container element format(11ai)).
The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1 (General).

The Destination MAC Address field and the Source MAC Address field are set as described in 11.45.3.2
(Higher layer protocol encapsulation).
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Element Element ID Destination Source MAC
ID Length Extension MAC Address Address HLP Packet
Octets: 1 1 1 6 6 variable

Figure 9-645—FILS HLP Container element format(11ai)

The HLP Packet field contains the HLP packet.
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If the AP receives a (Re)Association Request frame including FILS HLP Container element(s), the AP
decapsulates the HLP packet(s) but shall not transfer the HLP packet(s) until the key confirmation (see
12.12.2.6 (Key confirmation with FILS authentication)) is successfully completed. After successful key
confirmation, the AP forwards the HLP packet(s) to the upstream network or BSS according to the
destination MAC address of the HLP packet(s). The order of forwarding the HLP packets shall be the same
as the order of the FILS HLP Container elements in the (Re)Association Request frame. If the key
confirmation fails, the AP discards the HLP packet(s). The AP may filter HLP packets based on rules that
are out of scope for this standard. The packet decapsulation procedure for each FILS HLP Container element
is as follows:
1) The AP extracts the destination MAC address, the source MAC address and the HLP packet from
the FILS HLP Container element;
2) The AP verifies that the extracted source MAC address is equal to the source MAC address of the
(Re)Association frame. If these are different, the AP shall discard the FILS HLP Container element;
3) The AP constructs the frame in appropriate format to deliver the HLP packet to the upstream net-
work or BSS by using the extracted destination MAC address, source MAC address, and HLP
packet.
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The AP should wait to a transmit (Re)Association Response frame until dotl lHLPWaitTime has elapsed
after receiving a (Re)Association Request frame(Ed). (#46)If, before it transmits a (Re)Association
Response frame, the AP receives one or more HLP packets from the upstream network or BSS that have the
non-AP STA’s MAC address or a group address as the destination address, the AP transmits each HLP
packet in a different FILS HLP Container element in the (Re)Association Response frame. The order of the
FILS HLP Container elements in the (Re)Association Response frame is same as the order of receiving the
HLP packets. If the AP receives HLP packets for the non-AP STA after transmitting a (Re)Association
Response frame, the AP transmits the HLP packets as Data frames. (#46)If, before it transmits a
(Re)Association Response frame, the AP does not receive any HLP packets from the upstream network or
BSS that have the non-AP STA’s MAC address or a group address as the destination address, the AP shall
not transmit any FILS HLP Container elements in the (Re)Association Response frame. The status code in
the (Re)Association Response frame is not effected by the presence or absence of a FILS HLP Container
element. The packet encapsulation procedure for each FILS HLP Container element is as follows:

—  (#47)The AP sets the fields of the HLP Container element as follows:

—  The Destination MAC Address field is set to the destination MAC address of the received HLP
packet, which is the MAC address of the non-AP STA or a group address

—  The Source MAC Address field is set to the source MAC address of the received HLP packet
—  The HLP Packet field is set to the HLP packet in MSDU format (see 5.1.4 (MSDU format)).
—  The AP includes the FILS HLP Container elements into the (Re)Association Response frame.




