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	2365.01

	12.5.4.6

	The IGTK ID is included in the Management MIC element and added  at the end of Management frame body. The receiving STA won't be able to start computing MIC value until reaching the end of management frame body. Some of implementation may start computing MIC without checking IGTK ID. It may work sometimes. However, when IGTK ID is changed, it has to recalculate the MIC, which is not efficient. To avoid the cited issue, a synched IGTK ID update  mechanism is needed.

	Commenter will bring a submission for discussion. 


Instruct the editor to insert a new row before the row “Last” in Table 9-31 as follows:

Table 9-31— Beacon frame body body

	      Order
	           Information
	                                Notes

	       < TBD>
	  IGTK Switch Announcement
	The IGTK Switch Announcement element is optionally present if dot11IGTKSwitchAnnouncement is true.


Instruct the editor to insert a new row before the row “Last -1” in Table 9-38 as follows:

Table 9-38— Probe Response frame body body

	      Order
	           Information
	                                Notes

	       < TBD>
	  IGTK Switch Announcement
	The IGTK Switch Announcement element is optionally present if dot11IGTKSwitchAnnouncement is true.


Instruct the editor to add a new row in table 9-88 as follows:






Table 9-87—Element IDs
	                Element
	  Element ID
	   Element ID  

   Extension
	  Extensible
	Fragmentable

	IGTK Switch Announcement (see 9.4.2.a (IGTK Switch Announcement element))
	       255
	     <ANA>
	        Yes
	          No


Instruct the editor to add a new subclause at the end of 9.4.2:

9.4.2.a IGTK Switch Announcement element
The IGTK Switch Announcement element is used to indicate when the new IGTK is active. The format of IGTK Switch Announcement element is defined in Figure 9-a (IGTK Switch Announcement element format).
	    Element ID
	    Length   
	   Element ID Extension
	New IGTK ID
	IGTK Switch Count


Octets

1

1

        1


   2


1
Figure 9-a— IGTK Switch Announcement element format
The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1 (General).
The New IGTK ID field contains an IGTK Key ID and identifies the new IGTK to be used to compute the MIC. The IGTK Key ID is either 4 or 5, as defined in 9.4.2.54.
The IGTK Switch Count field indicates the number of TBTTs until the new IGTK is active. A value of 1 indicates that the new IGTK will be active immediately after the next Beacon transmission. 

Instruct the editor to modify the first paragraph of 12.5.4.6 as follows:

12.5.4.6 BIP reception
When a STA with management frame protection negotiated receives a group addressed robust Management frame protected by BIP-CMAC-128, BIP-CMAC-256, BIP-GMAC-128, or BIP-GMAC-256, it shall
a) Identify the appropriate IGTK and associated state based on the MME Key ID field. The receiver may use the IGTK that was identified in the IGTK Switch Announcement element in the Beacon frame. However if it doesn’t match the value of the MME Key ID field, the receiver should recalculate the MIC based on the MME Key ID field. If no such IGTK exists, silently drop the frame and terminate BIP processing for this reception.

b) Perform replay protection on the received frame. The receiver shall interpret the MME IPN field as
a 48-bit unsigned integer ……
Instruct the editor to add a parapgraph at the end of 12.7.7.1 as follows:

If dot11IGTKSwitchAnnouncement is true, the Authenticator shall include the IGTK Switch Announcement element in Beacon frames and Probe Response frames following the Group key handshake to indicate when the new IGTK will be active. 

Instruct the editor to add a parapgraph at the end of 12.7.7.5 as follows:

e ) 
If dot11IGTKSwitchAnnouncement is true, the Authenticator includes the IGTK Switch Announcement element in Beacon frames to indicate when the new IGTK will be active. 

Instruct the editor to modify C.3 as follows:

C.3 MIB detail

Dot11StationConfigEntry::=

    SEQUENCE {

......

dot11IGTKSwitchAnnouncement


TruthValue }
dot11IGTKSwitchAnnouncement OBJECT-TYPE


SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current


DESCRIPTION



“This is a capability variable. 

Its value is determined by device capabilities.
This attribute, when true, indicates that IGTK switch announcement is implemented and used.”

::= { dot11StationConfigEntry <ANA>}

Abstract





This document provides comment resolutions for LB232 CID 1067. 
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