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Introduction
A dominance allegation was received by the WG chair related to TGai (https://mentor.ieee.org/802.11/dcn/16/11-16-0799-00-0000-dominance-allegation-in-tgai.doc).

This report documents the investigation of the report, its findings, and associated actions/recommendations.
Investigators

The 802.11 WG chair (Adrian Stephens) declares himself to be unconflicted in this matter and led the investigation.

James Gilb, a member of the 802 executive committee (EC) agreed to support the investigation as an observer and advisor, and declares himself to be unconflicted.

Process

The following process was identified and used in the investigation:

1. WG Chair obtained documentation of the specific complaint

2. WG Chair communicated the complaint to WG members – see 11-16/799r0.

3. WG Chair notified the IEEE 802 EC of complaint

a. see 11-16/770r0,  slides 20 onwards which were presented to the EC in the July session.
4. WG Chair determined who is going to handle the process – investigating officer (IO)

a. The WG Chair appointed himself the IO,  which is in keeping with the WG chair’s responsibilities described in the WG P&P

5. IO Solicited neutral volunteer to advise and observe
a. Typically should be an EC member or IEEE-SA staff member

b. Person should be familiar with IEEE-SA P&P

c. James Gilb, IEEE 802 EC member, agreed to fulfill this role.

6. IO Collected data,  considering some or all of

a. Inspected previous minutes and recorded votes

b. Interviewed selected participants 

7. IO writes report of findings – this document
Future actions pending:

8. IO communicates findings to WG chair in a public submission

9. WG Chair reports out to WG, TG at an 802.11 plenary meeting

10. WG Chair’s responsibilities include reporting findings to EC and may request instructions on how to proceed.

What is dominance?
The IEEE SASB bylaws define dominance: (our emphasis)
“Dominance is normally defined as the exercise of authority, leadership, or influence by reason of superior leverage, strength, or representation to the exclusion of fair and equitable consideration of other viewpoints. 
Dominance can also be defined as the exercise of authority, leadership, or influence by reason of sufficient leverage, strength, or representation to hinder the progress of the standards development activity. Such dominance is contrary to open and fair participation by all interested parties and is unacceptable.”
Consider first a company that employs a large number of people.  These attend an 802.11 session.  

1. The company’s employees act purely as individual experts.

a. When a question comes to the vote, some are found on each side of the question.  There appears to be no reason or basis to determine dominance.

b. When a question comes to the vote, they almost always vote the same way, because they understand the issue from the same perspective.  There may be the appearance of dominance.

2. The company’s employees are instructed or coerced into supporting a “company position”.

a. The employees have the expertise to make the decision, but the decision is made for them.   In this case, there is dominance.  Individuals might be able to persuasively explain their actions in terms of the company position.  Although dominance is being exerted, it might be difficult to determine this.

b. The employees do not have the expertise to make the decision (e.g., the employer sends its secretaries to the meeting to get voting status).  In this case it is much easier to determine dominance.

Another question to consider is whether it is valid for a large group of individuals to arrive for a single motion, vote, and leave.  Such an event might indicate that the topic has widespread interest (e.g., a confirmation vote on accepting a proposal), or it might indicate management of those individuals.  Even if their presence is being coordinated, providing that they are acting as individual experts, their voting is acceptable.  It is only when they are corralled into the room and told how to vote that dominance is being demonstrated.    An individual might be an expert, but if they have not taken the time to inform themselves of the issues related to the debate/motion, then they should not vote.   If they do vote, they are individually transgressing the WG rules.  And if they do vote as instructed, dominance is being exerted.

When voters are acting as individual experts and so provide fair and equitable consideration of other viewpoints, clearly there is no dominance.
If voters affiliated with a particular entity are instructed or coerced into voting in a particular way and this affects the outcome of a decision by the Working Group, there is clearly dominance by that entity.
Note that if an entity instructs or coerces voting members to vote in a particular way, but this does not affect the outcome, then the voting member is violating their requirement from the IEEE 802 LMSC Working Group Policies and Procedures (4.21.1) to act “in a manner consistent with their professional expert opinion as individuals, and not as organizational representatives.”
If some voters affiliated with a particular entity are voting when they do not have the expertise so to do, this is only dominance if they recognize their own lack of expertise and are under instruction how to vote.

The allegation

https://mentor.ieee.org/802.11/dcn/16/11-16-0799-00-0000-dominance-allegation-in-tgai.doc
	Received from Dan Harkins, 2016-06-20:

Beginning in July 2013 in Geneva I observed that on certain votes there would be a large number of Huawei voters dominating the result. Many of these people I had never seen in TGai before, certainly they never spoke at the mic or presented any submissions. After witnessing repeated cases where a bloc would arrive, vote, and immediately leave after the vote, I began to request recorded votes when it

appeared the Huawei bloc had arrived in the room. For example,

  - [Dallas, November 2015] Huawei delivering 11 voters to a room that ended up  with 25 total voters from 13 distinct companies-- 14 votes were distributed  to 12 companies and 11 votes to Huawei. 90% of the no voters were Huawei (one token abstain voter).  Motion failed 8/10/6.

    Voter distribution:

                  Broadcom:         *

                  Qualcomm:        ***

                  self:                      *

                  HPE:                     *

                  BlackBerry:        *

                  Huawei:              ***********

                  SRC Software:   *

                  Cisco:                   *

                  NSA:                     *

                  DOT:                    *

                  Marvel:               *

                  Etri:                      *

                  InterDigital:      *

    If this was entity voting the motion would have passed 7/2/4

  - [Waikoloa, May 2016] Huawei delivering 10 voters to a room that ended up with 32 total voters from 17 distinct companies-- 22 votes were distributed to 16 companies and 10 voters to Huawei. 81% of the no voters were Huawei (one token abstain voter). Motion failed 19/11/2.

    Voter distribution:

                  Broadcom:         *

                  Cisco:                   *

                  HPE:                     ***

                  Ilmena Tech:      *

                  WireFi:                 *

                  Ruckus:                **

                  Marvel:               *

                  BlackBerry:        ***

                  Samsung:            *

                  NSA:                     *

                  Huawei:              **********

                  Qualcomm:        *

                  SR Tech:              *

                  Intel:                    **

                  self:                      *

                  Ericsson:              *

                  SRC Software:    *

  If this was entity voting the motion would've passed 13/3/1

They can field a large number of voters to vote as a bloc and prevent passage of motions they disfavor and ensure passage of motions they do favor. In cases where they were not successful in a final yes/no resolution they were successful in fielding enough votes to prevent the other side from getting 75%, in spite of the broad support the issue might have in the group. Dominance clearly demonstrated.




Analysis of the record related to the complaint
The complaint contains both general observations (“Beginning in July 2013 in Geneva I observed that on certain votes there would be a large number of Huawei voters dominating the result.”) and specific complaints.

Some analysis of the specific complaints, plus analysis of a related controversial topic for which voting data also exist are shown below.

First specific complaint (on DILS)
The first specific vote cited is: (11-15/1482r1)
1.1.1. Motion #302

1.1.1.1. Move to 
- Instruct editor to adopt the changes of 11-15-1425r0 to the TGai draft.
- Set the resolution for CIDs 10114, 10210, and 10724 to “Revised” adopt changes as shown in　 https://mentor.ieee.org/802.11/dcn/15/11-15-1425-00-00ai-no-more-dils.docx
1.1.1.2. Recorded motion requested and approved by the chair.

1.1.1.3. Moved: Dan Harkins

1.1.1.4. Seconded: Santosh Pandey

1.1.1.5. Result: 8/10/7

Motion fails
Huawei affiliates voted 0/9/2 (for/against/abstain). (See Annex A)
Two alternative voting regimes were considered:

· If the Huawei votes were counted as a single vote (negative), then the result would have been: 8/2/5, and the motion would have passed.

· If the ballot was counted using entity voting, the outcome would have been: 7/2/4, and the motion would have passed.

The three comments cited in the failed motion were resolved individually as follows.


Comment 10114, cited in motion #302 was resolved by motion 313, resulting in an “Accepted”.  This resulted in removal of a vendor specific component of the DILS feature. (See Annex A)
1.1. Motion #313
1.1.1. Move to 
- approve the comment resolutions as contained in 
the “2016-01-18-PM1” tab of 11-15-1196-24.

1.1.2. Moved: George Calcev

1.1.3. Seconded: Peter Yee

1.1.4. Result: 7/0/0

1.1.5. Motion passes.

Comment 10210 was resolved by motion 305 with a “revised” resolution making the DILS feature optional.

1.1. Motion #305

1.1.1. Move to 
- approve the resolution for CID10210 as shown in 11-15-1409r2

1.1.2. Moved: George Calcev

1.1.3. Seconded: Ping Fang

1.1.4. Result: 13/0/4

1.1.5. Motion passes.

Comment 10724 (asking to demonstrate the performance benefit) was rejected in motion 306:

1.1. Motion #306

1.1.1. Move to 
- approve the resolution for CID10724 as shown in 11-15-1409r2

1.1.2. Moved: Georg Calcev

1.1.3. Seconded: Jouni Malinen

1.1.4. Result: 13/1/4

1.1.5. Motion passes.

None of these individual comment motions would have a different outcome under either alternative voting regime.

The outcome of this topic was that DILS remains in the draft, but as an optional feature.  Under either alternative voting regimes, the DILS feature would have been removed.
Second specific complaint (State Machine)
The second specific complaint is of motion 349: (see 11-16/743r0)

1.1. Motion #349

1.1.1. Move to
Instruct editor to incorporate the changes  as shown in the docment 11-16-0691r1, resolving comment 20171,20152,20100 and 20099 as “Revised: incorporate the changes  as shown in the docment 11-16-0691r1”.

1.1.2. Moved: Mike Montemurro

1.1.3. Seconded: Rich Kennedy

1.1.4. Vote records

1.1.4.1. See Annex

1.1.5. Result: 19/11/3

1.1.6. Motion fails.

Consider alternative voting regimes: a vote by entity would have passed: 16/5/2; a vote taking Huawei affiliates votes as a single vote would have passed 19/2/3. 
	In the interests of full disclosure, one of us (Stephens) has to disclose here that is a co-author of the cited document 11-16/0691r1.

He reviewed the cited document in draft and made editorial comments wearing his 802.11 (revision mc) technical editor hat, which explains why his name appears.  He also expressed an opinion during debate supporting the motion. That opinion was based on the likely treatment of the disputed text when it came to consideration in an 802.11 revision.
He asserts that he is un-conflicted regarding the matter of determining dominance.


The following motion was a failed attempt to reject the comments:
1.1. Motion #348

1.1.1. Move to 
Approve the comment resolution for CID, 20099, 20100,20152 and 20171 as shown in 11-16/0552r1.

1.1.2. Moved: Rob Sun

1.1.3. Seconded: George Calcev

1.1.4. Vote records

1.1.4.1. See Annex.

1.1.5. Result: 11/16/5

1.1.6. Motion fails.
A procedural motion to reject the comments was made and tabled.
1.1. Motion #350 (Procedural motion)

1.1.1. Move to 
Approve the following comment resolution for CIDs 20099, 20100,20152 and 20171
 “REJECT-- The CRC could not reach consensus on the changes necessary to address the comments.
The following proposals were considered but have not received 75% approval,11-16/0552r1 motion #348 and 11-16/0691r1 motion #349.

1.1.2. Discussion

1.1.2.1. Previous "no" votes are made by almost 1 company. Please explain the technical differences between state 5 and 2.

1.1.2.2. Explained in the previous presentation.

1.1.3. Moved: Rob Sun

1.1.4. Seconded: Lee Armstrong

1.1.5. Motion to table

1.1.5.1. Moved: Adrian Stephens

1.1.5.2. Seconded: Jon Rosdahl

1.1.5.3. Result: 17/0/13

Motion to table passes.
	In the interests of full disclosure, one of us (Stephens) has to disclose here that he made the motion to table.  He did this in order to give participants additional time to find a consensus.


The related comments were eventually resolved (see 11-16/0800r0) as follows:

1.1. Motion #352

1.1.1. Move to: 
Approve the comment resolution for CIDs 20099, 20100, 20152, and 20171 as follows: "REVISED.
Incorporate changes as shown in https://mentor.ieee.org/802.11/dcn/16/11-16-0691-02-00ai-state-machine-changes.docx

1.1.2. Moved: Michael Montemurro

1.1.3. Seconded: Mark Hamilton

1.1.4. Result: 8/0/3

1.1.5. Motion passes.

It should be noted that the cited document added a co-author:  Rob Sun (Huawei), which is interpreted as indicating that this motion reflects an achieved consensus position, rather than lack of participation by any “side” of the argument.

The outcome of this topic is that a consensus was developed that achieved the apparent intent of the related comments.  Had an alternative voting regime been in operation, motion #349 would have passed.  Broadly speaking this would have a similar technical content (i.e., both initial (failed) and final (consensus) resolutions result in removal of “state 5”), except that it had less review.
Additional analysis - Type of encryption topic
We add to this investigation the question of the type of encryption, because it arguably is part of the generic complaint, and was controversial in TGai.  The history of this topic is as follows (with thanks to Peter Lambert):

2012-09 The initial text used AES-SIV (11-12/1045r6)

2012-11 Text changed to AES-CCM (11-12/1385r1)

2013-07 An attempt to put SIV back does not pass

2014-07 AES-CCM changed to AES-GCM (11-14/0911r0)

2015-11 AES-SIV back in the specification (Removing Counters from AEAD Construction

11-15/1243r0)

2016-05 A motion to resolve comments 20045-20054, 20124 and 20167 by replacing AES-SIV with AES-GCM failed.  A motion to the comments by re-introducing AES-GCM in addition to AES-SIV failed.  A Motion to reject the comments with a technical reason failed.  A motion to reject the comments with a procedural resolution passed.
The May 2016 motions in more detail: (see 11-16/743r0)

A motion was made to change (revert) the encryption to AES-GCM
1.1. Motion #331

1.1.1. Move to approve the comment resolution for CIDs 20045-20054, 20124 and 20167 as follows, 
Revised: incorportate the changes as shown in 11-16-0596r1.

1.1.2. Moved: Peter Yee

1.1.3. Seconded: Rob Sun

1.1.4. Discussion

1.1.4.1. Reverting will reproduce negative votes.

1.1.4.2. Recorded vote requested.

1.1.5. Vote records

1.1.5.1. See Annex.

1.1.6. Result: 6/4/10

1.1.7. Motion fails.

Huawei affiliates voted “5/0/1”.  Under any voting regime, the motion would have failed.
A motion was made to add AES-GCM as a second encryption type.
1.1. Motion #346

1.1.1. Move to approve the comment resolution for CIDs 20045-20054 as shown in 11-16-0596r3.
And instruct editor to incorporate the changes as shown in 11-16-0596r3.

1.1.2. Moved: Peter Yee

1.1.3. Seconded: Rob Sun

1.1.4. Discussion

1.1.4.1. Against. It makes unnecessary complexity.

1.1.4.2. US government and many organizations require NIST approval AES-GCM.

1.1.5. Vote records

1.1.5.1. See Annex.

1.1.6. Result: 6/8/16

1.1.7. Motion fails.

Huawei affiliates voted “4/0/2”.  Under any voting regime, the motion would have failed.
The “procedural rejection” motion that finally succeeded was:
1.1. Motion #347 (Procedural motion)

1.1.1. Move to 
Approve the following comment resolution for CIDs 20045, 20046, 20047, 20048, 20049, 20050, 20051, 20052, 20053, 20054:
“REJECT-- The CRC could not reach consensus on the changes necessary to address the comments.
The following proposals were considered but have not received 75% approval,11-16/0596r3

1.1.2. Moved: Dan Harkins

1.1.3. Seconded: Paul Lambert

1.1.4. Discussion

1.1.4.1. Clarification. What is the actual outcome of this motion?

1.1.4.2. Resolution as shown in the motion statements.

1.1.5. Vote records

1.1.5.1. See Annex.

1.1.6. Result: 20/0/13

1.1.7. Motion passes.

The outcome of this topic is that AES-SIV remained the only encryption method in the amendment.  No alternative voting regime would have resulted in a different outcome.
Interviews
The authors conducted interviews with all Huawei affiliates who participated in any of motions 302, 331 and 349.  These individuals were asked:

1. Please explain why you voted that way

2. Did a colleague suggest to you how you should vote?

3. Did anybody from your company tell you which way to vote?

4. Do you believe you were acting as an individual expert?

The authors also interviewed the TG chair and vice chair, and the complainant.
The interviews were held in IEEE 802.11 executive session, with the two authors and a single interviewee present. All interviewees were told that their responses would not be individually attributed.

Findings – Geneva
See minutes: 11-13/936r0.

Letter ballot comments were being considered.  A proposal to resolve a comment by replacing AES-GCM with AES-SIV was received (see 11-13/806r1) and discussed.  A request to delay the vote was received from a Huawei affiliate.  The motion and vote were delayed until a subsequent session.

The motion was #4.   It failed 8/10/6.  There being no recorded vote at the time, it is not possible to state who voted which way, and whether a different voting regime would have resulted in a different outcome.

Multiple interviewees described that shortly before the vote, a number of Huawei affiliates entered the room.  Some of these were faces new to the TG officers.  

After this session, recorded votes started to be used.  There were no further instances reported of obvious newcomers arriving just before a vote.
Findings – the specific complaints and type of encryption topic
Our interviewees uniformly indicated that they were acting independently and without any kind of coercion. They indicated that they believed they were acting as individual experts.

On questioning the interviewees on the basis for their vote, the authors believe that 7 of the 16 Huawei affiliates voted at least once when the authors believe they should have considered themselves not sufficiently expert to do so.  That is, they were unable to provide a rationale that made sense or was internally consistent.

Based on the information available to the authors, there is no evidence that indicates that there was an attempt by Huawei to coerce its employees, or instruct them how to vote.  

However there appears to be instances of Huawei affiliates voting to support a perceived company viewpoint (“to support the department”) when the correct action would have been to not vote or abstain.  
Summary of findings
This investigation has found no evidence of dominance.
· The outcome of the DILS topic is that this feature remained in the draft standard, but as an optional feature.  Under alternative voting regimes, the DILS feature would have been removed.  If there was evidence of coercion, the outcome of motion 302 would have been a clear demonstration of dominant behaviour.
· The outcome of the State Machine topic is that state 5 was removed.  The alleged dominant behaviour might have delayed its removal.

· AES-SIV remains as the only authenticated-encryption scheme in the draft standard.  Any alleged dominant behaviour had no effect on this outcome.
· Questionable behaviour was displayed by Huawei affiliates in the Geneva meeting.  This did not repeat.

· There was no evidence of coercion

· There was evidence that individuals were voting when they were not sufficiently expert so to do

Proposed Remedy

There is evidence of a lack of understanding of what it means to act as an individual expert by some Huawei affiliates.  The WG Chair intends to address this informally and directly with Huawei affiliates.

There being no finding of dominance, the remedy for dominance identified in the relevant policies and procedures (P&P) does not apply.
General recommendations for TG chairs

Task group chairs need to be vigilant for two types of “bad” behaviour:

1. Dominant behaviour by an organization – i.e., apparent organization of large numbers of voters
2. “uneducated” behaviour,  specifically individuals voting on motions when they have not participated in debate,  or not attended many of the meetings,  or cannot explain why they voted a particular way when asked

Chairs should use recorded votes whenever they suspect bad behaviour.  Likewise, they should note in the minutes any large movements of people in and out of the room. 

Chairs should discuss any such instances with the WG chair during the session in which they occurred.

Annex A

At the IEEE 802.11 WG plenary meeting (on 2016-09-14) in which the report R1 was delivered, Dan Harkins came to the microphone to indicate that he believed the report contained errors.  The WG chair took an action to investigate.   Dan’s email describing these errrors is reproduced in part below:

	As I mentioned at the mic I believe the votes on the "First Specific Complaint (on DILS)" are wrong. If Huawei votes were counted as a single negative vote the outcome should've been 8/2/4 and the motion would've passed. If entity voting was used the outcome would've been 7/2/4 and the motion would’ve passed.

[snip]
  Editorially, you mention in the same section that "The topic of motion #313 is the removal of the Differentiated Initial Link Setup (DILS) feature." That is not true because the comment it concerned was "Accepted" and we still have DILS in the draft. CID 10114 was concerning the removal of a vendor-specific field from the DILS messages. Motion #313 really has no

bearing on the dominance controversy, IMHO.


The votes for motion 302 from the minutes (11-15-1482r1) are shown below:

	LastName
	FirstName
	MI
	Affiliation
	Vote

	Abraham
	Santosh
	P
	Qualcomm Incorporated
	Y

	Armstrong
	Lee
	R
	US Department of Transportation
	A

	Au
	Kwok Shum
	S
	　
	N

	Bhandaru
	Nehru
	　
	Broadcom Corporation
	Y

	Calcev
	George
	　
	Huawei R&D USA
	N

	Emmelmann
	Marc
	　
	Self Employed
	Y

	Fang
	Ping
	　
	Huawei Technologies Co. Ltd
	N

	Ghanbarinejad
	Majid
	　
	Huawei R&D USA
	N

	Harkins
	Daniel
	N
	Aruba Networks, Inc.
	Y

	Lambert
	Paul
	　
	Marvell Semiconductor, Inc.
	A

	Lee
	Jae Seung
	S
	ETRI
	A

	Malinen
	Jouni
	K
	Qualcomm Incorporated
	Y

	Mccann
	Stephen
	　
	BlackBerry
	Y

	Morioka
	Hitoshi
	　
	SRC Software
	Y

	Pandey
	Santosh Ghanshyam
	G
	Cisco Systems, Inc.
	Y

	Patil
	Abhishek
	　
	Qualcomm Incorporated
	A

	Qiao
	Dengyu
	　
	Huawei Technologies Co. Ltd
	A

	Sun
	Li-Hsiang
	　
	InterDigital, Inc.
	A

	sun
	sheng
	　
	Huawei Technologies Co. Ltd
	N

	Wang
	Xuehuan
	　
	Huawei Technologies Co. Ltd
	N

	Xin
	Yan
	　
	Huawei Technologies Co. Ltd
	N

	Yang
	Yunsong
	　
	Huawei Technologies Co. Ltd
	A

	Yee
	Peter
	　
	NSA/IAD
	N

	Zhang
	Xingxin
	　
	Huawei Technologies Co. Ltd
	N

	Zhu
	Chunhui
	　
	Huawei Technologies Co. Ltd
	N


An analysis of the votes supports the figures in Dan’s email.

[image: image1.emf]Row LabelsCount of LastNameYNAYNA

Aruba Networks, Inc.111

BlackBerry111

Broadcom Corporation111

Cisco Systems, Inc.111

ETRI111

Huawei1111

InterDigital, Inc.111

Marvell Semiconductor, Inc.111

NSA/IAD111

Qualcomm Incorporated3211

Self Employed111

SRC Software111

US Department of Transportation111

Grand Total25825724


It is possible that the error in counting in R1 of this report was caused by TGai minutes not reporting Kwok Shum (Edward) Au’s affiliation.   The WG minutes (11-15/1247r1) report that Edward’s affiliation was Huawei, and this is included in the immediately above analysis. The updated figures have been used in R2 of this report.
To respond to: “Editorially, you mention in the same section that "The topic of motion #313 is the removal of the Differentiated Initial Link Setup (DILS) feature." That is not true because the comment it concerned was "Accepted" and we still have DILS in the draft. CID 10114 was concerning the removal of a vendor-specific field from the DILS messages. Motion #313 really has no  bearing on the dominance controversy, IMHO”

We agree that motion 313 does not relate to the removal of DILS as stated.  The purpose of including motion 313 was to show how the comments cited in motion 302 were ultimately disposed of.   R2 of this document updates the surrounding text to replace the misleading statement.
Abstract





This document contains a report on investigation of dominance in IEEE 802.11 task group ai (TGai).





R1: updated 2016-09-14 to correct error in name of cipher suite.


R2: updated 2016-10-05 to address reported errors in R1. (See Annex A)
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