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Abstract
This submission proposes resolutions to 7249, 7318, 7319, 7335, 7339, 7341, 7571, 7710, 7728, 7729, 7730, and 7740.
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	      CID
	  Page.Line
	Section
	    Comment
	Suggestion
	Resolution

	     7249
	   2016.33
	12.7.6.7
	"whether to install the temporal keys, the encapsulated GTK, and if management frame protection is negotiated, the IGTK" -- the GTK and the IGTK are TKs
	Change to "and whether to install the temportal keys"
	Reject: make the sentence more clear.



Instruct the editor to modify section 12.7.6.7 as indicated:

12.7.6.7 Sample 4-way handshake

e. The Authenticator sends an EAPOL-Key frame containing ANonce, the RSNE from its Beacon or Probe Response frames, the MIC, whether to install the temporal keys, the encapsulated GTK, and if management frame protection is negotiated,  an indication whether to install the temporal keys, and the IGTK if management frame protection is negotiated.



	CID
	Page.Line 
	 Section
	  Comment
	 Suggestion
	  Resolution

	7318
	1994.22
	12.7.1.7.2
	"(Length+255)/256" potentially results in a non-integer number of iterations
	Replace with [ Length / 256 ] where the [] should be the ceil operator symbols and the Length should remain italicised
	Revise: make it Ceil().

	7319
	1986.47
	12.7.1.2
	"(Len+159)/160" potentially results in a non-integer number of iterations
	Replace with [ Len / 160 ] where the [] should be the ceil operator symbols and the Len should remain italicised
	Revise: make it Ceil().

	7335
	1994.22
	12.7.1.7.2
	"(Length+255)/256" assumes the output size of the has is 256 bits, but that is not the case for e.g. SHA-384
	At the end of line 13 above append "whose output length+F265 is <i>HashLen</i>" and then change "(Length+255)/256" to "(Length+HashLen-1)/HashLen", with all three variables italicised
	Revise: make it Ceil() and have it depend on a variable that indicates the digest length of the underlying hash function.




Instruct the editor to modify section 12.7.1.2 as indicated:

12.7.1.2 PRF

In the following, K is a key; A is a unique label for each different purpose of the PRF, treated as a sequence of ASCII-encoded octets without a terminating null; B is a variable-length string; Y is a single octet containing 0; X is a single octet containing the loop parameter i:

H-SHA-1(K , A , B , X )   HMAC-SHA-1(K , A  || Y  || B  || X )

PRF(K, A, B, Len)
for i   0 to  (Len +159)/160 do
R  R  || H-SHA-1(K, A, B, i)
return  L(R, 0, Len)


Instruct the editor to modify section 12.7.1.7.2 as indicated:

12.7.1.7.2 Key derivation function (KDF)

The KDF for the FT key hierarchy, and for AKMs 00-0F-AC:11 and 00-0F-AC:12, is a variant of the pseudorandom function (PRF) defined in 12.7.1.2 (PRF) and is defined as follows:

Output  KDF-Hash-Length (K, Label, Context) where
Input: 	K , a derivation key whose length equals the block size of the hash function
Hash , a cryptographically strong hash function
Label , a string identifying the purpose of the keys derived using this KDF, treated as a
sequence of ASCII-encoded octets without a terminating null
Context , a bit string that provides context to identify the derived key
Length , the length of the derived key in bits
Output: a Length -bit derived key

result  ""
iterations  (Length +255)/256Hashlen
do i  = 1 to iterations
result result  || HMAC-Hash(K , i  || Label  || Context  || Length )
od
return  first Length bits of result,  and irretrievably delete the other bits

In this algorithm, i and Length are encoded as 16-bit unsigned integers, represented using the bit ordering conventions of 9.2.2 (Conventions);. K, Label, and Context are bit strings and are represented using the ordering conventions of 9.2.2 (Conventions);. and Hashlen is the length, in bits, of the digest produced by Hash.


	CID 
	Page.Line
	Section
	Comment
	   Suggestion
	Resolution

	7339
	1979.44
	12.6.18
	"receives or invokes an MLME Disassociation or Deauthentication primitive" is too loose
	Change to "receives an MLME-DEAUTHENTICATE.indication or MLME-DISASSOCIATE.indication primitive or issues an MLME-DEAUTHENTICATE.request or MLME-DISASSOCIATE.request primitive"
	Accept

	7341
	1979.55
	12.6.18
	"receives or invokes an MLME Disassociation or Deauthentication primitive" is too loose
	Change to "receives an MLME-DEAUTHENTICATE.indication or MLME-DISASSOCIATE.indication primitive or issues an MLME-DEAUTHENTICATE.request or MLME-DISASSOCIATE.request primitive"
	Accept



Discussion:
Text says: 
When a non-AP STA’s SME receives a successful MLME-ASSOCIATE.confirm or MLMEREASSOCIATE. confirm primitive that is not part of a fast BSS transition or receives or invokes an MLME Disassociation or Deauthentication primitive, it deletes some security associations.”

Yes, agreed. Tighter is better.

	CID
	Page.Line
	 Section
	  Comment
	Suggestion
	Resolution

	7571
	1995.32
	12.7.1.7.4
	"to generate a key whose length is equal to the length of the hash algorithm's digest" breaks the usual pattern and is too indirect
	Add a new bullet "--- Length is the hash algorithm's output length"
	Revised: Length is not a stand-alone item, text at 2031.64 will be modified to be similar.



Instruct the editor to modify section 12.7.9.2 as indicated:

12.7.9.2 TPK Handshake

The TPK shall be derived as follows:
TPK-Key-Input = Hash(min (SNonce, ANonce) || max (SNonce, ANonce))
TPK = KDF-Hash-Length(TPK-Key-Input, "TDLS PMK", min (MAC_I, MAC_R)
|| max (MAC_I, MAC_R) || BSSID)

where
Hash is the hash algorithm defined by the negotiated AKM specified in Table 9-132 (AKM suite selectors)
Length = TK_bits + 128. TK_bits is cipher-suite specific and specified in Table 12-4 (Cipher suite key 
lengths)
KDF-Hash-Length is the key derivation function defined in 12.7.1.7.2 (Key derivation function (KDF))
	using Hash to generate a key whose length is TK_bits + 128, TK_bits is cipher-suite specific and
	specified in Table 12-4 (Cipher suite key lengths)





	CID
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	 Section
	  Comment
	Suggestion
	Resolution

	7710
	1994.07
	12.7.1.7.2
	“The KDF for the FT key hierarchy, and for the AKMs 00-0F-AC:11 and 00-0F-AC:12, is a variant of the pseudorandom function (PRF) defined in 12.7.1.2 (PRF)” – it’s also used for things other than FT and :11/12, no?
	Change to "The  KDF  for  the  FT  key  hierarchy  and  for certain AKMs  is  a  variant  of  the pseudorandom function (PRF) defined in 12.7.1.2 (PRF)"
	Revised: it’s used by a bunch of stuff so instead of enumerating them all let’s just call it the KDF.




Instruct the editor to modify section 12.1.7.2 as indicated:

12.1.7.2 Key derivation function (KDF)

The KDF for the FT key hierarchy, and for AKMs 00-0F-AC:11 and 00-0F-AC:12, is a variant of the
pseudorandom function (PRF) defined in 12.7.1.2 (PRF) and is defined as follows:


	CID
	Page.Line
	Section
	   Comment
	  Suggestion
	 Resolution

	7728
	1962.43
	12.6.1.1.6
	It says “Because the PTKSA is tied to the PMKSA or to a PMK-R1 security association, it only has the additional information from the 4-way handshake” – forgets FT
	Add "or FT Protocol authentication" at the end
	Agreed.




	 CID
	 Page.Line
	  Section
	  Comment
	  Suggestion
	  Resolution

	7729
	1963.44
	12.6.1.1.8
	A GTKSA is created by the Supplicant’s SME when Message 3 of the 4-way handshake is received or when Message 1 of the group key handshake is received” – forgets FT
	Add "or when FT Protocol authentication is used" at the end
	Revised: since existing text is specific about the HS message, mention when in FT this happens



Instruct the editor to modify section 12.6.1.1.8 as indicated:

12.6.1.1.8 GTKSA

The GTKSA results from a successful 4-way handshake, FT 4-way handshake, FT protocol, FT resource request protocol or the group key handshake and is unidirectional. In an infrastructure BSS, there is one GTKSA, used exclusively for encrypting group addressed MPDUs that are transmitted by the AP and for decrypting group addressed transmissions that are received by the STAs. In an IBSS or in a PBSS, each STA defines its own GTKSA, which is used to encrypt its group addressed transmissions, and stores a separate GTKSA for each peer STA so that encrypted group addressed traffic received from other STAs may be decrypted. A GTKSA is created by the Supplicant’s SME when Message 3 of the 4-way handshake is received, or when Message 1 of the group key handshake is received, or when the Reassociation Response of the FT handshake is received. The GTKSA is created by the Authenticator’s SME when the SME changes the GTK and has sent the GTK to all STAs with which it has a PTKSA. A GTKSA consists of the following elements:


	CID
	Page.Line
	Section
	Comment
	Suggestion
	Resolution

	7730
	1964.04
	12.6.1.1.9`
	"a valid Message 3 of the 4-way handshake or FT 4-way handshake, the Reassociation Response message of the fast BSS transition protocol with a status code indicating success, a Mesh Peering Open Message of the Authenticated Mesh Peering Exchange (AMPE) protocol, or a valid Message 1 of the group key handshake." -- the MPOM has to indicate success too
	Add "with a status code indicating success" after "(AMPE) protocol"
	Reject: the Mesh Peering Open frame does not include a Status Code field.








	CID
	Page.Line
	Section
	Comment
	Suggestion
	Resolution

	7740
	2065.50
	12.10.2
	" a  256-bit  key" is duplication
	Delete the cited text
	Revised: just say that the PMK is derived according to 12-4 and the PMKID according to 12-5 which explain the details themselves



Instruct the editor to modify section 12.10.2 as indicated:

12.10.2 AP PeerKey protocol

“The PMK shall be a 256-bit key derived from keyseed using the key derivation function (KDF) from 12.7.1.7.2 (Key derivation function (KDF)) using the hash algorithm defined for the negotiated AKM in Table 9-132 (AKM suite selectors) according to Equation (12-4), and the PMKID shall be derived according to Equation (12-5).”
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