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Minutes of Meeting on Tue-Thu PM1, 21 Jan 2014
 
Agenda

· The standing committee agenda is found in 11-14/0001r1 (updated to 11-14/0001r2). 
· Dan Harkins moved to approve the agenda.  Tony Jeffree seconded the motion. 
· The agenda was approved without dissent.
Minutes

· Minutes of the Dallas meeting (11-13/1481r0) were also approved without dissent.
· Bruce Kraemer made the motion; Dan Harkins seconded it.
 
JTC1 Standing Committee status

· There is a slight procedural issue with the status of the JTC1 Standing Committee.
· It does not appear that the IEEE 802 Executive Committee actually approved the conversion of the original JTC1 Ad Hoc Committee within 802.11 into a Standing Committee within 802.
· The formality to make this happen will probably take place during the March plenary meeting.
Draft liaisons

· Since the previous meeting, IEEE 802.11 has sent updated drafts of IEEE 802.11ac and 802.11af to ISO/IEC JTC1/SC6/WG1.
· IEEE 802.1 has sent a draft of 802.1Xbx as well.
· IEEE 802.1 and IEEE 802.3 will need to determine if there are any other documents they want to send.
· Previous action items to make determinations on what documents IEEE 802.1 and IEEE 802.3 would like to send have not been closed out yet.
· No decision has been taken on whether to start liaising drafts from IEEE 802.15 and IEEE 802.22.
· Apurva Mody (BAE Systems and chair of IEEE 802.22) has sent an overview of IEEE 802.22 to Bruce Kraemer for inclusion in the SC6 agenda.
· Kraemer suggested that Mody look at which drafts or standards IEEE 802.22 might want to submit under the PSDO (Peer Standards Development Organization) agreement as a means of driving the inclusion of the IEEE 802.22 overview in the SC6 agenda and soliciting SC6’s feedback on those documents.\
New project liaisons
· SC6 has also been notified of new projects within IEEE 802 (see 6N15723 and 6N15827).
 
FDIS status

· IEEE 802 has recently sent 10 documents to SC6 under the PSDO agreement
· In December, IEEE 802.1AB, 802.1AR, and 802.1AS were all approved on their FDIS ballots.  
· Resolution of comments received from those ballots is underway. 
· Comment resolution on IEEE 802.1X and 802.1AE was completed in December, so those two documents will be published as ISO/IEC specifications shortly.  
· The China NB (National Body) voted ‘no’ and submitted comments against both 802.1X and 802.1AE.  
· Mostly these comments were in complaint of references to IETF RFCs that either do not have full Internet Standard or Standards Track status.  
· The Swiss NB also submitted comments on these documents.  
· IEEE 802.1AB, 802.1AR, and 802.1AS were similarly received, although the Swiss also registered a ‘no’ vote against IEEE 802.1AR.  
· This group believes that IEEE rules for references apply to the documents and that IEEE rules not only do not prohibit such references but IEEE rules, not ISO/IEC rules, prevail for these documents.  
· Tony Jeffree will respond to the FDIS ballot comments on IEEE 802.1AB and IEEE 802.1AS by March; 
· Mick Seaman will handle the IEEE 802.1AR ballot comment disposition.  FDIS ballots on IEEE 802.11aa, 802.11ad, and 802.11ae will close at the end of January.  
· The FDIS ballot on IEEE 802.3-2012 finishes at the end of February.
WTO issues

· Part of the China NB responses to the FDIS ballots on some of the IEEE documents have indicated that they may not recognize these standards if the documents do not comply with China’s desired changes to these document.  
· It’s not clear that China can ban use of these standards under the WTO rules, but there may be wiggle room in the WTO rules that would allow them to refuse recognition of these standards if they can provide acceptable justification.
 
IEEE 802.1AB and 802.1AS corrigenda 

· Corrigenda for IEEE 802.1AB and 802.1AS exist.  
· Tony Jeffree believes that such minutia should not be sent to SC6. 
· Andrew Myles feels these are more of internal documents that will be fed into IEEE 802’s revision processes with the revised documents sent to SC6.  
· Bruce Kraemer feels that SC6 should be notified of the corrigenda but not asked for comments on them.  
· This way, SC6 is made aware of the corrigenda without invoking the PSDO balloting process.  
· The submission of the corrigenda would analogous to how drafts are sent to SC6.  
· Tony Jeffree will send the corrigenda as liaisons to SC6.
 
Security standards

· JTC1/SC6 has considered a number of Chinese security proposals over the last few years.  
· There haven’t been recent updates within SC6 to the status of these Chinese specifications.  
· Of the group (TePA-AC, TLSec, TAAA, WAPI, and TISec), only WAPI ever made it to the New Proposal stage within SC6 and it was eventually passed but later withdrawn.  
· Andrew Myles will update his status slide to differentiate the Chinese standards standing of those specifications
· Bruce Kraemer has noted that there are differing levels of standing within the Chinese standards hierarchy. 
· While WAPI, which has national standards status in China, hasn’t seen much deployment, it is facing competition from the Wi-Fi Alliance’s Hotspot 2.0 specification.
 
Intentional weaknesses

· The Chinese mirror committee to SC6 has submitted a presentation (6N15840) for the next SC6 meeting that discusses intentional weaknesses in international crypto standards.  
· This presentation is based on the Snowden revelations and cites numerous US and UK news articles.
·  It suggests that SC27 protocols and algorithms be used instead of those specified by the IEEE and the IETF.  
· The Dual EC DRBG algorithm is repeatedly cited as proof of NSA manipulation of international standards.  
· The RADIUS and DIAMETER protocols are also cited as suspect, along with lesser revealed NSA capabilities to allegedly break SSL/TLS, HTTPS, SSH, and VPN protocols.  
· The presentation ponders how ISO/IEC members can control Internet security standards.  
· Since such control by ISO/IEC does not appear possible, the suggestion is that reliance should be placed in SC27-generated mechanisms and protocols (which include the fundamental crypto algorithms found in WAPI). 
· IEEE members have generated responses to some of the points made in the Chinese presentation. 
· They note open processes are the best way to prevent weakness in international standards.
· ISO member certainly can supply input to the generation of IETF standards just as anyone can.  
· The converse is not true, as ISO participation does not have the same open rules that IETF participation does.  
· Bruce Kraemer suggests that the IEEE delegation should have backup slides that could be presented during the SC6 meeting to rebut the points made by China.  
· Dan Harkins, Brian Weis (Cisco), Karen Randall (Randall Consulting), and Mick Seaman will work jointlhy to put together talking point slides rebutting the mirror committee report for presentation to the SC later in the week.
 IEEE and the Swiss NB meetings

· There haven’t been any further meetings between the IEEE and the Swiss NB since the joint discussion held in August 2013.  
· Both groups agreed to provide in-depth explanations of their positions, but Hans-Rudolf Thomann (consultant and Swiss NB representative) has not submitted his input.  
· Mick Seaman noted that now that IEEE 802.1X has been approved as an ISO/IEC standard, it would be appropriate to solicit Thomann’s input to that document via the established (IEEE 802) maintenance process.  
· Discussions of maintenance issues are held on the IEEE 802.1 mailing list since IEEE 802 retains the maintenance responsibilities for JTC1/SC6 standards arising from IEEE 802 specifications.  
· This will allow Thomann to have his individual issues fully surfaced and addressed by the whole of the IEEE 802.1 working group.  
· The Swiss NB comments would need to be broken down into individual issues for ease of disposition.  
· The Swiss NB could be invited to join the IEEE 802.1 mailing list since it is open to non-members as well.  
· A similar invitation will be made to the Chinese NB as the other NB that submitted comments against IEEE 802.1 standards.  
· Bruce Kraemer recommends that the invitation be made generic so that any national body will feel welcome to raise concerns against these standards within the IEEE 802 maintenance process.  
· Mick Seaman will send invitations to join the 802.1 mailing list.
 Draft response to 6N15840

· Karen Randall went through the draft response to 6N15840.  
· That response notes that an open and transparent standards development process (as used in IEEE and IETF) mitigates intentional weakening of standards.  
· Wide participation via an open standards development process prevents any one entity or a clique from overly influencing a standard.  
· Both organizations welcome input from any quarter.  Standards should be based on current best practices, not on obsolete or obscure mechanisms.  
· There are no guarantees against poor implementations, but in any case these are not a reflection of the standards that are implemented, but rather the implementers.  
· The IEEE delegation needs to be careful that our response is not construed as an attack on the work of SC27 (the JTC1 security technique subcommittee).  
· At the same time, we don’t want SC6 only using SC27 mechanisms.  
· The first two slides of the response will be submitted for inclusion in the SC6 meeting agenda.  
· The other slides will be cleaned up and then can be used as a verbal rebuttal or presented visually if appropriate.  
· Bruce Kraemer will handle preparing the two-slide version of the response.  
· The tweaking of the remaining slides will be handled by Karen Randall and Dan Harkins plus other interested parties.  
· They will target an initial revision before the end of this meeting.
 
EUHT

· There have not been any updates on UHT (IEEE 802.11n analog) and EUHT (802.11ac/LTE analog), although there has been some discussion on both specification in IEEE 802 based on presentations by Nufront (the originator of these technologies).  
· The recent LTE-U proposals before the 3GPP group for use of unlicensed spectrum in the 5 GHz range may complicate things.  
· It’s hoped that Nufront will participate in the Beijing meeting in March and bring more clarity to the situation.
 Preliminary Work Item proposals 

· JTC1/SC6/WG7 appears to have delayed decisions on two Preliminary Work Item proposals submitted by the Chinese NB around WLAN Cloud (akin to the Wi-Fi Alliance’s Hotspot 2.0 and described in N15692) and WLAN optimization technology for sending WLAN sniffing data to a central database (described in N15691).  
· These PWIs would appear to be more related to the scope of WG1 than WG7.  
· Bruce Kraemer will generate a couple of small slide sets with talking points that lay out IEEE 802’s position on the PWIs.  T
· he WLAN Cloud slides should shed some light on some misunderstandings around Hotspot 2.0 that are found in the Chinese NB background slides on that PWI.  
· The WLAN Optimization slides will look mostly at the network measurement and management sides of the topic, not pervasive monitoring.
· Dan Harkins spoke about some of the problems with standardized WLAN optimization.  
· These schemes typically work by sniffing wireless data in an area and sending it to a central database and analysis system.  
· Such concentration of data can end up looking very much like a pervasive monitoring system of 802.11 metadata. 
· Therefore, Harkins suggests that the NBs should disapprove the WLAN optimization PWI.  A
· ndrew Myles notes that there are smaller scale versions of this technology in many commercial products that use the data to improve performance and coverage of 802.11 infrastructure.  
· Standardization hasn’t been required for these products so far; such a move would make pervasive monitoring much easier. 
· Arguments against the proposal are that the potential for abuse (pervasive monitoring) is great; there’s no need for a standard specifying the interface between the data sniffer and the analysis unit; and there’s not likely to be industry acceptance and implementation of a protocol between the analysis unit and access point controllers.  
· Such a protocol would be needed to close the loop between monitoring of the environment and adjusting it to improve performance and coverage.
Next JTC1/SC6 meeting 

· The next JTC1/SC6 meeting will be held the week of February 17, 2014 in Ericsson’s Ottawa offices.  
· The IEEE delegation is currently Bruce Kraemer (Head of Delegation), Jodi Haasz (IEEE Staff along with one other IEEE Staff member), Paul Nikolich (IEEE 802 Chair), Dan Harkins, and Bill Carney (Sony).  
· Others attending include Andrew Myles (for the US NB), the China NB, the Swiss NB, the Korea NB, the Canada NB (Glenn Parsons, meeting host and likely future chair of IEEE 802.1), and Sean Turner (on behalf of the ISOC) and possibly Sally Wentworth (ISOC).  
· The UK, Austria, and Japan NBs may also participate.  
· The WG1 agenda is rather sparse as currently published.  
· It doesn’t cover discussion of the China NB security proposals.  
· The agenda modification window closes on January 31st.  
· Based on the SC6 chair’s ruling, TePA and WAPI can’t be discussed during the meeting, but that ruling could very well be challenged if it comes into play. 
·  The IEEE has sent overviews of IEEE 802, 802.1, 802.3, 802.11, 802.15, and 802.22.  
· Bill Carney has also prepared a briefing on HEW (High Efficiency Wireless) that can be 
submitted after it is cleaned up.  
· Bruce will follow up with Bill to make sure the draft is prepared.  
· The document (N15845) that Dan put together covering the security discussion between the IEEE and the Swiss NB has also been submitted. 
· IEEE 802.1 responses to the IEEE 802.1X and 802.1AE FDIS ballot comments have been submitted, but won’t likely be discussed.  
· The two slides on the Snowden discussion response will be submitted.
Response to 6N15840

· Bruce Kraemer presented his 2-slide version of the response to 6N15840.  
· It agrees that intentional weakening of a standard is a bad thing and is best deal with by an open standards process that includes ongoing review.  
· This document will be sent for inclusion in the meeting agenda prior to January 31st.  Karen Randall indicated that the remaining slides from the original presentation will be kept in reserve as needed to expand upon the points in Kraemer’s presentation and only need to be updated to be consistent with the addition of the concept of “ongoing review” as part of the open standards process.  
· She has added some additional bullet points to strengthen the existing text.
 
IEEE 802.1AEbw and 802.1AEbn 

· Andrew Myles noted that IEEE 802.1 had submitted IEEE 802.1AEbw and 802.1AEbn under the PSDO agreement.  
· Both were submitted for pre-ballots on September 17, 2013.  
· Those ballots both closed on January 20th.  
· China voted ‘no’ based on the documents being based on IEEE 802.1AE with which China already disagrees.  
· Their vote was not specific to the two documents balloted.  
· IEEE 802.1 responded to China’s vote on the base IEEE 802.1AE specification and thus may be able to re-use that response as part of the response to China’s most recent vote.
 
Face-to-face meetings 

· SC6/WG1 has been holding face-to-face meetings every 9 months.  
· There hasn’t been much going on in these meetings.  
· Bruce Kraemer could suggest that if the Ottawa agenda is thin, then perhaps WG1 could skip the next meeting (later this year, in London) and either hold a teleconference or simply forbear until there is sufficient work to be done to justify a meeting of some sort.  
· Such a move would not preclude SC6 itself from meeting or voting on WG1 proposals.  
· Justification for this suggestion includes the lack of actual work and the cost of participation.
 
IEEE 1888 

· IEEE 1888 will be discussed by SC6/WG7 during the Ottawa meeting.  Bruce Kramer was to generate a proposal for criteria for which IEEE standards get forwarded to SC6, with IEEE 1888 simply serving as an impetus to do so, not because there was something specifically detrimental about submitting it.  
· Kraemer got an agreement within the IEEE-SA that criteria for filtering submissions was appropriate, but he hasn’t yet worked up a draft of criteria.  
· Kraemer will attempt to have an update ready for presentation during the March IEEE 802 plenary.
 
Plans

· During the March meeting in Beijing, the JTC1 SC will review the results of the February SC6 meeting. 
· The IEEE 802.1 responses to current FDIS ballot comments will also be reviewed by the JTC1 SC and then sent on to the IEEE 802 EC for approval of transmission to SC6.
 
Adjorn

· Ian Sherlock moved to adjourn the meeting.  Karen Randall seconded the motion.  The meeting adjourned at 2:41 p.m. on January 23, 2014.
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