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8. Frame formats
8.4 Management frame body components

8.4.2 Information elements
8.4.2.180 FILS Indication element

Change Figure 8-401cz as following: [CID2090, 2164, 3178, 2176]
	
	B0           B2
	B3        B5
	B6        B7
	B87
	B98        B15

	
	FILS Security Type
	Number of Domains
	IP Address Assignment Method
FILS IP Address Configuration
	Subnet-ID Token present
	Reserved

	Bits
	3
	3
	21
	1
	78


Change the following sentence: [CID2090, 2164, 3178, 2176]
The IP address assignment method supported by the Access Point is defined in Table 8-183af. An AP sets the FILS IP Address Configuration field to 1 if the AP supports FILS IP Address Configuration.
Remove Table 8-183a: [CID2090, 2164, 3178, 2176]
Table 8-183a – IP Address Assignment Method

	Bit values
	IP Address Assignment Method supported by the AP

	00
	IP Address assignment during Association is not supported by the AP

	01
	STA uses FILS HLP wrapped data to request IP address during Association

	10
	STA usesa FILS IP Address Request TLV to request IP address during Association

	11
	STA uses either FILS HLP wrapped data ora FILS IP Address Request TLV to request IP address during Association


10. MLME
10.44 Fast Initial Link Setup (FILS) procedures

Change clause 10.44.3 as following:

10.44.3 Higher layer setup during association/reassociation procedure
Higher layer setup, such as IP layer setup, may be performed during FILS association/reassociation procedure. Two mechanisms are provided for higher layer setup.: (a) encapsulation of higher layer protocol frames, such as DHCP, and (b) FILS IP address configuration. Both mechanisms are optional. The AP advertises what higher layer setup mechanisms are supported by the FILS Indication element (8.4.2.185) in Beacon and Probe Response.
 One is the Higher Layer Protocol (HLP) Frame Encapsulation. This is mandatory for FILS and described in clause 10.44.3.1 (Higher Layer Protocol Frame Encapsulation). The other is the FILS IP Address Configuration. This is optional for FILS and described in clause 10.44.3.2 (FILS IP Address Configuration). [CID2090, 2164, 3178, 2176] The AP advertises whether it supports the FILS IP Address Configuration or not by the FILS IP Address Configuration filed in the FILS Indication element (8.4.2.180 FILS Indication element) in Beacon and Probe Response. [CID2090, 2164, 3178, 2176, 2172] The non-AP STA shall determine which higher layer setup mechanism to use if the AP supports the FILS IP Address Configuration, [CID2090, 2164, 3178, 2176]or to use other method such as DHCP after association.

Higher layer setup information in Association Request, Association Response, Reassociation Request and Reassociation Response frame shall be protected by the AEAD scheme (11.11.2.5).

FILS Action frame is protected as robust Action frame. (see 4.5.4.9 Robust management frame protection and Table 8-43 Category values)
 [CID2173, 2863, 2941]
Change clause 10.44.3.1 as following:
10.44.3.1 Higherlayer setup using higher layer packet encapsulationHigher Layer Protocol Frame Encapsulation [CID2090, 2164, 3178, 2176]
The FILS HLP wrapped data TLV(s) in the FILS Secure Container element (8.4.2.186.1) is used for encapsulating higher layer protocol (HLP) frame(s).

If a non-AP STA uses the hHigher lLayer Protocol fFrame eEncapsulation, [CID2090, 2164, 3178, 2176] the non-AP STA constructs the FILS HLP wrapped data TLV(s). When the non-AP STA transmits multiple HLP frames in Association/Reassociation frame, the non-AP STA shall construct multiple FILS HLP wrapped data TLVs for each HLP frames. Then the non-AP STA transmits Association/Reassociation Request including FILS HLP wrapped data TLV in FILS Secure Container element. The FILS Secure Container element may be fragmented by Fragment element (8.4.2.189) if required. The encapsulation procedure is following.

1)
The non-AP STA prepares HLP MSDU(s) to transmit.

2)
The non-AP STA fills FILS HLP wrapped data TLV(s) by the destination MAC address, the source MAC address and the HLP MSDU for each HLP MSDUs.

3)
The non-AP STA encapsulates the FILS HLP wrapped data TLV(s) into the FILS Secure Con- tainer element (8.4.2.186) and Fragment element(s) (8.4.2.189) if required.

When the AP receives Association/Reassociation Request frame including FILS HLP Wrapped data TLV(s), the AP decapsulates the HLP frame(s). The AP shall not transfer the HLP frame(s) until the key confirmation (refer 11.11.2.4) by the AP is completed. After successful key confirmation, the AP forwards the HLP frame(s) to the network according to the destination MAC address of the HLP frame(s). If the key confirmation fails, the AP silently discards the HLP frame(s). The frame decapsulation procedure is following.

1)
The AP extracts the destination MAC address, the source MAC address and the MSDU from the FILS HLP wrapped data TLV.

2)
The AP shall verify that the extracted source MAC address is equal to the source MAC address of the association/reassociation frame. If these are different, the AP shall silently discard the HLP MSDU. [security]
23)
The AP constructs the frame in appropriate format to deliver the MSDU to the network by using the extracted the destination MAC address, the source MAC address and the MSDU.

If the AP receives HLP frames with the STA's MAC address, multicast address or broadcast address as the destination address from the network before transmitting Association/Reassociation Response, the AP trans- mits Association/Reassociation Response frame including the HLP frame(s) in the FILS HLP Wrapped data TLV of the FILS Secure Container element. The encapsulation procedure is described previously. If the AP does not receive HLP frames from the network targeted to the STA before transmitting Association/Reasso- ciation Response, the AP transmits Association/Reassociation frame without FILS HLP Wrapped data TLV. The status code of Association/Reassociation Response is not affected whether or not the HLP frame is included in the Association/Reassociation Response frame.

When the non-AP STA receives Association/Reassociation Response with HLP Wrapped data TLV, the non-AP STA decapsulates the HLP(s) and generates MA-UNITDATA.indication primitive for each HLP MSDU(s).
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