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8. Frame formats
8.4 Management frame body components
8.4.2 Information elements

Remove clause 8.4.2.181:
8.4.2.181 KDE container element [CID2219]
Change clause 8.4.2.186 as following:
8.4.2.186 FILS Secure Container element

FILS Secure Container element includes one or more FILS Secure Container TLV(s). A Type Length Value (TLV) encoding consists of three fields: Type, Length, and Value as shown in Figure 8-401dv (FILS Container TLV format).  The first field, Type, specifies the type of the data carried by the value field, and it is unique within the FILS Secure Container element. The second field, Length, specifies the actual length of the value field in octets. The third field, Value, contains the data representing the value for the type field. [CID2016, 2827]
	
	Type ID
	Length
	Value

	Octets:
	1
	2
	variable


Figure 8-401dv—FILS Secure Container TLV format

FILS Secure Container TLVs are shown in Table 8-183ai (FILS Secure Container TLV).. The format of the FILS Secure Container element is shown in Figure 8-401dg (FILS Secure Container element format).
Table 8-183ai – FILS Secure Container TLV

	Type
	Type ID
	Length (octets)
	Extensible

	FILS HLP Wrapped data
	1
	variable but limited by MPDU
	No

	FILS IP Address Request
	2
	4 to 255
	No

	FILS IP Address Assignment
	3
	4 to 255
	No

	FILS DNS Information
	4
	4 to 255
	No

	Key RSC
	<ANA>
	19
	No

	GTK Transfer
KDE Container [CID2219]
	<ANA>
	4 to 255
	No


	
	Element ID
	Length
	FILS Secure Container TLV(s)

	Octets:
	1
	1
	variable


Figure 8-401dg – FILS Secure Container element format

FILS Secure Container TLVs are used to carry out various purposes [editorial] such as IP address assignment and GTK transfer.

A FILS Secure Container TLV may not fit into a single element, and therefore the FILS Secure Container element may require fragmentation using Fragment elements (see 8.4.2.189 (Fragment element)). [CIDfragment]
8.4.2.186.1 FILS HLP wrapped data TLV

The FILS wrapped data elementTLV [CID2829] contains higher layer packets transported during association. One or more FILS HLP wrapped data TLVs may be included in an Association Request, a Reassociation Request, [editorial] an Association Response, or a Reassociation Response frames if dot11FILSActivated is true. 

The ElementType [CIDid] ID field is equal to the FILS HLP Wrapped data value in Table 8-183ai (FILS Secure Container TLV).

The value of the Length field is 12 plus the length of data after Source MAC Address including LLC/SNAP and HLP HLP MSDU field. [CID2157]
The value of Destination MAC Address field is the destination MAC address of the HLP frame [CID2831, 3050]. [editorial]
	
	TLV ID
	Length
	Destination MAC Address

	Octets:
	1
	2
	6

	
	Source MAC Address
	LLC/SNAP
	HLP

	Octets:
	6
	variable
	variable


	
	Type ID
	Length
	Destination MAC Address
	Source MAC Address
	HLP MSDU

	Octets:
	1
	2
	6
	6
	variable


[CIDid, 2157]
Figure 8.401dh – FILS HLP Wrapped TLV format

The value of Source MAC Address field is the source MAC address of the HLP frame [CID2831, 3050] It is same as the source address of the STA generating the HLP frame. [CID3209]
The value of LLC/SNAP field is the LLC header and SNAP header (if applicable) of the HLP.  If the LLC field is equal to 0xaa 0xaa, a 5-octet SNAP header is added, see 4.2.5. [CID2157]
The HLP MSDU field contains the MSDU of the HLP (Higher Layer Protocol) frame [CID2831, 3050, 2018, 2157].
8.4.2.186.2 FILS IP aAddress rRequest TLV [CID2316]
FILS IP aAddress rRequest TLV is used by STA to request IP address using FILS IP Address assignment method. FILS IP aAddress rRequest TLV may be sent in Association Request, Reassociation Request and FILS Action frame if dot11FILSActivated is true.
	
	TLV ID
	Length
	IP Address Request Control
	Requested IPv4 address (optional)
	Requested IPv6 address (optional)

	Octets:
	1
	1
	1
	4
	16


	
	Type ID
	Length
	IP Address Request Control
	Requested IPv4 Address (optional)
	Requested IPv6 Address (optional)

	Octets:
	1
	2
	1
	4
	16


[CIDid, 2216, 2316]
Figure 8.401di – FILS IP aAddress rRequest TLV format [CID2316]
The TLVType [CIDid] ID field is setequal to the FILS IP Address AssignmentRequest [CID2507] value in Table 8-183ai (FILS Secure Container TLV) [CID3052, 3053].
The value of the Length field is 1 plus the number of octets of all the optional fields presented after the IP Address Request Control field. [CID2832, 2160, 3051, 3297]
The value of the IP Address Request Control is as follows. [CID2316]
	
	IPv4 rRequest
	IPv4 rRequest tType
	IPv6 rRequest
	IPv6 rRequest) [CID2189] tType
	DNS sServer aAddress rRequest
	Reserved

	Bits:
	1
	1
	1
	1
	1
	3


Figure 8.401dj – FILS IP aAddress rRequest cControl field format [CID2316]
A STA sets the IPv4 rRequest subfield to 1 if the STA is requesting an IPv4 address and sets it to 0 otherwise. [CID2316]
A STA sets the IPv4 rRequest tType subfield to 1 if the STA requests a new IPv4 address and sets it to 0 if the STA requests the IPv4 address that is present in the TLV. [CID2316]
A STA sets the IPv6 rRequest subfield to 1 if the STA is requesting an IPv6 address and sets it to 0 otherwise. [CID2316]
A STA sets the IPv6 rRequest tType subfield to 1 if the STA requests a new IPv6 address and sets it to 0 if the STA requests the IPv6 address that is present in the TLV. [CID2316]
A STA sets the DNS sServer aAddress rRequest subfield to 1 if the STA is requesting DNS server(s) address(es). [CID2316]
The value of the Requested IPv4 address is the IPv4 address requested by the STA if the IPv4 Request type bit of the IP Address Request control field is '0'0 [CID2316]
The value of the Requested IPv6 address is the IPv6 address requested by the STA if the IPv6 Request type bit of the IP Address Request control field is '0'0 [CID2316]
8.4.2.186.3 FILS IP Address Assignment TLV
FILS IP Address Assignment TLV is used by AP to include IP address using FILS IP Address assignment method Configuration (10.44.4.2 IP address assignement using FILS IP Address Configuration) [CID3211, 2317]. FILS IP Address Assignment TLV may be sent in Association Response, Reassociation Response, and FILS Action frame if dot11FILSActivated is true.

	
	TLVType [CIDid] ID
	Length [CID2755]
	IP Address Response Control
	Assigned IPv4 aAddress (optional)
	Gateway IPv4 aAddress (optional)

	Octets
	1
	2
	1
	4
	4


	
	IPv4 Gateway MAC aAddress (optional)
	Subnet mMask (optional)
	Assigned IPv6 aAddress (optional)

	Octets
	6
	4
	16


	
	IPv6 Gateway aAddress (optional)
	IPv6 Gateway MAC aAddress (optional)
	IPv6 prefix length (optional)

	Octets
	16
	6
	1


	
	TTL IPv4 (optional)
	TTL IPv6 (optional)

	Octets
	2
	2


Figure 8.401dk – IP Address Assignment TLV format [CID2316]
The TLVType [CIDid] ID field is setequal to the FILS IP Address Assignment value in Table 8-183ai (FILS Secure Container TLV) [CID3052, 3053].

The value of the Length field is 1 plus the number of bytes of all the optional fields presented after the IP Address Response Control field. [CID2833]
The value of the IP Address Response Control field is as shown below: [CID2316]
An AP sets the IPv4 Assigned subfield to 1 if the Assigned IPv4 address, the Gateway IPv4 address and the IPv4 Gateway MAC Address are included in the TLV and sets it to 0 otherwise. [CID2316]
	
	IPv4 assigned
	Subnet mask included
	IPv6 assigned
	Prefix length included
	TTL-IPv4 included
	TTL-IPv6 included
	IP ad-dress assign-ment pending
	Reserved

	Bits:
	1
	1
	1
	1
	1
	1
	1
	1


Figure 8.401dl – IP Address Response Control field format [CID2316]
An AP sets the Subnet mask included subfield to 1 if the IPv4 Assigned subfield is set to 1 and if the subnet mask is included in the TLV for the Assigned IPv4 address and sets it to 0 otherwise. [CID2316]
An AP sets the IPv6 Assigned subfield to 1 if the Assigned IPv6 address, the Gateway IPv6 address and the IPv6 Gateway MAC Address are included in the TLV and sets it to 0 otherwise. [CID2316]
An AP sets the Prefix Length included subfield to 1 if the IPv6 Assigned subfield is set to 1 and if the prefix length is included in the TLV for the Assigned IPv6 address and sets it to 0 otherwise. [CID2316]
An AP sets the TTL IPv4 included subfield to 1 if the IPv4 Assigned subfield is set to 1 and the Time to Live for IPv4 is included in the TLV. If this field is set to '0'0, and if the IPv4 Assigned is set to '1'1, then the IPv4 is assumed to be valid during the entire time of Association with the AP. [CID2316]
An AP sets the TTL IPv6 included subfield to 1 if the IPv6 Assigned subfield is set to 1 and the Time to Live for IPv6 is included in the TLV. If this field is set to '0'0, and if the IPv6 Assigned is set to '1'1, then the IPv6 is assumed to be valid during the entire time of Association with the AP. [CID2316]
An AP sets the IP address assignment pending subfield to 1 if the AP is still working on obtaining the IP address for the STA. [CID2316]
The value of the Assigned IPv4 address the assigned IPv4 address if the value of the IPv4 Assigned bit in the IP Address Response Control field is '1'1. [CID2316]
The value of the Gateway IPv4 address is the IP address of the IPv4 Gateway if the value of the IPv4 Assigned bit in the IP Address Response Control field is '1'1. [CID2316]
The value of the IPv4 Gateway MAC Address is the MAC address of the IPv4 Gateway if the value of the IPv4 Assigned bit in the IP Address Response Control field is '1'1. [CID2316]
The value of the Subnet Mask is the subnet mask of the IPv4 subnet if the Subnet mask included bit in the IP Address Response Control field is '1'1. [CID2316]
The value of the Assigned IPv6 address is the assigned IPv6 address if the value of the IPv6 Assigned bit in the IP Address Response Control field is '1'1. [CID2316]
The value of the Gateway IPv6 address is the IP address of the IPv6 Gateway if the value of the IPv6 Assigned bit in the IP Address Response Control field is '1'1. [CID2316]
The value of the IPv6 Gateway MAC Address is the MAC address of the IPv6 Gateway if the value of the IPv6 Assigned bit in the IP Address Response Control field is '1'1. [CID2316]
The value of the IPv6 Prefix Length is the prefix length of the IPv6 network if the value of the Prefix Length included bit in the IP Address Response Control field is '1'1. [CID2316]
The value of the TTL IPv4 is the IPv4 Time to Live in the unit of seconds, if the value of the TTL-IPv4 included bit in the IP Address Response Control field is '1'1. [CID2316]
The value of the TTL IPv6 is the IPv6 Time to Live in the unit of seconds, if the value of the TTL-IPv6 included bit in the IP Address Response Control field is '1'1. [CID2316]
8.4.2.186.4 FILS DNS Information TLV
FILS DNS Information TLV is used by AP to send DNS information in the FILS IP Address assignment method Configuration (10.44.4.2 IP address assignement using FILS IP Address Configuration) [CID2321]. FILS DNS Information TLV may be sent in Association Response, Reassociation Response and FILS Action frame if dot11FILSActivated set to true. FILS DNS Information TLV carries IP address and MAC address information of the DNS Server to which the DNS queries may be sent. [editorial]
	
	TLV
Type [CIDid] ID
	Length
	DNS Info Control
	DNS server IPv4 address (optional

)
	DNS server IPv6 address (optional)
	IPv4 DNS server MAC address (optional)
	IPv6 DNS server MAC address (optional)

	Octets:
	1
	12 [CID2216]
	1
	4
	16
	6
	6


Figure 8.401dm – DNS sServer iInformation TLV format [CID2316]
The TLVType [CIDid] ID field is the FILS DNS Information value in Table 8-183ai (FILS Secure Container TLV) [CID3052, 3053].

The value of the Length field is 1 plus the number of bytes of all the optional fields presented after the DNS Info Control field. [CID2835]
The value of the DNS Info Control is as follows: [CID2316]
	
	DNS server IPv4 address present
	DNS server IPv6 address present
	IPv4 DNS server MAC address present
	IPv6 DNS server MAC address
present
	reserved

	bits:
	1
	1
	1
	1
	4


Figure 8.401dn – DNS Info cControl field format [CID2316]
An AP sets the DNS Server IPv4 address Present subfield to 1 if the IPv4 DNS server IPv4 address is present in the TLV and sets it to 0 otherwise. [CID2316]
An AP sets the DNS Server IPv6 address Present subfield to 1 if the IPv6 DNS server IPv6 address is present in the TLV and sets it to 0 otherwise. [CID2316]
An AP sets the IPv4 DNS Server MAC Address Present subfield to 1 if the MAC address to which IPv4 based DNS queries may be sent is present and sets it to 0 otherwise. [CID2316]
An AP sets the IPv6 DNS Server MAC Address Present subfield to 1 if the MAC address to which IPv6 based DNS queries may be sent is present and sets it to 0 otherwise. [CID2316]
The value of the DNS Server IPv4Address is the IPv4 address of the DNS server if the DNS Server IPv4address Present bit of the DNS Info Control is '1'1. [CID2316]
The value of the DNS Server IPv6Address is the IPv6 address of the DNS server if the DNS Server IPv6 address Present bit of the DNS Info Control is '1'1. [CID2316]
The value of the IPv4 DNS Server MAC Address is the MAC address of the IPv4 DNS server if the IPv4 DNS Server MAC Address Present bit of the DNS Info Control is '1'1. [CID2316]
The value of the IPv6 DNS Server MAC Address is the MAC address of the IPv6 DNS server if the IPv6 DNS Server MAC Address Present bit of the DNS Info Control is '1'1. [CID2316]
8.4.2.186.5 Key RSC TLV

Key RSC TLV contains Key RSC of the GTK. The format is shown in Figure 8-401do (Key RSC TLV format).

	
	TLVType [CIDid]
ID
	Length
	Key RSC

	Octets:
	1
	2
	168 [CID2545]


Figure 8-401do –Key RSC TLV format

The TLVType [CIDid] ID field is equal to the Key RSC value in Table 8-183ai (FILS Secure Container TLV).

The value of the Length field is 168 [CID2545].

The value of Key RSC is the current Key RSC of the GTK.

8.4.2.186.6 GTK Transfer TLV [CID2219]
GTK Transfer TLV contains a GTK. The format is shown in Figure 8-401dp (GTK Transfer TLV format).

The TLV ID field is equal to the GTK Transfer value in Table 8-183ai (FILS Secure Container TLV).

The value of the Length field is 1 plus GTK length in octets.

The value of Key ID is the Key ID of the GTK.

	
	TLV

ID
	Length
	Key ID
	GTK

	Octets:
	1
	2
	1
	variable


Figure 8-401dp –GTK Transfer TLV format

8.4.2.186.6 KDE Container TLV

The FILS KDE Container TLV is used to communicate one or more KDEs in a FILS authentication exchange. The FILS KDE container may contain one or more KDEs. The format of the FILS KDE container element is shown in Figure 8-401dp (FILS KDE container element format).

	
	Type ID
	Length
	KDE(s)

	Octets:
	1
	2
	variable


Figure 8-401dp— KDE container TLV format

The Type ID field is equal to the KDE Container value in Table 8-183ai (FILS Secure Container TLV).

The Length field specifies the total number of octets of all the KDEs.
The encoding of the KDE field is defined in Table 11-6 (KDE) of 11.6.2 (EAPOL-Key frames).
8.4.2.189 Fragment IE
Insert a following row to the Table 8-183ak. [CIDfragment]
	FILS Secure Container element
	<ANA>
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