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Minutes of Meeting on Tuesday PM1, 16 July 2013
Agenda

· The JTC1 SC agenda is found in 11-13/0711r0 (updated to 11-13/0711r1)

· Bruce Kraemer made a motion to approve the agenda which was seconded by Donald Eastlake.
· It was approved by unanimous consent.
Minutes

· The standing committee also unanimously approved the minutes of the last meeting in Waikoloa (11-13/0655r0).
· A motion to approve the minutes was moved by Dan Harkins and seconded by Bruce Kraemer
·  It too was approved by unanimous consent.
· Finally, a motion to approve the minutes of the EUHT special session (11-13-0640r0) at the Waikoloa meeting was made by Bruce Kraemer with a second from Karen Randall. 
· The motion was also approved by unanimous consent.
Swiss visitor

· Hans-Rudolf Thomann (Swiss NB representative to JTC1/SC6/WG1) attended the JTC1 SC meeting on Tuesday.
· He was a backer of the cancelled WAPI project and wrote a paper contrasting TePAKA4 and IEEE 802.1X.
· Thomann emphasized that he was present as a Swiss NB representative and not as a representative of JTC1/SC6.
· He noted that Switzerland backed WAPI as a means to introduce some competition into the marketplace for wireless security standards.
· SNV (Swiss Standardization Institute) has members who pay membership fees and are then allowed to participate in the Swiss mirror committee to JTC1/SC6.
· The mirror committee to JTC1/SC6 is 3 people, although only one (Thomann) is active.  
· The other two members are primarily interested in the now completed NFC (near-field communications) activities in JTC1/SC6. 
Swiss/IEEE 802 discussion
· A teleconference between 802.1 security, 802.11 security, Thomann, and Joseph Schmid (a Swiss secdurity expert) was decided for the week of August 26th (likely), with Bruce Kraemer to make the arrangements. 
· Other attendees are expected to be Karen Randall (Randall Consulting), Mick Seamen, Brian Weis (Cisco), Dan Harkins, James McIntosh (Vitesse). 
· Bruce Kraemer will assemble the agenda topics.
 
ISO visitor

· Henry Cuschieri (ISO Central Secretariat employee, responsible for JTC1) also attended the meeting on Tuesday.
 
Goals
· Andrew Myles (Cisco) reviewed the group goals:
· Serve as a forum for IEEE 802 members to discuss issues relevant to IEEE 802 and JTC1/SC6;
· Recommend positions to the IEEE 802 Executive Committee (ExCom) regarding ISO/IEC JTC1/SC6 actions;
· Participate in dialog with IEEE Staff and ExCom regarding the relationship between IEEE 802 and JTC1/SC6;
· Lead IEEE 802 participants to contribute liaisons to JTC1/SC6.
 
SC6 meeting attendance
· At the Seoul meeting, there were only 4 National Bodies (China, US, Switzerland, and South Korea) present. 
· US and Switzerland only had one representative each
· That contrasts with 6 representatives in the IEEE 802 delegation.
SC6 meeting agenda
· The agenda (N15670) in SC6 was essentially as discussed during the Waikoloa meetings.  
· There were several discussions about IEEE 802-relevant network security: 802.1X vs. TePAKA4, TEPA-AC, TAAA, and TLSEC.
Liaisons to SC6

· IEEE 802 has been liaising working group ballot-level drafts to JTC1/SC6, with the last one being Draft 5.0 of IEEE 802.11ac in January. 
· There have been no new ballot-level drafts since that point.  
· Kraemer also noted that IEEE 802 now sends newly approved PARs (Project Authorization Requests) to JTC1/SC6.  
· Karen Randall suggested that given the timing for a working group ballot on IEEE 802.1Xbx, it should be liaised to JTC1/SC6 coming out of this meeting.
IEEE 802 delegation activities

· During the Seoul meeting, the IEEE 802 delegation gave an overview of IEEE 802 activities (N15652, N15653, N15654, and N15655). 
Updating ISO/IEC standards
· During the Seoul meeting, IEEE 802 presented a  list of outdated IEEE 802 standards that should have their ISO/IEC versions withdrawn.  
· JTC1/SC6 agreed to this disposition of the existing standards, with the most recent changes involving the withdrawal of ISO/IEC 11802-1 and 11802-2 which have been subsumed in the IEEE Registration Authority which will be referenced in an upcoming version of ISO/IEC 8802-1. 
IEEE 802 standards in SC6
· Currently, IEEE 802 has 9 standards that have been submitted to JTC1/SC6 under the PSDO (Peer Standards Development Organization) agreement. 
· Most are still early in the JTC1/SC6 standardization process. 
· IEEE 802.11-2012 has already been ratified by JTC1/SC6, although the Chinese NB continues to disapprove of it, to little effect. 
· IEEE 802.1X will close its FDIS ballot in October 2013. 
· The Chinese NB noted that they would submit comments against that ballot.
· A similar situation holds with IEEE 802.1AE.
· The pre-ballot on IEEE 802.11ae (not to be confused with IEEE 802.1AE) raised disapproval from the Chinese NB (stemming from the base IEEE 802.11 standard, not the actual IEEE 802.11ae contents). 
· The FDIS ballot is waiting to start. 
· Henry Cuschieri said that 3 documents are being processed for FDIS balloting, with 3 others that are pending processing.
· He did not specify which documents were in which categories.
· The Japanese NB has commented about the number of IEEE 802 amendments that were being balloted without a new revision of the base standard being balloted.
· Two others in the same boat – IEEE 802.11ad and IEEE 802.11aa. 
· IEEE 802.1AB, 802.1AR, and 802.1AS generated pre-ballot comments from the Chinese NB.
· IEEE 802.3-2012 passed its 60-day pre-ballot, also with comments from the Chinese NB. 
· Those comments will require a response from IEEE 802.3 before the document goes to FDIS ballot. 
· The Chinese NB complained that IEEE 802.3 did not contain security standards and was therefore not robust. 
· A reference to IEEE 802.1AE in IEEE 802.3 was not considered sufficient for security.  
· Geoff Thompson believes that IEEE 802.3 has no mechanism to cope with such a comment since security is outside of the scope of IEEE 802.3’s PAR. 
· IEEE 802.3-2012 allows larger frames that support the use of security protocols (e.g., 802.1AE) that would expand the size of the base, non-encrypted frame.  
· Bruce Kraemer pointed out that IEEE 802.11 does integrate security, while IEEE 802.3 does not. 
·  It would be natural to be confused over the dichotomy there.  
· Thomann cautioned that IEEE 802 shouldn’t overvalue the comment, but should handle it respectfully.  
· He noted that in JTC1, SC27, not SC6, is responsible for security.  
· SC6 is lower layer telecommunications, but they would have the responsibility for integrating SC27-specified mechanisms into SC6 protocols.
· A precedent exists with security in NFC, for example.
 
Contribution mechanism

· Previously, SC6 had agreed to allocate responsibility for ISO/IEC 8802-1, 8802-3, and 8802-11 standards maintenance to IEEE 802, with the proviso that SC6 and its NBs are able to contribute to those revisions. 
· At the Seoul meeting, JTC1/SC6 endorsed IEEE 802’s proposal (N15606) for the contribution mechanism.
 
Report of TePA-AC discussion in SC6

· Thomann commented that TePA-AC (Tri-element Peer Authentication-based Access Control) is not a full replacement for IEEE 802.1X, only representing part of IEEE 802.1X. 
· Dan Harkins clarified with Thomann that there were no cases where both standards would be used simultaneously. 
· An unofficial English translation of the Chinese national standard version of TePA-AC is believed to exist, although no pointer to that translation is available. 
· At the Seoul meeting, Dan Harkins presented a counterpoint (N15646) to Thomann’s comparision (N15523) of TePA-AC and 802.1X.  
· At the Seoul meeting, Thomann followed up with another paper (N15662) that suggested that the discussion about the two standards should continue.  
· Harkins and Thomann agreed that consensus was not reached during the Seoul meeting.  
· An after-meeting discussion in Seoul brought more understanding to the picture, although consensus was still not reached.  
· Harkins doesn’t see convergence in the continued discussion.  
· Thomann believes that more understanding will be gained through the discussions and that might bring about a resolution.  
· Mick Seaman thinks that the criteria for discussing the two specifications need to be laid out first, because the discussions to date have been at cross purposes and based on what must be widely divergent criteria.  
· Seaman gave the example of the White Rabbit time synchronization scheme that CERN has implemented along with a low-jitter, fixed-time 802.1X implementation as proof of functional elements that actually exist despite the Chinese NB insisting that such technology does not exist.  
· At the Seoul meeting, the US NB delegation stated that the discussions were circular and a waste of time, having been repeated over the course of several years.  
· Thomann has hope that convergence will be achieved.
 
Attack on 802.1X

· During the Seoul meeting, the Chinese NB raised an alleged attack (N15513) against IEEE 802.1X. 
· During the Seoul meeting, the IEEE delegation responded (N15558), showing that the attack had nothing to do with IEEE 802.1X, but again no consensus on the point was reaced.
 
TLSec 

· There has been no movement on TLSec (an 802.1AE analog) in China.

· During the Seoul meeting, the Chinese NB did present an undetailed paper (N15617) on the implementation and verification of TLSec.
 
TAAA

· Similarly, TAAA (long-range wireless network security) has not seen recent movement.  
· During the Seoul meeting, the Chinese NB also presented an implementation/verification paper (N15615).  This too did not give much detail against which comments could be raised.
 
Ongoing security discussions

· At the Seoul meeting, Swiss NB and US NB proposals respectively for and against continued discussions were not approved.
· The SC6 chair commented in Seoul that it would be best that topics be discussed 1-2 times at most before an NP (New Proposal) is raised. 
· This position was not agreed upon either. 
· In any case, newer rules in JTC1 require that 5 named experts be listed on an NP, not just that 5 NBs agree to the NP.  
· That would make it less likely that the Chinese NB would be able to advance its agenda easily.
 
TISec

· While there was no motion on TISec (an IPsec analog/replacement) within JTC1/SC6/WG7 (previously WG1), it appears to be progressing as a Chinese national standard. 
· ISOC sent a liaison (N15596) to SC6 stating that TISec was essentially an IPsec replacement and that the IETF/IESG would not support it.  
· The Chinese NB responded in N15618 that TISec is a new protocol, that they wish to have it raised as a new PWI (Preliminary Work Item, akin to an IEEE 802 Study Group) in WG7, and that they invite IETF participation.  
· ISOC asked that SC6/WG7 not continue this work, which apparently upset the Chinese NB greatly.  
· WG7 replied to ISOC with a neutral message that didn’t really convey the state of affairs but was the only thing that that WG could agree to send.
 
Procedural vs technical discussions

· Thomann notes that within SC6, the discussions have not really been technical.
· They have been more procedural.  
· He suggests that it might be best not to have further technical discussions that aren’t making any progress.  
· Kraemer suggested that the SC6 participants should try participating in IEEE 802 and IETF instead of raising their topics in a forum that doesn’t seem to be the right one for real progress.  
· It was noted that many Chinese companies are already engaged in IEEE 802 and IETF activities.  
· Tony Jeffree said that it seems like only one company (IWNCOMM) is showing up at SC6 and attempting to produce conflicting standards.
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WAPI

· There is an alliance in China that will certify both Wi-Fi and WAPI products. 
· WAPI remains only a China national standard at the moment. 
· Should the Chinese NB attempt to resurrect WAPI in ISO, the Chinese now believe they can do so by a simple vote.
· Other interpretations of the rules would tend to reinforce a belief that a new NP (New Project) ballot would be required, particularly as the original NP was initiated in 2009.
 
IEEE 802.3 

· The IEEE 802.3 Maintenance Task Force has responded to the Chinese NB’s pre-ballot comment over the lack of security in IEEE 802.3.  
· They have stated that 802.3 is security agnostic and makes no reliance upon IEEE 802.1AE. 
· A motion (moved by Donald Eastlake, seconded by Karen Randall) to liaise the text of the IEEE 802.3 Maintenance Task Force response to SC6 passed on a 7-0-1 vote.
 
UHT

· There has been no real change in the statuses of UHT (802.11n extension) and EUHT (802.11ac replacement). 

· Both are China national standards and are apparently being implemented
 
WLAN in WG7

· JTC1/SC6/WG7 delayed a decision on two new Preliminary Work Items that dealt with WLANs. 
· It’s not immediately apparent why these topics were found in WG7 and not WG1.  
· There will be a joint WG1/WG7 session during the Ottawa JTC1/SC6 meeting in February 2014 to discuss the proper disposition of these PWIs.
 
IEEE 1888  in WG7

· IEEE 1888 wishes to submit their UGCCNet specification to JTC1/SC6 under the PSDO.  
· This desire raises the meta-discussion around what specifications should, in fact, be submitted and should there be criteria for judging which specifications can or should be submitted.  
· If there are criteria, who is the arbiter for submissions?  
· If any change is to be made, such a policy decision will be made by the IEEE Standards Board.  
· The concern is over sending “lesser” standards to JTC1/SC6 and exposing IEEE to accusations that might bleed over to IEEE 802 submissions.
· There was no conclusion to this discussion
 
Naming

· Jodi Haasz (IEEE Staff) reported that the naming scheme to be used by IEEE 802 standards and amendments that are propagated to ISO/IEC has been settled with Henry Cuscheiri of the ISO Secretariat.  
· The upshot is that amendments will be numbered rather than use a concatenation of letters as is done by IEEE.
 
PSDO

· The PSDO between ISO and IEEE will expire in 2014 and requires renegotiation.  There has been no update on this topic since it was first noted in November 2012.
 
Next meeting

· Based on the lack of major events between now and the September IEEE 802 wireless interim meeting, only one time slot will be requested for the JTC1 SC.
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