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6. Layer management
6.3 MLME SAP interface
6.3 MLME SAP interface

6.3.7 Associate

6.3.7.2 MLME-ASSOCIATE.request

6.3.7.2.2 Semantics of the service primitive

MLME-ASSOCIATE.request(






PeerSTAAddress,






AssociateFailureTimeout,






CapabilityInformation,






ListenInterval,






Supported Channels,






RSN,






QoSCapability,






Content of FT Authentication elements,






SupportedOperatingClasses,






HT Capability,






Extended Capability,






20/40 BSS Coexistence,






QoSTrafficCapability,






TIMBroadcastRequest,






EmergencyServices,






FILS HLP Wrapped data,









FILS IP Address Request data,






VendorSpecificInfo






)

	Name
	Type
	Valid range
	Description

	FILS HLP Wrapped data
	As defined in frame format
	As defined in 8.4.2.186.1.1 (FILS HLP Wrapped data element TLV)
	FILS HLP wrapped data is a Layer-2 encapsulation of higher layer packets (e.g., DHCP message) that is transported in FILS association.

[CID 1309].

	FILS IP Address Request
	As defined in frame format
	As defined in 8.4.2.186.1.2
	FILS IP Address Request is used to request for an IP address.  The request may be for a any new IP address or a specified IP address


6.3.7.3 MLME-ASSOCIATE.confirm

6.3.7.3.2 Semantics of the service primitive

[CID 1096]
MLME-ASSOCIATE.confirm(






ResultCode,






CapabilityInformation,






AssociationID,






SupportedRates,






EDCAParameterSet,






RCPI.request,






RSNI.request,






RCPI.response,






RSNI.response,






RMEnabledCapabilities,






Content of FT Authentication elements,






SupportedOpeartiongClasses,






DSERegisteredLocation,






HT Capabilities,






Extended Capabilities,






20/40 BSS Coexistence,






TimeoutInterval,






BSSMaxIdlePeriod,






TIMBroadcastResponse,






QoSMapSet,






FILS HLP Wrapped data,





FILS IP Address Assignment data,






FILS DNS Information data






VendorSpecificInfo






)

	Name
	Type
	Valid range
	Description

	FILS HLP Wrapped data
	As defined in frame format
	As defined in 8.4.2.186.1.1 (FILS HLP Wrapped data element TLV)
	FILS HLP wrapped data is a Layer-2 encapsulation of a higher layer packet (e.g., DHCP message) that is transported in FILS association.



	FILS IP Address Assignment
	As defined in frame format
	As defined in 8.4.2.186.1.3
	FILS IP Address Assignment is used to send an IP address for the device

	FILS DNS Information
	As defined in frame format
	As defined in 8.4.2.186.1.4
	FILS DNS Information is used to communicate DNS address information


6.3.7.5 MLME-ASSOCIATE.response

6.3.7.5.2 Semantics of the service primitive

[CID 1099]
MLME-ASSOCIATE.response(






PeerSTAAddress,






ResultCode,






CapabilityInformation,






AssociationID,






EDCAParameterSet,






RCPI,






RSNI,






RMEnabledCapabilities,






Content of FT Authentication elements,






SupportedOpeartiongClasses,






DSERegisteredLocation,






HTCapabilities,






Extended Capabilities,






20/40 BSS Coexistence,






TimeoutInterval,






BSSMaxIdlePeriod,






TIMBroadcastResponse,






QoSMapSet,






FILS HLP Wrapped data,





FILS IP Address Assignment data,






FILS DNS Information data






VendorSpecificInfo






)

	Name
	Type
	Valid range
	Description

	FILS HLP Wrapped data
	As defined in frame format
	As defined in 8.4.2.186.1.1 (FILS HLP Wrapped data TLV)
	FILS HLP wrapped data is a Layer-2 encapsulation of a higher layer packet (e.g., DHCP message) that is transported in FILS association.



	FILS IP Address Assignment
	As defined in frame format
	As defined in 8.4.2.186.1.3
	FILS IP Address Assignment is used to send an IP address for the device

	FILS DNS Information
	As defined in frame format
	As defined in 8.4.2.186.1.4
	FILS DNS Information is used to communicate DNS address information


6.3.8 Reassociate
6.3.8.2 MLME-REASSOCIATE.request

6.3.8.2.2 Semantics of the service primitive

[CID 1310]
Change the primitive parameter list in 6.3.8.2.2 as shown:

MLME-REASSOCIATE.request(






NewAPAddress,,






ReassociateFailureTimeout,,






CapabilityInformation,,






ListenInterval,






Supported Channels,






RSN,






QoSCapability,






Content of FT Authentication elements,






SupportedOperatingClasses,






HT Capability,

Extended Capabilities,

20/40 BSS Coexistence,

QoSTrafficCapability,

TIMBroadcastRequest,

FMSRequest,

DMSRequest,

EmergencyServices,






FILS HLP Wrapped data,









FILS IP Address Request data,






VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.8.2.2:
	Name
	Type
	Valid range
	Description

	FILS HLP Wrapped data
	As defined in frame format
	As defined in 8.4.2.186.1.1 (FILS HLP Wrapped data TLV)
	FILS HLP wrapped data is a Layer-2 encapsulation of higher layer packets (e.g., DHCP message) that is transported in FILS association.

	FILS IP Address Request
	As defined in frame format
	As defined in 8.4.2.186.1.2
	FILS IP Address Request is used to request for an IP address.  The request may be for a any new IP address or a specified IP address


6.3.8.3 MLME-REASSOCIATE.confirm

6.3.8.3.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.3.2 as shown:

[CID 1310]
MLME-REASSOCIATE.confirm(






ResultCode,

CapabilityInformation,

AssociationID,

SupportedRates,

EDCAParameterSet,

RCPI.request,

RSNI.request,

RCPI.response,

RSNI.response,

RMEnabledCapabilities,

Content of FT Authentication elements,

SupportedOperatingClasses,

HT Capabilities,

Extended Capabilities,

20/40 BSS Coexistence,

TimeoutInterval,

BSSMaxIdlePeriod,

TIMBroadcastResponse,

FMSRespone,

DMSResponse,

QoSMapSet,






FILS HLP Wrapped data,





FILS IP Address Assignment data,






FILS DNS Server Information data






VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.8.3.2:

	Name
	Type
	Valid range
	Description

	FILS HLP Wrapped data
	As defined in frame format
	As defined in 8.4.2.186.1.1 (FILS HLP Wrapped data TLV)
	FILS HLP wrapped data is a Layer-2 encapsulation of a higher layer packet (e.g., DHCP message) that is transported in FILS association.



	FILS IP Address Assignment
	As defined in frame format
	As defined in 8.4.2.186.1.3
	FILS IP Address Assignment is used to send an IP address for the device

	FILS DNS Information
	As defined in frame format
	As defined in 8.4.2.186.1.4
	FILS DNS Server Information is used to communicate DNS Server address information


6.3.8.4 MLME-REASSOCIATE.indicate

6.3.8.4.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.4.2 as shown:

[CID 1310]
MLME-REASSOCIATE.indicate(






PeerSTAAddress,

CurrentAPAddress,

CapabilityInformation,

ListenInterval,

SSID,

SupportedRates,

RSN,

QoSCapability,

RCPI,

RSNI,

RMEnabledCapabilities,

Content of FT Authentication elements,

SupportedOperatingClasses,

DSERegisteredLocation,

HT Capabilities,

Extended Capabilities,

20/40 BSS Coexistence,

QoSTrafficCapability,

TIMBroadcastRequest,

FMSRequest,

DMSRequest,

EmergencyServices,





FILS HLP Wrapped data,
FILS IP Address Request data,



VendorSpecificInfo





)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.8.4.2:

	Name
	Type
	Valid range
	Description

	FILS HLP Wrapped data
	As defined in frame format
	As defined in 8.4.2.186.1.1 (FILS HLP Wrapped data TLV)
	FILS HLP wrapped data is a Layer-2 encapsulation of a higher layer packet (e.g., DHCP message) that is transported in FILS association.



	FILS IP Address Request
	As defined in frame format
	As defined in 8.4.2.186.1.2
	FILS IP Address Request is used to request for an IP address.  The request may be for a any new IP address or a specified IP address


6.3.8.5 MLME-REASSOCIATE.response

6.3.8.5.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.5.2 as shown:

[CID 1310]
MLME-REASSOCIATE.response(






PeerSTAAddress,

ResultCode,

CapabilityInformation,

AssociationID,

EDCAParameterSet,

RCPI,

RSNI,

RMEnabledCapabilities,

Content of FT Authentication elements,

SupportedOperatingClasses,

DSERegisteredLocation,

HT Capabilities,

Extended Capabilities,

20/40 BSS Coexistence,

TimeoutInterval,

BSSMaxIdlePeriod,

TIMBroadcastResponse,

FMSResponse,

DMSResponse,

QoSMapSet,






FILS HLP Wrapped data,






FILS IP Address Assignment data,







FILS DNS Server Information data,
VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.8.5.2:

	Name
	Type
	Valid range
	Description

	FILS HLP Wrapped data
	As defined in frame format
	As defined in 8.4.2.186.1.1 (FILS HLP Wrapped data TLV)
	FILS HLP wrapped data is a Layer-2 encapsulation of a higher layer packet (e.g., DHCP message) that is transported in FILS association.



	FILS IP Address Assignment
	As defined in frame format
	As defined in 8.4.2.186.1.3
	FILS IP Address Assignment is used to send an IP address for the device

	FILS DNS Information
	As defined in frame format
	As defined in 8.4.2.186.1.4
	FILS DNS Server Information is used to communicate DNS Server address information


8. Frame formats
8.4 Management frame body components
8.4.1 Fields that are not information elements
8.4.1.11 Action field

[CID 1289]
	Code
	Meaning
	See Subclause
	Robust
	Group Addressed Privacy

	<ANA>
	FILS
	8.5.24
	Yes
	No


8.5 Action frame format details
8.5.24 FILS Action Frames

[CID 1227]
The FILS Action Frame is used for FILS operation after the non-AP STA has associated with the AP.. A FILS Action field, in the octet immediately after the Category field, differentiates the FILS Action frame formats. The defined FILS Action frames are listed in Table 8-281al.
Table 8-281al — FILS Action frame fields
	FILS Action field value
	Description

	0
	FILS Higher Layer Encapsulation frame

	1-255
	Reserved


8.5.24.1  FILS Higher Layer Encapsulation frame
[CID 1450]
FILS Higher Layer Encapsulation frame is used to exchange higher layer packets between AP and non-AP STA. The Higher Layer packets are defined in section 8.4.2.186
	Category
	FILS Action
	Higher Layer Encapsulation IEs as defined in section 8.4.2.186


The Category field is set to the value for public action defined in Table 8-38.

The FILS Action field is set to the value given in Table 8-281al for FILS Higher Layer Encapsulation frame
FILS Higher Layer Encapsulation frame carries one or more Higher Layer Encapsulation elements . The Higher Layer packet Encapsulation IE is used to carry the FILS parameters that are used for IP address assignment, DNS server information, etc.
10. MLME
10.44 Management Frame Fast Initial Link Setup procedures 

10.44.1 IP address setup during Association/Reassociation procedure procedure[CID 1322]
IP address setup  may be performed during Association/Reassociation procedure. Two mechanisms are defined for IP address setup: (a) Encapsulation of a higher layer protocol, such as DHCP, (b) FILS IP Address configuration. The choice is determined by the STA based on what IP Address assignment methods are supported by the AP.
IP address setup procedure may protected by securing Higher Layer Encapsulation Information Element.
10.44.1.1 IP Address assignment using Higher Layer packet Encapsulation
[CID 1322]
"FILS HLP Wrapped data" field of MLME-ASSOCIATE.request or MLME-REASSOCIATE.request is used to request an IP address using an encapsulation a higher layer protocol (such as DHCP). STA sends “FILS HLP Wrapped data TLV” in the Higher Layer Encapsulation Information Element of the Association or Reassociation request frame.
When the AP receives Association or Reassociation Request frame including Higher Layer Encapsulation element with FILS HLP Wrapped data TLV, the AP forwards the HLP(s) to the DS.
If the AP receives HLP(s) from DS targeted to the STA before AP transmits Association Response frame, then the AP may include the HLP(s) as FILS HLP Wrapped data TLV of Higher Layer Encapsulation element. If the AP receives HLP(s) from DS targeted to the STA after AP transmits Association Response frame, the AP sends it to the STA as a normal data frame.
When the non-AP STA receives Association Response with HLP Wrapped data TLV, the non-AP STA decapsulates the HLP(s) and generates MA-UNITDATA.indication primitive for each HLP.

10.44.1.2 IP Address assignment using FILS IP Address Configuration
[CID 1323]
"FILS IP Address Request data" field of MLME-ASSOCIATE.request or MLME-REASSOCIATE.request is used to request an IP address using FILS IP address method. STA sends “FILS IP Address Request TLV” in the Higher Layer Encapsulation Information Element of the Association or Reassociation request frame. 
When the AP receives an Association Request including Higher Layer Encapsulation element  or a  FILS Action Frame with FILS IP Address Request TLV, the AP must initiate procedure to assign IP address for the STA using mechanisms that is not specified in this standard.

The AP may send Association Response with Higher Layer Encapsulation Element  or FILS Action Frame including the assigned IP address  in a FILS IP Address Assignment TLV.   In addition the AP may also send one or more DNS Information TLVs to provide address information of one or more DNS Servers.  

If the STA has included IP Address Request TLV in the Association Request frame, and if the AP has set the IP address assignment pending flag in the IP Address Response Control field of the FILS IP Address Assignment TLV to ‘1’ in the Association Response frame, then the AP should send the FILS IP Address Assignment TLV in the FILS Action Frame. If the STA does not receive the FILS Action Frame within a duration chosen by the implementation, then the STA may initiate IP address assignment procedure using mechanisms that are out of scope of this specification.

STA may use FILS Action Frame to re-request an IP Address if the TTL of the IP address is about to expire.
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