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8. Frame formats
8.3 Format of individual frame types
8.3.3 Management Frames

8.3.3.5 Association Request frame format

Insert the following rows to the contents of Table 8-22: [CID1086, CID1218]
	Order
	Information
	Notes

	<ANA>
	FILS Secure Container
	Optionally present if dot11FILSActivated is true.


8.3.3.6 Association Response frame format

Change the following rows of the contents of Table 8-23: [CID1086]
	Order
	Information
	Notes

	10
	Higher Layer Encapsula- tion

FILS Secure Container
	Optionally present if dot11FILSActivated is true.


8.3.3.7 Reassociation Request frame format

Insert the following rows to the contents of Table 8-24: [CID1086, CID1218]
	Order
	Information
	Notes

	<ANA>
	FILS Secure Container
	Optionally present if dot11FILSActivated is true. 


8.3.3.8 Reassociation Response frame format

Insert the following rows to the contents of Table 8-25: [CID1086]
	Order
	Information
	Notes

	<ANA>
	FILS Secure Container
	Optionally present if dot11FILSActivated is true.


8.4 Management frame body components
8.4.2 Information elements

Change subclause 8.4.2.186 as following:
8.4.2.186 Higher Layer Encapsulation FILS Secure Container[CID1086] element

8.4.2.186.1 Higher Layer Encapsulation TLVs [CID1108]
Higher Layer Encapsulation TLVs are used to carry out various Higher Layer functions such as IP address assignment in the Higher Layer Encapsulation Information Element.

FILS Secure Container TLVs are used to carry out various purpose such as IP address assignment and GTK transfer.[CID1086]
Table 8-183ah – Higher Layer Encapsulation FILS Secure Container[CID1086] TLV
	Type
	TLV ID
	Length (octets)
	Extensible

	FILS HLP Wrapped data
	1
	TBD variable but limited by MPDU[CID1297]
	No

	FILS IP Address Request
	2
	3 4 to 255
	No

	FILS IP Address Assignment
	3
	3 4 to 255
	No

	FILS DNS Information
	4
	3 4 to 255
	No

	Key RSC
	<ANA>
	19
	No

	GTK Transfer
	<ANA>
	4 to 255
	No


8.4.2.186.1.1[CID1108, CID1188] FILS HLP wrapped data TLV

The FILS wrapped data element contains higher layer packets transported during association. One or more FILS HLP wrapped data TLVs may be included in an Association Request, an Reassociation Request or an Association Response frames if dot11FILSActivated set to true. One or more FILS HLP wrapped data TLVs may be included in an Association Request, a Reassociation Request, an Association Response, or a Reassociation Response frames if dot11FILSActivated is true. [CID1318]
	
	TLV ID
	Length
	Flags
	Destination MAC Address

	Octets:
	1
	1
	1
	6

	
	Source MAC Address
	LLC/SNAP
	HLP

	Octets:
	6
	variable
	variable


	
	TLV ID
	Length
	Destination MAC Address

	Octets:
	1
	2
	6

	
	Source MAC Address
	LLC/SNAP
	HLP

	Octets:
	6
	variable
	variable


[CID1435]
Figure 8.401dh – FILS HLP Wrapped TLV format

The Element ID field is equal to the FILS HLP Wrapped data value in Table 8-4.ai2-1183ah[CID1015, CID1191, CID1319].
The value of the Length field is 12 plus the length of data after Source MAC Address including LLC/SNAP and HLP

The value of Destination MAC Address field is the destination MAC address of the HLP.

The value of Source MAC Address field is the source MAC address of the HLP.
The value of LLC/SNAP field is the LLC header and SNAP header (if applicable) of the HLP. 
The HLP field contains the HLP.
8.4.2.186.1.2[CID1108, CID1189] FILS[CID1020] IP address request element TLV[CID1217]
FILS[CID1020] IP address request element TLV[CID1217] is used by STA to request IP address using FILS IP Address assignment method. IP Address Request TLV may be sent in Association Request, Reassociation Request and Association Response FILS Action frame [CID1018, CID1320] if dot11FILSActivated set to true.

	
	TLV ID
	Length
	IP Address Request Control
	Requested IPv4 address (optional)
	Requested IPv6 address (optional)

	Octets:
	1
	1 2
	1
	4
	16


Figure 8.401di – IP address request element TLV[CID1217]
The TLV ID field is set to the FILS IP Address Request value in Table 8-183ai.
The value of IP Address Request Control is set as follows
	
	IPv4 request
	IPv4 request type
	IPv6 request
	IPv6 request) type
	DNS server address request
	Reserved

	Bits:
	1
	1
	1
	1
	1
	3


Figure 8.401dj – IP address request control

Table 8-183ai explains the operation of the IP Address Request Control field [CID1436]
A STA sets IPv4 request subfield to 1 if STA is requesting an IPv4 address and sets it to 0 otherwise.

A STA sets IPv4 request type subfield to 1 if STA requests a new IPv4 address and sets it to 0 if STA requests the IPv4 address that is present in the TLV.

A STA sets IPv6 request subfield to 1 if STA is requesting an IPv6 address and sets it to 0 otherwise.

A STA sets IPv6 request type subfield to 1 if STA requests a new IPv6 address and sets it to 0 if STA requests the IPv6 address that is present in the TLV.

A STA sets DNS server address request subfield to 1 if STA is requesting DNS server(s) address(es). [CID1436]
The value of Requested IPv4 address is set to the IPv4 address requested by the STA if IPv4 Request type bit of IP Address Request control field is set to '0'

The value of Requested IPv6 address is set to the IPv6 address requested by the STA if IPv6 Request type bit of IP Address Request control field is set to '0'

Table 8-183ai — IP address request control field
	
	

	IPv4 request
	Set to 1 if STA is requesting an IPv4 address

	IPv4 request type
	0 - Request the IPv4 address that is present in the TLV

1 - Request a new IPv4 address 

	IPv6 request
	Set to 1 if STA is requesting an IPv6 address

	IPv6 request) type
	0 - Request the IPv6 address that is present in the TLV

1 - Request a new IPv6 address 

	DNS server address request
	Set to 1 if STA is requesting DNS server(s) address(es)


[CID1436]
8.4.2.186.1.3[CID1108, CID1190] FILS IP Address Assignment TLV
FILS IP Address Assignment TLV is used by AP to include IP address using FILS IP Address assignment method. FILS IP Address Assignment TLV may be sent in Association Response, Ressociation Response and FILS Action frame if dot11FILSActivated set to true. [CID1019]
	
	TLV ID
	Length
	IP Address Response Control
	Assigned IPbv4 address [CID1011] (optional)
	Gateway IPv4 address (optional)

	Octets:
	1
	1 2
	1
	4
	4

	
	IPv4 Gateway MAC Address (optional)
	Subnet mask

(optional)
	Assigned IPv6 address (optional)

	Octets:
	6
	4
	16

	
	IPv6 Gateway address (optional)
	IPv6 Gateway MAC address
(optional)
	IPv6 prefix
length (optional)

	Octets:
	16
	6
	1

	
	TTL IPv4

(optional)
	TTL IPv6

(optional)

	Octets:
	2
	2


Figure 8.401dk - IP Address Assignment TLV
The TLV ID field is set to the FILS IP Address Assignment value in Table 8-4.ai2-1183ah[CID1016, 1192].

The value of IP Address Response control field is set as below:

	
	IPv4 assigned
	Subnet mask included
	IPv6 Assigned
	Prefix length included
	TTL-IPv4 included
	TTL-IPv6 included
	IP address assignment pending
	Reserved

	Bits:
	1
	1
	1
	1
	1
	1
	1
	1


Figure 8.401dl - IP Address Response control

An AP sets IPv4 Assigned subfield to 1 if Assigned IPv4 address, Gateway IPv4 address and IPv4 Gateway MAC Address are included in the TLV and sets it to 0 otherwise.

An AP sets Subnet mask included subfield to 1 if IPv4 Assigned subfield is set to 1 and if the subnet mask is included in the TLV for the Assigned IPv4 address and sets it to 0 otherwise.

An AP sets IPv6 Assigned subfield to 1 if Assigned IPv6 address, Gateway IPv6 address and IPv6 Gateway MAC Address are included in the TLV and sets it to 0 otherwise.

An AP sets Prefix Length included subfield to 1 if IPv6 Assigned subfield is set to 1 and if the prefix length is included in the TLV for the Assigned IPv6 address and sets it to 0 otherwise.

An AP sets TTL IPv4 included subfield to 1 if IPv4 Assigned subfield is set to 1 and the Time to Live for IPv4 is included in the TLV. If this field is set to ‘0’, and if IPv4 Assigned is set to ‘1’, then the IPv4 is assumed to be valid during the entire time of Association with the AP.

An AP sets TTL IPv6 included subfield to 1 if IPv6 Assigned subfield is set to 1 and the Time to Live for IPv6 is included in the TLV. If this field is set to ‘0’, and if IPv6 Assigned is set to ‘1’, then the IPv6 is assumed to be valid during the entire time of Association with the AP.

An AP sets IP address assignment pending subfield to 1 if the AP is still working on obtaining the IP address for the STA. [CID1437]
Table 8-183aj IP Address Response control

	
	

	IPv4 Assigned
	Set to 1 if an IPv4 address is present. Assigned IPv4 address, Gateway IPv4 address and IPv4 Gateway MAC Address are included if this bit is set to ‘1’

	Subnet mask included
	Set to 1 if IPv4 Assigned is set to ‘1’ and if the subnet mask is included for the IPv4 address

	IPv6 Assigned
	Set to 1 if an IPv6 address is present. Assigned IPv6 address, Gateway IPv6 address and IPv6 Gateway MAC Address are included if this bit is set to ‘1’

	Prefix Length included
	Set to 1 if IPv6 Assigned is set to ‘1’ and if the prefix length is included for the IPv6 address

	TTL-IPv4 included
	Set to 1 if the Time to Live for IPv4 is included. If this field is set to ‘0’, and if IPv4 Assigned is set to ‘1’, then the IPv4 is assumed to be valid during the entire time of Association with the AP

	TTL-IPv6 included
	Set to 1 if the Time to Live for IPv6 is included. If this field is set to ‘0’, and if IPv6 Assigned is set to ‘1’, then the IPv6 is assumed to be valid during the entire time of Association with the AP

	IP address assignment pending
	Set to 1 if the AP is still working on obtaining the IP address for the STA


[CID1437]
The value of Assigned IPv4 address is set to the assigned IPv4 address if the value of IPv4 Assigned bit in the IP Address Response Control field is set to ‘1’

The value of Gateway IPv4 address is set to the IP address of the IPv4 Gateway if the value of IPv4 Assigned bit in the IP Address Response Control field is set to ‘1’

The value of IPv4 Gateway MAC Address is set to MAC address of the IPv4 Gateway if the value of IPv4 Assigned bit in the IP Address Response Control field is set to ‘1’

The value of Subnet Mask is set to the subnet mask of the IPv4 subnet if Subnet mask included bit in the IP Address Response Control field is set to ‘1’

The value of Assigned IPv6 address is set to the assigned IPv6 address if the value of IPv6 Assigned bit in the IP Address Response Control field is set to ‘1’

The value of Gateway IPv6 address is set to the IP address of the IPv6 Gateway if the value of IPv6 Assigned bit in the IP Address Response Control field is set to ‘1’

The value of IPv6 Gateway MAC Address is set to MAC address of the IPv6 Gateway if the value of IPv6 Assigned bit in the IP Address Response Control field is set to ‘1’

The value of IPv6 Prefix Length is set to the prefix length of the IPv6 network if the value of Prefix Length included bit in the IP Address Response Control field is set to ‘1’

The value of TTL IPv4 is set to the IPv4 Time to Live in the unit of seconds, if the value of TTL-IPv4 included bit in the IP Address Response Control field is set to ‘1’

The value of TTL IPv6 is set to the IPv6 Time to Live in the unit of seconds, if the value of TTL-IPv6 included bit in the IP Address Response Control field is set to ‘1’

8.4.2.186.1.4[CID1108] FILS DNS Information TLV

FILS DNS Information TLV carries IP address and MAC address information of the DNS Server to which the DNS queries may be sent. FILS DNS Information TLV is used by AP to send DNS information in the FILS IP Address assignment method. FILS DNS Information TLV may be sent in Association Response, Ressociation Response and FILS Action frame if dot11FILSActivated set to true. [CID1021]
	
	TLV ID
	Length
	DNS Info Control
	DNS server IPv4 address (optional) 
	DNS Server IPv6 address (optional)
	IPv4 DNS server MAC address (optional)
	IPv6 DNS server MAC address (optional)

	Octets:
	1
	1 2
	1
	4
	16
	6
	6


Figure 8.401dm - DNS server information TLV

The TLV ID field is set to the FILS DNS Information value in Table 8-4.ai2-1183ah[CID1017, 1193].

The value of DNS Info Control is set as follows:

	
	DNS server IPv4 address present
	DNS server IPv6 address present
	IPv4 DNS server MAC address present
	IPv6 DNS server MAC address present
	Reserved

	Bits:
	1
	1
	1
	1
	4


Figure 8.401dn - DNS Info control field

An AP sets DNS Server IPv4 address Present subfield to 1 if IPv4 DNS server IPv4 address is present in the TLV and sets it to 0 otherwise.

An AP sets DNS Server IPv6 address Present subfield to 1 if IPv6 DNS server IPv6 address is present in the TLV and sets it to 0 otherwise.

An AP sets IPv4 DNS Server MAC Address Present subfield to 1 if MAC address to which IPv4 based DNS queries may be sent is present and sets it to 0 otherwise.

An AP sets IPv6 DNS Server MAC Address Present subfield to 1 if MAC address to which IPv6 based DNS queries may be sent is present and sets it to 0 otherwise. [CID1438]
The following table explains the operation of different fields in DNS Info Control field. [CID1438]
Table 8-183ak IP Address Response control

	
	

	DNS Server IPv4 address Present
	Set to 1 if IPv4 DNS server IPv4 address is present

	DNS Server IPv6 address Present
	Set to 1 if IPv6 DNS server IPv4 address is present

	IPv4 DNS Server MAC Address Present
	Set to 1 if MAC address to which IPv4 based DNS queries may be sent is present

	IPv6 DNS Server MAC Address Present
	Set to 1 if MAC address to which IPv6 based DNS queries may be sent is present


[CID1438]
The value of DNS Server IPv4Address is set to the IPv4 address of the DNS server if DNS Server IPv4 address Present bit of DNS Info Control is set to ‘1’

The value of DNS Server IPv6Address is set to the IPv6 address of the DNS server if DNS Server IPv6 address Present bit of DNS Info Control is set to ‘1’

The value of IPv4 DNS Server MAC Address is set to the MAC address of theIPv4 DNS server if IPv4 DNS Server MAC Address Present bit of DNS Info Control is set to ‘1’

The value of IPv6 DNS Server MAC Address is set to the MAC address of theIPv6 DNS server if IPv6 DNS Server MAC Address Present bit of DNS Info Control is set to ‘1’

8.4.2.186.5 Key RSC TLV[CID1086]
Key RSC TLV contains Key RSC of the GTK. The format is shown in Figure 8-a.

	
	TLV

ID
	Length
	Key RSC

	Octets:
	1
	2
	16


Figure 8-a –Key RSC TLV format

The TLV ID field is equal to the Key RSC value in Table 8-183ah (FILS Secure Container TLVs).

The value of the Length field is 16.

The value of Key RSC is the current Key RSC of the GTK.

8.4.2.186.6 GTK Transfer TLV[CID1086]
GTK Transfer TLV contains a GTK. The format is shown in Figure 8-b.

	
	TLV

ID
	Length
	Key ID
	GTK

	Octets:
	1
	2
	1
	variable


Figure 8-b –GTK Transfer TLV format

The TLV ID field is equal to the GTK Transfer value in Table 8-183ah (FILS Secure Container TLVs).

The value of the Length field is 1 plus GTK length in octets.

The value of Key ID is the Key ID of the GTK.

8.5 Action frame format details
8.5.24 FILS Action Frames

The FILS Action Frame is used for FILS operation post association

	FILS Action field value
	Description

	0
	Sequence of Higher Layer Encapsulation FILS Secure Container TLVs [CID1086]

	1-255
	Reserved


8.5.24.1  FILS Higher Layer Encapsulation
With an action value of 0, the FILS action frame carries one or more Higher Layer Encapsulation FILS Secure Container [CID1086] TLVs.

10. MLME
10.44 Management Frame FILS procedures 

10.44.1 IP address setup during association procedure

IP address setup may be performed during Association/Reassociation procedure. Two mechanisms are defined for IP address setup: (a) Encapsulation of a higher layer protocol, such as DHCP, (b) FILS IP Address configuration. The choice is determined by the STA based on what IP Address assignment methods are supported by the AP.

IP address setup procedure may be protected by securing Higher Layer Encapsulation Information Element FILS Secure Container element [CID1086].

10.44.1.1 IP Address assignment using Higher Layer packet Encapsulation
"FILS HLP Wrapped data" field of MLME-ASSOCIATE.request is used to request an IP address using an encapsulation a higher layer protocol (such as DHCP). STA sends “FILS HLP Wrapped data TLV” in the Higher Layer Encapsulation Information Element FILS Secure Container element [CID1086] of the Association or Reassociation request frame.

When the AP receives Association or Reassociation Request frame including Higher Layer Encapsulation FILS Secure Container [CID1086] element with FILS HLP Wrapped data TLV, the AP forwards the HLP(s) to the DS.

If the AP receives HLP(s) from DS targeted to the STA before AP transmits Association Response frame, then the AP may include the HLP(s) as FILS HLP Wrapped data TLV of Higher Layer Encapsulation FILS Secure Container [CID1086] element. If the AP receives HLP(s) from DS targeted to the STA after AP transmits Association Response frame, the AP sends it to the STA as a normal data frame.

When the non-AP STA receives Association Response with HLP Wrapped data TLV, the non-AP STA decapsulates the HLP(s) and generates MA-UNITDATA.indication primitive for each HLP.

10.44.1.2 IP Address assignment using FILS IP Address Configuration
"FILS IP Address Request data" field of MLME-ASSOCIATE.request is used to request an IP address using FILS IP address method. STA sends “FILS IP Address Request TLV” in the Higher Layer Encapsulation Information Element FILS Secure Container element [CID1086] of the Association or Reassociation request frame. 

When the AP receives an Association Request including Higher Layer Encapsulation FILS Secure Container [CID1086] element or a  FILS Action Frame with FILS IP Address Request TLV, the AP must initiate procedure to assign IP address for the STA using mechanisms that is not specified in this standard.

The AP may send Association Response with Higher Layer Encapsulation FILS Secure Container [CID1086] element or FILS Action Frame including the assigned IP address  in a FILS IP Address Assignment TLV.   In addition the AP may also send one or more DNS Information TLVs to provide address information of one or more DNS Servers.  

If the STA has included IP Address Request TLV in the Association Request frame, and if the AP has set the IP address assignment pending flag in the IP Address Response Control field of the FILS IP Address Assignment TLV to ‘1’ in the Association Response frame, then the AP should send the FILS IP Address Assignment TLV in the FILS Action Frame. If the STA does not receive the FILS Action Frame within a duration chosen by the implementation, then the STA may initiate IP address assignment procedure using mechanisms that are out of scope of this specification.

STA may use FILS Action Frame to re-request an IP Address if the TTL of the IP address is about to expire.

11. Security
11.11 Authentication for Fast Initial Link set-up
11.11.2 FILS Authentication

Insert the following new clause in 11.11.2:

11.11.2.c GTK Transfer[CID1086]
In FILS Authentication, GTK is transferred in Association Response frame from AP to STA. After successful authentication (11.11.2.2), key derivation (11.11.2.3) and key confirmation (11.11.2.4) by the AP, the AP shall construct Key RSC TLV (8.4.2.186.1.a) and GTK Transfer TLV (8.4.2.186.1.b). The AP shall put these TLVs into FILS Secure Container (8.4.2.186) and shall encrypt it as described in 8.4.2.186 and 11.11.2.6.

STA shall decrypt FILS Secure Container as described in 8.4.2.186 and 11.11.2.7. The STA install GTK and set key RSC.

GTK rekeying shall be performed as described in 11.6.7 (Group Key Handshake).

Abstract


This document is a proposed resolution normative text for assigned CIDs of CC08.


Resolved CIDs are 1011, 1013, 1015, 1016, 1017, 1018, 1019, 1020, 1021, 1086, 1108, 1188, 1189, 1190, 1191, 1192, 1319, 1193, 1217, 1218, 1297, 1318, 1320, 1434, 1435, 1436, 1437 and 1438.




















Submission
page 1
Hitoshi Morioka, Allied Telesis R&D Center


