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Minutes of JTC1 Ad Hoc Meeting Tue, Wed, Thu-PM1
Agenda and Minutes
· The JTC1 agenda is found in 11-13/0305r0 updated to (11-13/0305r1) and was approved unanimously.

· The task group unanimously approved the minutes of the last task group meeting in Vancouver (11-13/0208r0).

SC6 Agenda
· The agenda for the SC6/WG1 meeting in June 2013 (Seoul, KR) has been made available.

· So far, no items from the China NB are listed, but the Swiss NB comparison (6N15523, available on request) of TePAKA4 (Tri-element Peer Authentication Key Agreement mechanism #4) and IEEE 802.1X is on the agenda.

· Agenda items are due by April 17th.

· IEEE needs to complete the overview presentation on items that have been submitted to SC6/WG1 in preparation for the meeting.
· The IEEE delegation was blindsided by some items (P1901, others) that came up at the Graz, AT meeting.

· Thus, we should we be looking at the broader IEEE participation and items that are coming in at the SC6 level.

· These may not be of direct interest to IEEE 802, but do matter to IEEE as a whole.

SC6 Meeting

· The actual SC6 meeting will be held in Seoul, KR, June 17-21, 2013.  Bruce Kraemer will be the IEEE Head of Delegation (HoD). 

· Other volunteers are sought to participate in that meeting. 

· At this time, Dan Harkins, Bill Carney (Sony), and Jodi Haasz (IEEE staff) will also be going.
· Andrew Myles (Cisco) will likely attend on behalf of the US NB.  Tony Jefferee will attend on behalf of 802.1. 

· Participation from Karen Randall or Mick Seamen is desired, but neither has confirmed the ability to attend. 

· A decision on who (aside from the HoD) will be in the delegation is required by May 31st.

Liaisons

· Since the last IEEE 802 interim meeting, IEEE 802.11 has sent 802.11ac Draft 5.0 to SC6. 

· IEEE 802.11-2012 was approved as ISO/IEC/IEEE 8802-11 in October 2012, which resulted in comments from the China NB. 

· TGmc resolved those comments during the January meeting.  Those resolutions were returned in 11-13/0123r1. 

· No response has been received from the China NB since then.  

· IEEE 802.11aa, 802.11ad, and 802.11ae have been submitted to SC6 for ratification, but are early in the process.  

· IEEE 802.1X-2010 and IEEE 802.1AE-2006 have also been submitted for similar ratification and are a bit further along in the process.  

· Assuming their approval, there won’t be a need to edit the documents in parallel to the ballot to speed things up because the process is relatively quick.  

· The potential editing delay had been an open issue from the January IEEE 802 meeting.  

802.1X & 802.1AE

· On the initial 60-day pre-ballot on 802.1X and 802.1AE, only China voted ‘no’.  

· They did submit ballot comments.

· The JTC1 SC is going to respond by putting together comment resolutions prior to the 5-month main ballot on those two specifications.
· A draft response to the China NB comments on the 802.1X pre-ballot is found in 11-13/0336r1. 

· The JTC1 SC reviewed the draft responses and made edits. 

· The major gist of the China NB issue is that they believe that 802.1X lacks maturity and stability.  
· They have mistakenly taken 802.1Xbn as an update to 802.1X.  
· In fact, it is 802.1Xbx that is the update and it is a minor update for adding to MKA (MACSec Key Agreement) when using newer Cipher Suites that add support for extended packet numbering and in-service updates.
· Current uses of 802.1X or MKA are not invalidated by 802.1Xbx, which, in any case, merely represents the active maintenance that IEEE applies to its standards. 

· The China NB also complained that they did not feel that 802.1X could cover all use cases for port-based security.  
· The IEEE response points out that 802.1X is a fairly flexible framework and that no viable use cases have been broached that cannot be handled under that framework or that required the use of TePA-AC (TePA-Access Control). 

· The China NB further complains that IEEE 802 has been blocking the progress in SC6 of competing technologies, a position that IEEE rebuts, noting that it does not have such an ability. 

· The China NB claims that TePA-AC provided architectural capabilities that 802.1X does not, although IEEE disagrees with the China NB’s understanding of 802.1X. 

· A recurring theme in the IEEE response is that the attacks that China say 802.1X is vulnerable to have never been given in detail while at the same time, the specifics of TePA-AC have not been made public either.  
· In an effort to clear up the China NB misunderstandings of 802.1X, a call for the China NB to participate in upcoming IEEE 802.11 meetings was re-iterated.  
· Karen Randall, Bruce Kraemer, and Dan Harkins will work on a revision of the IEEE response Wednesday morning, with an aim for reviewing the updates during the Wednesday JTC1 SC time slot and ratifying them on Thursday.

802.3

· IEEE 802.3 is expected to submit the latest revision of IEEE 802.3 to SC6 coming out of this meeting.

Collabortaion process

· Under the September 2012 agreement between SC6 and IEEE, IEEE 802 will be responsible for revisions of IEEE-originating ISO/IEC standards.  

· The basis of that agreement is that SC6 NBs be allowed to participate in the revision process.  

· To that end, Andrew Myles briefed 11-12/1454r4, which proposes how SC6 NBs would contribute to IEEE standard revisions.  

· The highlights of the proposal are regular status reports from IEEE to SC6, SC6 access to IEEE public and certain private information on IEEE’s activities, the ability for SC6 NBs to comment on IEEE drafts (even outside of the normal ballot dates), IEEE’s agreement to respond to SC6 NB comments, and an invitation to SC6 NBs to participate directly in IEEE 802 standards making.  

· This document will be up for JTC1 SC approval on Thursday.  

· It will be shared with 802.1 and 802.3 to make sure they are amenable to it as well.
· Bruce Kraemer will be working on templates to facilitate liaisons to SC6 regarding IEEE 802 submissions.  
WAPI

· There remain rumors/fears that the China NB would try to have the WAPI SC6 project uncancelled, but there has been no evidence of that action. 

· With the existing SC6 Chair (DY Kim of South Korea) reappointed to his position, there may less risk of that happening. 

· The Seoul meeting agenda does not currently have anything about WAPI listed.  

· WAPI, of course, remains a Chinese national standard and its use, in some cases, is enforced by regulation.  

EUHT

· Similarly UHT (802.11n analog) and EUHT (aka N-UHT, an 802.11ac analog) are voluntary Chinese national standards.  
· Neither is currently active before SC6. 
· Nufront, the company pushing UHT/EUHT, will likely participate in the May 2013 IEEE wireless interim meeting.

· The company representative was not able to attend the March 2013 plenary meeting. 

TEPA-AC
· TePA-AC, the Chinese 802.1X analog, was approved as a national standard in October 2012.

· There have been no updates on it since then

TLSEC

· Likewise, there’s no evidence that TLSec (an 802.1AE analog) is being pushed in SC6 at this time. 

TAAA

· There’s no update on TAAA, the long-range wireless network version of WAPI ..

TISec

· … or on TISec, the Chinese IPsec replacement, although it should be noted that TISec is discussed in JTC1/SC6/WG7, not WG1. 

TEPA presentation in IEEE

· An IWNCOMM representative has declined to meet with IEEE 802 to discuss TePA during calendar year 2013.  

· The reason given appears to be an immutable meeting plan.

802.3 

· IEEE 802.3 is now specifically amenable to sending IEEE 802.3-2012 to SC6 under the working agreement between IEEE 802 and SC6.

802.1X

· Bruce Kraemer discussed the editing of 11-13/0336r3 (the IEEE 802.1X pre-ballot comment response liaison to the China NB). 

· Kraemer, Myles, and Karen Randall met in an ad hoc session to improve the liaison document.  
· They fixed areas of repetition and possible misunderstanding, although they were not able to get through everything.  
· In particular, 11-13/0337r2 has not been revised, but it will be dealt with during another ad hoc session on Thursday morning.   
· The document has changed enough that the group went through a full review of the current text.  
· Some of the important points raised:

·  Where China objected to IEEE 802.1X because they have submitted a competing standard, the IEEE response was changed to point to the maturity of IEEE 802.1X, but not so much as a standard but as a fielded technology.  It was noted that China has submitted nothing more than a general description of their proposed standard; the immediate appearance is of a Chinese proposal that is only a subset of IEEE 802.1X. 

·  Where the China NB indicated an unwillingness to support the bringing of IEEE 802.1X to SC6, particularly over a misunderstanding in the revisions and extensions process for the base standard, IEEE noted that IEEE 802.1X is stable, with changes made over the years to extend and enhance the standard as part of a robust maintenance process that reflects operational feedback.  The existence of the IEEE 802.1Xbx amendment is not an indication of instability and immaturity in IEEE 802.1X, but rather an enhancement that adds MKA support for capabilities introduced by certain new IEEE 802.1AE Cipher Suites.

· In order to alleviate misunderstanding, IEEE 802’s response is to reiterate the previous invitation to participate in IEEE 802 standardization efforts.

· The China NB’s desire to standardize TePA-AC because they have been working on it for two years was refuted by IEEE’s noting that it first published 802.1X in 2001, with the original PAR having started work on 802.1X in 1999.

· In the comment where the China NB indicated that IEEE 802.1X does not provide an authenticated identity for the Authenticator, IEEE counters that the Authenticator’s identity is that of the server, demonstrating a misunderstanding of how IEEE 802.1X functions.

· IEEE notes that the location for the March 2014 IEEE plenary is now highly likely to be Beijing, CN, although the China NB is welcome to participate in any of the upcoming IEEE 802 plenary sessions.
· Final changes to the document are to be reviewed by the session participants Wednesday evening with an eye towards approval during the Thursday JTC1 SC session.

Collaboration process

· Some minor changes were made to 11-12/1454r5. 

· Mostly these changes are SDO name corrections along with language to indicate that drafts to be liaised to SC6 will be sent in parallel to Working Group Letter Ballots and/or Sponsor Ballots. 

· An updated version (11-12/1454r6) contains all of the changes and was amended to final form in (11-12/1454r8).

A Comparative Analysis of TePAKA4 and IEEE 802.1X Security
· Hans-Rudolf Thomann of the Swiss NB produced a document called “A Comparative Analysis of TePAKA4 and IEEE 802.1X Security”.  
· Dan Harkins briefed IEEE 802’s response (11-13/0338r0) to that document (6N15523).  6N15523 attempts to justify the standardization of TePA-based technologies in SC6.  
· The comparison is based on arbitrary criteria and some serious misunderstandings of 802.1X (including use of OCSP, how peer authentication works, assumptions about protocol risk, and the meaning of the term “AS” (Authentication Server) in 802.1X).  
· Harkins goes so far as to say that 6N15523 actually winds up arguing against TePA! 

· A major mistakes in 6N15523 includes an incorrect “entity model” in which 802.1X is stated as having a two-entity system, while TePA has three. 

· The error is in not realizing that it isn’t the number of entities that matters but how they cooperate in a protocol to provide an authentication service.  
· Contrasting TePA against SC6’s criteria for standardization, Harkins shows that TePA is a subset of 802.1X technology.  
· 802.1X provides the same functionality when used in the TePA’s sole configuration (certificate-based, online certificate checks).  
· Without a specification, it’s difficult to determine how well TePA performs, but it can only perform at the same or a worse rate than 802.1X for a comparable configuration.  
· In essence, TePA does not provide advantages over 802.1X that would justify its standardization.  
· The (perhaps confused) argument made in 6N15523 against TePA, shows that TePA is not well suited to the common IEEE 802.1X use case of a “remote configuration”. 
· Based on input from the committee, Harkins will revise the document to soften the language and make the presentation more diplomatic.  
· Harkins will post it at some point prior to the IEEE 802 May wireless interim meeting.

802.1AE

· The Chinese NB comments on IEEE 802.1AE are nearly identical or parallel to those they made against IEEE 802.1X. 

· Thus, IEEE’s response document (11-13/0337r3) contains similar text to that found in 11-13/0336r4.
·  In response to the China NB comment that they have already submitted a secure media access control proposal, the IEEE states that what is proposed is a subset of the existing IEEE 802.1AE capability. Dan Harkins notes that ISO/IEC 6N14793 already deals with many of the China claims regarding TLSec and IEEE 802.1AE.  That document is Mick Seamans’ presentation on the topic and it should prove helpful in generating a formal response to the China NB.

·  Regarding the claim of immaturity in IEEE 802.1AE, the IEEE response denies such immaturity, listing the amendments to IEEE 802.1AE as providing new cipher suites under the mantle of cryptographic agility.
· Where the China NB states that 802.1AE is not broadly usable, IEEE responds that it works with any LAN with a MAC service and calls out sensor networks as supportable by IEEE 802.1AE.  The Chinese NB has not shown a case demonstrating that 802.1AE is inadequate

· China says that the existence of IEEE 802.1AE should not be a reason for denying the standardization of a co-existing standards; IEEE counters that it is poor practice to standardize multiple concepts that provide the same capabilities and that the forwarding of TLSec for standardization is based on misunderstandings about IEEE 802.1AE

· The Chinese concern about latency induced by hop-to-hop encryption is difficult to rebut without demonstrated proof. 
· Claims that 802.1AE is not widely deployed due to switches not supporting it is countered by noting that 802.1AE is mature and flexible in incremental deployment by not requiring the “all-endpoint support” engendered by an end-to-end protocol.
· In regards to the claim that IEEE 802.1af is unpublished and IEEE 802.1ad is outdated, IEEE notes that both have been subsumed into larger documents (IEEE 802.1-2010 and IEEE 802.1Q, respectively) and are therefore up-to-date and published.  Amendments to IEEE 802.1AE update these references to the larger documents. 
· Finally, where the China NB threatens not to abide by IEEE 802.1AE if it is taken up by ISO/IEC, IEEE re-iterates a request that representatives of the China NB meet with IEEE 802 to clear up the apparent misunderstandings.
· IEEE 802 needs to generate a document that provides proof that TLSec is in fact a subset of IEEE 802.1AE, since IEEE 802 is making that claim. 

· While the claim is made based on text in TLSec that is partially copied from IEEE 802.1AE, that doesn’t necessarily imply a strict subset.  
· There is concern within the SC that TLSec’s end-to-end security capabilities differ sufficiently what is offered by IEEE 802.1AE so as to justify it’s standardization.
· IEEE 802 needs to investigate whether elements of 802.1AE are copied into TLSec.  
· Mick Seaman has likely already done this investigation and should be queried.
· Based on the updates made during the editing of 11-13/0337r4, an update (11-13/0336r5) to the 802.1X document was made to align the two documents.

Motions

· A motion to appoint Bruce Kraemer HoD of the IEEE delegation to the next JTC1/SC6/WG1 meeting was moved by Peter Yee and seconded by Karen Randall.  It passed on a 8-0-1 (Yes-No-Abstain) vote.
· A motion to request the IEEE 802.11 WG forward 11-12/1454r8 to SC6 as a response document.  Bruce Kraemer made the motion, Donald Eastlake (Huawei) seconded it.  The vote was 9-0-0.A motion to liaise 11-13/0336r5 to ISO/IEC JTC1/SC6.  Moved by Dan Harkins, seconded by Karen Randall.  The vote was 9-0-0.
· A motion to liaise 11-13/0337r4 to ISO/IEC JTC1/SC6.  Moved by Dan Harkins, seconded by Karen Randall.  The vote was 9-0-0.

May meeting

· The response to the 802.1X vs. TePA-AC comparison document will be revisited during the May meeting.

· The updated instructions to SC6 regarding the disposition of existing IEEE standards within ISO/IEC will also be revisited at the May meeting.  Some updates to the list of dispositions have been made by IEEE 802.1, but IEEE 802.3 has not yet provided its updates.

· During the May meeting, the SC will also review the status of liaisons to SC6, reports to SC6, the finalized agenda for the SC6 meeting.  A tutorial/overview of IEEE 802.1, 802.3, and 802.11 will be developed to help SC6 have better context on IEEE 802 standards.  IEEE 802 will also prepare a liaison to IETF to see if they will have an attendee at the SC6/WG1 meeting.
Abstract


Minutes of IEEE 802 JTC1 Standing Commitee sessions at the IEEE 802.11 Working Group meeting in Orlando in March 2013








Submission
page 2
Andrew Myles (Cisco)

