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TGai March 2012 Waikoloa Meeting Minutes

Monday AM1 Ad-hoc Session:

1. Chair called the meeting to order at 8:33.

2. Chair reminder on meeting and patent policy

3. Agenda 12/0359r0

4. Contributions list








11-12/0286r2

4.1. Revised as 11-12/0286r3

5. Presentations

5.1. Active Scanning related requirements for Specification Frame Work Document 
by Jarkko Kneckt (Nokia)
11-12/0207r1

5.2. Necessity of Probe Reduction
by Katsuo Yunoki (KDDI R&D Laboratories)
11-12/0206r1

6. Adjourned at 9:49.

Monday PM1 Session:

1. Chair called the meeting to order at 12:31.

2. Chair reminder on meeting and patent policy

3. Agenda 12/0359r1

4. Approve Jacksonville session minutes 11-12/0178r1.

4.1. Moved: Marc Emmelmann

4.2. Seconded: Hitoshi Morioka

4.3. Unanimously approved.

5. Approve Teleconference minutes 11-12/0194r5.

5.1. Moved: Marc Emmelmann

5.2. Seconded: Hitoshi Morioka

5.3. Unanimously approved.

6. Summary of status of TGai for new comers
by Tom Siep (CSR)


11-12/0387r1

7. Contributions list








11-12/0286r4

7.1. Revised as 11-12/0286r5

8. Presentations

8.1. 802.11ai simulations
by Jarkko Kneckt (Nokia)



11-12/0279r0

8.1.1. Why 10m? (Santosh (Cisco))

8.1.2. I thought it’s good for start. (Jarkko)

8.2. Active Scanning related requirements for Specification Frame Work Document
by Jarkko Kneckt (Nokia)
11-12/0153r6

8.2.1. Motions will be done in next slot.

8.3. Differentiate transmissions of probe responses
by Jing-Rong Hsieh (HTC)
11-12/0246r2

8.3.1. Continue discussion in next slot.

9. Recessed at 15:28.

Monday PM2 Session:

1. Presentations

1.1. Continue discussion of 11-12/0246r2.

1.2. Active Scanning related requirements for Specification Frame Work Document
by Jarkko Kneckt (Nokia)
11-12/0153r7

1.2.1. Motion

1.2.1.1. Move to add the following text to the clause 5 of the specification framework document:
 802.11ai shall define a mechanism to optimise the MLME-SCAN.confirm primitive to indicate the discovered APs fast and without additional delays. 

1.2.1.2. Moved: Jarkko Kneckt

1.2.1.3. Seconded: Gabor Bajko

1.2.1.4. Result (Y/N/A): 28/2/12


1.2.1.5. Motion passes.
1.2.2. Motion

1.2.2.1. Move to add the following text to the clause 5 of the specification framework document:
Probe Request, Probe Response and Beacon shall contain an indication of FILS capability.

1.2.2.2. Moved: Phillip Barber

1.2.2.3. Seconded: Jarkko Kneckt

1.2.2.4. Result (Y/N/A): 32/1/2

1.2.2.5. Motion passes.
1.2.3. Motion

1.2.3.1. Move to add the following text to the clause 5 of the specification framework document:
The 802.11ai shall define a mechanism to enable selective active scanning. The probe request may restrict responses by indicating APs that should or should not respond

1.2.3.2. Moved: Phillip Barber

1.2.3.3. Seconded: Gabor Bajko

1.2.3.4. Result (Y/N/A): 21/11/4

1.2.3.5. Motion fails.
1.2.4. Motion

1.2.4.1. Motion

1.2.4.1.1. Move to amend Motion 4 text as follows: 
add the following text to the clause 5 of the specification framework document:
The transmitter of the Probe Request frame shall have means to indicate the time when it is no longer available to receive the Probe Response frames.

1.2.4.1.2. Moved: Jarkko Kneckt

1.2.4.1.3. Seconded: Andrew Myles

1.2.4.1.4. Unanimously approved.

1.2.4.2. Move to add the following text to the clause 5 of the specification framework document:
The transmitter of the Probe Request frame shall have means to indicate the time when it is no longer available to receive the Probe Response frames.

1.2.4.3. Moved: Jarkko Kneckt

1.2.4.4. Seconded: Phillip Barber

1.2.4.5. Result (Y/N/A): 22/10/4

1.2.4.6. Motion fails.
1.2.5. Motion

1.2.5.1. Move to add the following text to the clause 5 of the specification framework document:
The transmitter of the Probe Request frame shall have means to cancel the responses to the Probe Request

1.2.5.2. Moved: Jarkko Kneckt

1.2.5.3. Seconded: Gabor Bajko

1.2.5.4. Result (Y/N/A): 4/18/8

1.2.5.5. Motion fails.
1.2.6. Motion

1.2.6.1. Move to add the following text to the clause 5 of the specification framework document:
802.11ai shall have mechanism to transmit Probe Response frame to individual and/or broadcast address.

1.2.6.2. Moved: Phillip Barber

1.2.6.3. Seconded: Jarkko Kneckt

1.2.6.4. Result (Y/N/A): 25/8/8

1.2.6.5. Motion passes.
1.2.7. Motion

1.2.7.1. Move to add the following text to the clause 5 of the specification framework document:
802.11ai shall have mechanism to include information of the responding AP and other APs to the Probe Response frame.

1.2.7.2. Moved: Jarkko Kneckt

1.2.7.3. Seconded: Lee Armstrong

1.2.7.4. Result (Y/N/A): 21/6/6

1.2.7.5. Motion passes.
1.2.8. Results will be uploaded as 11-12/0153r8.

2. Motion to recess.

2.1. Unanimously approved.

3. Recessed at 17:58

Monday EVE Session:

1. Chair called the meeting to order at 19:33.

2. Chair reminder on meeting and patent policy

3. Presentations

3.1. Active Scanning related requirements for Specification Frame Work Document
by Jarkko Kneckt (Nokia)
11-12/0153r8

3.1.1. Motion

3.1.1.1. Discussion

3.1.1.1.1. Broadcast probe response? (Andrew (Cisco))

3.1.1.1.2. Not specified here, but possible (Jarkko)

3.1.1.2. Motion #8A

3.1.1.2.1. Move to amend the text of the motion 8 as follows: 
An AP may respond to multiple Probe Requests from one or more FILS capable STAs with a single broadcast addressed response frame.

3.1.1.2.2. Unanimously approved.

3.1.1.3. Move to add the following text to the clause 5 of the specification framework document:
An AP may respond to multiple Probe Requests from one or more FILS capable STAs with a single broadcast addressed response frame.

3.1.1.4. Moved: Jarkko Kneckt

3.1.1.5. Seconded: Jouni Malinen

3.1.1.6. Result (Y/NA): 26/0/7

3.1.1.7. Motion passes.

3.1.2. Motion

3.1.2.1. Move to add the following text to the clause 5 of the specification framework document:
An FILS Capable AP may omit transmission of Probe Response frame to FILS capable STAs if the TBTT occurs within a predefined time interval. 

3.1.2.2. Moved: Jarkko Kneckt

3.1.2.3. Seconded: Jouni Malinen

3.1.2.4. Result (Y/N/A): 27/2/6

3.1.2.5. Motion passes.

3.1.3. Results will be uploaded as 11-12/0153r9.

3.2. Last Response from ESS to Probe Request
by Jarkko Kneckt (Nokia)
11-12/0282r0

3.3. Step-wise Active Scanning in TGai

by Giwon Park (LG)

11-12/0257r1

3.3.1. Motion was cancelled.

3.4. Hybrid Scanning
by Katsuo Yunoki (KDDI R&D Laboratories)

11-12/0277r0

3.4.1. Motion was postponed.

4. Recessed at 21:19.

Tuesday AM2 Session:

1. Chair called the meeting to order at 10:31.

2. Chair reminder on meeting and patent policy

3. Specification Framework for TGai


by Tom Siep (CSR)

11-12/0151r4

4. Editors’ meeting report



by Tom Siep (CSR)

5. Presentations

5.1. Hybrid Scanning
by Katsuo Yunoki (KDDI R&D Laboratories)

11-12/0277r2

5.1.1. How long for passive scanning? Is 0 sec OK? (Robert Stacey (Apple))

5.1.2. According to later discussion. (Katsuo)

5.1.3. In case of user oriented device start such as turning power on, passive scanning is less effective. (Jonathan Segev (Intel))

5.1.4. Motion

5.1.4.1. Move to add the following text to the clause 5 of the specification framework document:
802.11ai shall mandate passive scanning execution before active scanning for 11ai STAs in order to reduce air-time occupancy.
5.1.4.2. Moved: Katsuo Yunoki

5.1.4.3. Seconded: Lei Wang
5.1.4.4. Result (Y/N/A): 5/21/17

5.1.4.5. Motion fails.

5.2. Beacon Pointer for FILS

by Jonathan Segev (Intel)

11-12/0292r1

5.2.1. Straw poll

5.2.1.1. Do you agree to make changes to the TGai framework specification as described on slide 8 of this submission.
5.2.1.2. Result (Y/N/A): 24/0/10

5.3. AP discovery with FILS beacon


by Yunbo Li (Huawei)

11-12/0042r3

5.3.1. All 5 APs are in the same channel? (Santosh (Cisco))

5.3.2. Yes. (Yunbo)

5.3.3. Why does it take 500ms to find the AP? (Santosh)

5.3.4. I’ll check and answer later. (Yunbo)

5.3.5. Straw poll

5.3.5.1. Do you agree to introduce the FILS beacon as presented in 0042r3 to accelerate AP discovery?
5.3.5.2. Specific frame format? (Robert Stacey (Apple))

5.3.5.3. I intend to define new frame, not existing frame such as measurement pilot. (Yunbo)

5.3.5.4. Result (Y/N/More Info): 20/3/13

5.4. Proposed SFD Text for 802.11ai Passive Scanning Improvement
by Lei Wang (InterDigital)
11-12/406r0

5.4.1. Continue discussion in PM2.

6. Recessed at 12:35.

Tuesday PM2 Session:

1. Chair called the meeting to order at 16:03.

2. Chair reminder on meeting and patent policy

3. Agenda
11-12/0359r3

4. Presentations

4.1. Proposed SFD Text for 802.11ai Passive Scanning Improvement
by Lei Wang (InterDigital)
11-12/406r0

4.1.1. Motion

4.1.1.1. Add the following text to Clause 5 “Fast Network Discovery” of TGai SFD, 12/0151
The 802.11ai shall support improved passive scanning mechanisms to facilitate fast initial link setup, and/or to reduce the air time occupancy of MAC frames used for scanning.
Reducing power consumption of the passive scanning non-AP STAs is desirable.

4.1.1.2. Moved: Tom Siep

4.1.1.3. Seconded: Lee Armstrong

4.1.1.4. Result (Y/N/A): 29/0/3

4.1.1.5. Motion passes.

4.2. Passive Scanning Enhancements

by Jarkko Kneckt (Nokia)

11-12/0239r2

4.2.1. What is the difference between dot11MaxChannelTime and dot11MaxScanTXInterval? (Giwon Park (LG))

4.2.2. dot11MaxScanTXInterval is used for the frames useful for passive scanning, while dot11MaxChannelTime is dwell time for active scan. (Jarkko)

4.2.3. What is the difference between passive scanning frame and FILS frame proposed by Huawei? (Kiseon Ryu (LG))

4.2.4. Exact passive scanning frame format is open for further discussion. (Jarkko)

4.2.5. Motion

4.2.5.1. Add the following text to clause 5 of the Specification Framework document:
The Beacon frame may contain information of neighbor BSSs. 

4.2.5.2. Moved: Jarkko Kneckt

4.2.5.3. Seconded: gabor Bajko

4.2.5.4. Result (Y/N/A): 11/11/17

4.2.5.5. Motion fails.

4.2.6. Straw poll

4.2.6.1. Are you in favour of adding the following text to clause 5 of the Specification Framework document:
The Measurement Pilot frame may contain information of neighbor BSSs. 

4.2.6.2. Result (Y/N/A): 8/9/14

4.2.7. Straw poll

4.2.7.1. Are you in favour of adding the following text to clause 5 of the Specification Framework document:
When dot11MaxTXScanInterval is set, the AP may transmit a passive scanning frame (TBD) according to following alternatives: 
- An AP may transmit a passive scanning frame (TBD), if the AP has not transmitted a Beacon, scanning frame (TBD), Probe Response or Measurement Pilot frame within dot11MaxTXScanInterval
- An AP may transmit a passive scanning frame (TBD), if the AP has not received or transmitted a Beacon, scanning frame (TBD), Probe Response or Measurement Pilot frame containing the information of the BSS within dot11MaxTXScanInterval

4.2.7.2. Result (Y/N/A): 5/10/24

4.3. Differentiated Association Service Provisioning in WiFi Networks
by Lin Cai (Huawei)
11-12/249r0

4.3.1. Straw poll

4.3.1.1. Do you agree to add a new section, called “QoS Provision in FILS”, in the TGai SFD, 12/0151r3, i.e., 
6. QoS Provision in FILS

4.3.1.2. Result (Y/N/A): 24/3/18

4.3.2. Straw poll

4.3.2.1. Do you agree to add the sentence to TGai SFD, 12/0151r3. “FILS devices shall support differentiated association services with different priorities”?

4.3.2.2. Result (Y/N/A): 25/10/14

4.4. Recommendations for association

by Jarkko Kneckt (Nokia)
11-12/0281r0

4.4.1. Straw poll

4.4.1.1. Do you favor having possibility for the following operation in SFD? 
The Beacons, Probe Responses and Measurement Pilot frames may recommend a particular BSS for association.

4.4.1.2. Result (Y/N/A): 9/4/26

4.4.2. Straw poll

4.4.2.1. Do you favor having possibility for the following operation in SFD? 
The APs shall have possibility to direct scanning STAs to scan other channels.

4.4.2.2. Result (Y/N/A): 7/8/24

4.5. Proposed Additions to SFD


by Phillip Barber (Huawei)
11-12/0158r2

4.5.1. Motion

4.5.1.1. To authorize the Editor to incorporate the following text into the next revision of 11-12-0151-03-00ai-proposed-specification-framework-for-tgaif, page 6, line 3, section 5 Fast Network Discovery as
AP may include a GAS configuration-change element in the Beacon and Probe Response to indicate changes in a set of static GAS parameters
4.5.1.2. Moved: Phillip Barber

4.5.1.3. Seconded: Ping Fang
4.5.1.4. Result (Y/N/A): 31/5/6

4.5.1.5. Motion passes.

4.5.2. Motion

4.5.2.1. To authorize the Editor to incorporate the following text into the next revision of 11-12-0151-03-00ai-proposed-specification-framework-for-tgaif, page 6, line 3, section 5 Fast Network Discovery as
STA may include a wait-time-for-Probe-Response element to Probe Request to provide a max listening duration for which the STA indicates it will wait for Probe Response transmission

4.5.2.2. Moved: Phillip Barber

4.5.2.3. Seconded: Gabor Bajko

4.5.2.4. Result (Y/N/A): 34/8/7

4.5.2.5. Motion passes.

5. Recessed at 18:01.

Tuesday EVE Session:

1. Chair called the meeting to order at 19:31.

2. Presentations

2.1. Proposed Additions to SFD


by Phillip Barber (Huawei)
11-12/0158r2

2.1.1. Motion

2.1.1.1. To authorize the Editor to incorporate the following text into the next revision of 11-12-0151-03-00ai-proposed-specification-framework-for-tgaif, page 6, line 3, section 5 Fast Network Discovery as
STA may include an inclusion selection filter or ‘white’ list element to GAS Request to indicate selection for a set of APs to be included as part of Neighbor Report ANQP element in GAS Response

2.1.1.2. Moved: Phillip Barber

2.1.1.3. Seconded: Tom Siep

2.1.1.4. Result (Y/N/A): 17/2/5

2.1.1.5. Motion passes.

2.1.2. Motion

2.1.2.1. To authorize the Editor to incorporate the following text into the next revision of 11-12-0151-03-00ai-proposed-specification-framework-for-tgaif, page 6, line 3, section 5 Fast Network Discovery as
AP may include an indicator for AP availability to attachment to the Beacon and Probe Response

2.1.2.2. Moved: Phillip Barber

2.1.2.3. Seconded: Lei Wang

2.1.2.4. Result (Y/N/A): 24/0/3

2.1.2.5. Motion passes.

2.2. Text for access delay reduction for FILS

by George Cherian (Qualcomm)

11-12/0124r2

2.2.1. Who assigns Network ID? (Hiroshi Mano (Allied Telesis R&D Center))

2.2.2. IEEE or other organization. (George)

2.2.3. Straw poll

2.2.3.1. Do you support adding the following sentence to TGai SFD?
802.11ai shall define a Network Identifier that may be included in Probe-Request, Probe-Response and Beacon

2.2.3.2. Result (Y/N/A): 6/10/19

2.2.4. Straw poll

2.2.4.1. 802.11ai shall include support for enabling an STA to pre-emptively stop probe request transmissions if it sees a probe response or beacon from an AP it is looking for.
2.2.4.2. Result (Y/N/A): 6/26/4

2.2.5. Presentation will be held again in the future.

2.3. GAS procedure in TGai


by Giwon Park (LG)

11-12/0255r1 (Text: 11-12/0254r2)

2.3.1. Motions were postponed.

2.4. Proposed SFD Text for 802.11ai Link Setup Procedure
by Lei Wang (InterDigital)
11-12/0160r2

2.4.1. Motion

2.4.1.1. add a new section, called “Link Setup General Framework” to line 24, page 3, in the TGai SFD, 12/0151r3; and also change the section numbers accordingly for the sections after this newly proposed section, i.e., 
3.  Link Setup General Framework  
4.  Security Framework 
5. IP Address Assignment
6. Fast Network  Discovery
2.4.1.2. Moved: Lei Wang

2.4.1.3. Seconded: Lee Armstrong

2.4.1.4. Result (Y/N/A): 16/2/15

2.4.1.5. Motion passes.

2.4.2. Motion

2.4.2.1. add the follow text to the general framework section in the TGai SFD, 12/0151r3.
AP and STA may use pre-acquired knowledge to accelerate the link setup. 

2.4.2.2. Moved: Lei Wang

2.4.2.3. Seconded: Lee Armstrong

2.4.2.4. Result (Y/N/A): 13/6/13

2.4.2.5. Motion fails.

2.4.3. Motion

2.4.3.1. add the follow sentence to the general framework section of the TGai SFD, 12/0151r3
A TGai solution may allow AP and STA to initiate link setup optimizations.

2.4.3.2. Moved: Lei Wang

2.4.3.3. Seconded: Phillip Barber

2.4.3.4. Result (Y/N/A): 13/4/13

2.4.3.5. Motion passes.

2.5. The Pitfalls of Hacking and Grafting

by Dan Harkins (Aruba Networks)
11-12/0314r1

2.6. Security Requirements for Specification Framework
by Dan Harkins (Aruba Networks)
11-12/0315r1

2.6.1. Request to postpone the motion to tomorrow morning. (Phillip Barber (Huawei))

2.6.2. Motion

2.6.2.1. Move to have standing orders for Wednesday AM1 to vote on motions rising from 12-0315r1.
2.6.2.2. Moved : Phillip Barber

2.6.2.3. Seconded: Dan Harkins

2.6.2.4. Unanimously approved

2.7. Reducing Probe Responses for faster AP discovery
by Giwon Park (LG)
11-12/0259r3

2.7.1. Straw poll

2.7.1.1. Do you agree to make changes to the TGai framework specification as follow:
The draft specification shall support for a method to apply filtering mechanism(s) to reduce the number of wasted probe response frames, in a selective manner.

2.7.1.2. Result (Y/N/A): 9/0/18

2.7.2. Continue straw poll in the next session.

3. Revised SFD r5 has been uploaded by Tom.

4. Recessed at 21:35.

Wednesday AM1 Session:

1. Chair called the meeting to order at 8:00.

2. Presentations

2.1. Reducing Probe Responses for faster AP discovery
by Giwon Park (LG)
11-12/0259r4

2.1.1. Motion

2.1.1.1. Move to add the following text to the clause 5 of the specification framework document:
The 802.11ai shall support for a method to avoid transmission of undesired probe response frames, in a selective manner.

2.1.1.2. Moved: Kiseon Ryu

2.1.1.3. Seconded: Lee Armstrong

2.1.1.4. Result (Y/N/A): 17/6/15

2.1.1.5. Motion fails.

2.2. Security Requirements for Specification Framework
by Dan Harkins (Aruba Networks)
11-12/0315r1

2.2.1. Motion

2.2.1.1. Add the following text to Clause  “Security” of TGai SFD, 12/0151
The mutual authentication protocol in the draft shall be resistant to active and passive attack. If the pre-existing credential is a shared secret, then either:
 1) the protocol shall be defined to require that the probability of guessing the secret shall be no more than 2-80 ; or, 
2) the protocol shall be resistant to dictionary attack.
2.2.1.2. Moved: Dan Harkins

2.2.1.3. Seconded: Roger

2.2.1.4. Result (Y/N/A): 19/0/15

2.2.1.5. Motion passes.

2.2.2. Motion

2.2.2.1. : Add the following text to Clause “Security” of TGai SFD, 12/0151
The mutual authentication protocol in the draft shall optionally support the feature that compromise of the pre-existing credential does not reveal data from past sessions.

2.2.2.2. Moved: Dan Harkins

2.2.2.3. Seconded: Hiroki Nakano

2.2.2.4. Result (Y/N/A): 8/30/5

2.2.2.5. Motion fails.

2.2.3. Motion

2.2.3.1. Add the following text to Clause “Security” of TGai SFD, 12/0151
The draft specification shall define a protocol for mutual authentication that is key generating and provides explicit key confirmation. 

2.2.3.2. Moved: Dan Harkins

2.2.3.3. Seconded: Paul Lambert

2.2.3.4. Result (Y/N/A): 12/13/12

2.2.3.5. Motion fails.

2.3.  Security related requirements for Specification Frame Work Document
by George Cherian (Qualcomm)
11-12/0159r2

2.3.1. Motion

2.3.1.1. Move to add the following statement to the TGai Spec Framework:
R.3.A: The draft specification shall include support for the EAP-RP [as defined in IETF RFC 5295/5296] for fast authentication by using a pre-established FILS context (EMSK, rRK, rIK) to improve the authentication time during association
2.3.1.2. Moved: George Cherian

2.3.1.3. Seconded: Hitoshi Morioka

2.3.1.4. Result (Y/N/A): 24/16/5

2.3.1.5. Motion fails.

2.3.2. Motion

2.3.2.1. Move to add the following statement to the TGai Spec Framework:
R.3.B: The draft specification shall include support for the use of optimized EAP by concurrent association, authentication and key distribution to set up initial link and establish the FILS context.
2.3.2.2. Moved: George Cherian

2.3.2.3. Seconded: Ping Fang

2.3.2.4. Result (Y/N/A): 24/22/8
2.3.2.5. Motion fails.

2.3.3. Move to add the following statement to the TGai Spec Framework:
R.3.C: The draft specification shall include support for exchanging authentication messages concurrently to 4-way handshake.

2.3.3.1. Moved: George Cherian

2.3.3.2. Seconded: Bo Sun

2.3.3.3. Result (Y/N/A): 26/18/5

2.3.3.4. Motion fails.

2.4. Fast Authentication in TGai

by Kiseon Ryu (LG)

2.4.1. Straw poll

2.4.1.1. Do you agree to introduce the fast re-authentication by using the STA/AP’s retained security contexts (e.g., PMK, rMSK, and etc.,) to reduce the time required for the authentication on the re-association.
2.4.1.2. Result (Y/N/A): 15/10/17

2.5. FILS Association



by Robert Stacey (Apple)
11-12/0296r0

3. Recessed at 10:03.

Wednesday PM1 Session:
1. Chair called the meeting to order at 13:33.

2. Chair reminder on meeting and patent policy

3. Agenda 11-12/0359r3

4. Contributions list
11-12/0286r9

4.1. Schedule has been changed.

4.2. Updated list will be 11-12/0286r10.

5. Presentations

5.1. Higher Layer Configuration Function for TGai SFD
by Hitoshi Morioka (Allied Telesis R&D Center)

11-12/0275r3

5.1.1. Motion

5.1.1.1. Move to add the following text to the clause 2 of the specification framework document:
” HLCF
Higher Layer Configuration Function (The nature of HLCF is TBD)”

5.1.1.2. Moved: Hitoshi Morioka

5.1.1.3. Seconded: Lee Armstrong

5.1.1.4. Result (Y/N/A): 20/2/16

5.1.1.5. Motion passes.

5.1.2. Motion

5.1.2.1. Move to add the following text to the clause 4 of the specification framework document:
” The HLCF shall support IPv4 and IPv6.”

5.1.2.2. Moved: Hitoshi Morioka

5.1.2.3. Seconded: Lee Armstrong

5.1.2.4. Result (Y/N/A): 24/2/13

5.1.2.5. Motion passes.

5.1.3. Motion

5.1.3.1. Move to add the following text to the clause 4 of the specification framework document:
The HLCF shall be able to carry the following parameters.
a) IP address and netmask/prefix length for the STA.
b) Default gateway’s IP address.
c) Default gateway’s MAC address.
d) DNS servers’ IP addresses.
5.1.3.2. Moved: Hitoshi Morioka

5.1.3.3. Seconded: Gabor Bajko

5.1.3.4. Result (Y/N/A): 13/7/15

5.1.3.5. Motion fails.

5.1.4. Motion

5.1.4.1. Move to add the following text to the clause 4 of the specification framework document:
” The HLCF shall be completed by 1-roundtrip frame exchange.”

5.1.4.2. Moved: Hitoshi Morioka

5.1.4.3. Seconded: Gabor Bajko

5.1.4.4. Result (Y/N/A): 7/15/11

5.1.4.5. Motion fails.

5.1.5. Motion

5.1.5.1. Move to add the following text to the clause 4 of the specification framework document:
” The HLCF capability of the AP shall be indicated in Beacon and Probe Response.”

5.1.5.2. Moved: Hitoshi Morioka

5.1.5.3. Seconded: Gabor Bajko

5.1.5.4. Result (Y/N/A): 17/2/13

5.1.5.5. Motion passes.

5.1.6. Motion

5.1.6.1. Cancelled.

5.2. AP Discovery Procedure
by Katsuo Yunoki (KDDI R&D Laboratories)
11-12/0285r0

5.2.1. Straw poll has been cancelled.

5.3. Active Scanning Reply Window

by Jonathan Segev (Intel)

11-12/0294r2

5.3.1. Straw poll

5.3.1.1. Do you agree to make changes to the TGai framework specification as described on slide 8 of this submission.

5.3.1.2. Result (Y/N/A): 9/12/20

6. Recessed at 15:21.

Wednesday PM2 Session:
1. Chair called the meeting to order at 16:03.

2. Chair reminder on meeting and patent policy

3. Agenda 11-12/0359r3

4. Presentations

4.1. Security Inputs to IEEE 802.11 TGai
by Rene Struik (Struik Security Consultancy)
11-12/0157r7

4.1.1. Motion

4.1.1.1. The draft should include an authentication scheme, where STA and AP derive a shared key (key agreement) and show that these have computed correctly (key confirmation), where both devices do not share a secret key, but each shares a distinct key with a mutually trusted third party AS.
4.1.1.2. Moved: Roger Durand

4.1.1.3. Seconded: Rob Sun

4.1.1.4. Discussion:

4.1.1.4.1. Which is better “should”, “may” or “shall”? (Rob Sun)

4.1.1.4.2. The reason why “should is selected, is someone may propose a cryptographic scheme which does not meet this with strong reason. (Rene)

4.1.1.5. Reesult (Y/N/A): 14/2/3

4.1.1.6. Motion passes.

4.1.2. Motion

4.1.2.1. The draft should include an authentication scheme, where STA and AP derive a shared key (key agreement) and show that these have computed correctly (key confirmation), where both devices do have (access to) a certificate of their public key, issued by a trusted third party (certificate authority), and where AS may provide authorization service.
4.1.2.2. Moved: Roger Durand

4.1.2.3. Seconded: Lei Wang

4.1.2.4. Discussion:

4.1.2.4.1. This intends public key authentication? (Santosh (Cisco))

4.1.2.4.2. Yes. (Rene)

4.1.2.5. Result (Y/N/A): 6/5/9

4.1.2.6. Motion fails.

4.1.3. Motion to extend debates.

4.1.3.1. Unanimously approved.

4.1.4. Motion

4.1.4.1. Move to include the following text in Security Section of the sfd document (12/151r5).
The authentication scheme(s) in the draft shall provide the following security properties:
1.
Key establishment
2.
Key Agreement
3.
Implicit key authentication
4.
Explicit key authentication
5.
No unilateral key control
6.
Entity authentication 
7.
Unknown Key Share Resilience
Here, properties are provided mutually.

4.1.4.2. Moved: Roger Durand

4.1.4.3. Seconded: Tom Siep

4.1.4.4. Result (Y/N/A): 6/2/15

4.1.4.5. Motion passes.

4.1.5. Motion

4.1.5.1. Move to include the following text in Security Section of the sfd document (12/151r5).
The authentication scheme(s) in the draft should provide forward secrecy.

4.1.5.2. Moved: Rob Sun

4.1.5.3. Seconded: Roger Durand

4.1.5.4. Discussion:

4.1.5.4.1. Existing 802.11 supports forward secrecy? (Santosh)

4.1.5.4.2. Maybe yes. (Rene)

4.1.5.4.3. Existing 802.11 device supports forward secrecy? (Marc)

4.1.5.4.4. Maybe no. (Rene)

4.1.5.5. Result (Y/N/A): 14/5/4

4.1.5.6. Motion fails.

4.1.6. Motion

4.1.6.1. Move to include the following text in Security Section of the sfd document (12/151r5).
The authentication scheme(s) in the draft should optionally provide for identity protection.

4.1.6.2. Moved: David Goodall

4.1.6.3. Seconded: Hiroki Nakano

4.1.6.4. Result (Y/N/A): 7/4/11

4.1.6.5. Motion fails.

4.1.7. Motion

4.1.7.1. Move to include the following text in Security Section of the sfd document (12/151r5).
The authentication scheme(s) in the draft shall be demonstrably free of known security weaknesses.

4.1.7.2. Moved: Peter Yee

4.1.7.3. Seconded: Tero Kivinen

4.1.7.4. Result (Y/N/A): 5/10/6

4.1.7.5. Motion fails.

4.1.8. Motion

4.1.8.1. Move to include the following text in Security Section of the sfd document (12/151r5).
The authentication scheme(s) in the draft shall be well-studied by the cryptographic community.

4.1.8.2. No mover.

4.1.9. Motion

4.1.9.1. Move to include the following text in Security Section of the sfd document (12/151r5).
The authentication scheme(s) in the draft should be standardized via internationally accepted cryptographic standards (such as NIST/FIPS series, IETF, etc.).

4.1.9.2. No mover.

4.1.10. Motion

4.1.10.1. Move to include the following text in Security Section of the sfd document (12/151r5).
The authentication scheme(s) in the draft should be standardized via internationally accepted cryptographic standards (such as NIST/FIPS series, IETF, etc.).

4.1.10.2. No mover.

4.1.11. Motion

4.1.11.1. Skipped.

4.1.12. Motion

4.1.12.1. The authentication scheme(s) in the draft SHALL have cryptographic strength of at least 80 bits and SHOULD have cryptographic strength of 128 bits.
4.1.12.2. Moved: Hiroki Nakano

4.1.12.3. Seconded: Peter Yee

4.1.12.4. Result (Y/N/A): 19/0/5

4.1.12.5. Motion passes.

4.1.13. Motion

4.1.13.1. Move to include the following text in Security Section of the sfd document (12/151r5).
The authentication scheme(s) should provide for the optional inclusion of additional information in their protocol flows, so as to assist in conveying this information in parallel and logically tied to the protocol.

4.1.13.2. Moved: Hitoshi Morioka

4.1.13.3. Seconded: Roger Durand

4.1.13.4. Discussion:

4.1.13.4.1. “should” is better. (Santosh)

4.1.13.5. Result (Y/N/A): 14/1/7

4.1.13.6. Motion passes.

4.2. SFD Text for Public Key Cryptography

by Hiroki Nakano (Trans New Technology)
11-12/0272r1

4.2.1. Straw poll

4.2.1.1. Do you support to include the following text in SFD.
“The TGai amendment defines the following schemes separately: STA (user) authentication (by AP), AP authentication (by STA) and key generation/management.”

4.2.1.2. Result (Y/N/A): 0/0/everyone

4.2.2. Straw poll

4.2.2.1. Do you support to include the following text in SFD.
“The TGai amendment may consider ECDH-based key agreement as one of the key generation/management methods.”

4.2.2.2. Result (Y/N/A): 10/0/13

4.2.3. Straw poll

4.2.3.1. Do you support to include the following text in SFD.
“The TGai amendment may consider methods using IETF X.509 Certificate as one of the AP authentication.”

4.2.3.2. Result (Y/N/A): 8/0/16

4.2.4. Straw poll

4.2.4.1. Do you support to include the following text in SFD.
“The TGai amendment may consider methods using IETF X.509 Certificate as one of the STA authentication.”

4.2.4.2. Result (Y/N/A): 8/0/12

5. Recessed at 17:45.

Thursday AM1 Session:
1. Chair called the meeting to order at 8:05.

2. Presentations

2.1. FILS presentation on High Level Security Requirements

by Rob Sun (Huawei)
11-12/0278r2

2.1.1. Motion

2.1.1.1. Motion for extending debate.

2.1.1.1.1. Moved: Tom Siep

2.1.1.1.2. Seconded: Lee Armstrong

2.1.1.1.3. Unanimously approved.

2.1.1.2. Discussion:

2.1.1.2.1. Request change "for the optimized 802.11 FILS state machine"-> "for an optimized 802.11 state machine" (Rene Struik)

2.1.1.2.2. Remove “data frames”. (Jouni)

2.1.1.2.3. Add "The actual 802.11 FILS state machine is TBD." (Tom Siep)

2.1.1.3. Add the following text (proposed in 248r0 ) to Clause 3 “Security Framework” of TGai SFD, 12/0151
The draft specification shall include support for a revised 802.11  state machine to enable the FILS authentication and association.
The actual 802.11 FILS state machine is TBD.

2.1.1.4. Moved: Rob Sun

2.1.1.5. Seconded: Tom Siep

2.1.1.6. Result (Y/N/A): 39/1/2

2.1.1.7. Motion passes.

2.2. SFD Text for Big IE

by Hiroki Nakano (Trans New Technology)
11-12/0271r1

2.2.1. TGaf is working for this topic. (David)

2.2.2. Discuss later according to needs of specified protocol. (Phillip Barber)

2.2.3. Straw poll

2.2.3.1. Do you support to include the following text in SFD.
 “The TGai amendment defines new generic method to load Information Elements which are larger than 255 byte into 802.11 management frames.  This new method should be ignored safely by old implementations for backward compatibility.”

2.2.3.2. Result (Y/N/A): 4/15/15

2.3. SFD Text for Upper Layers
by Hiroki Nakano (Trans New Technology)
11-12/0273r5

2.3.1. Straw poll

2.3.1.1. Do you support to add the following text to the clause 4 of SFD:
“The TGai amendment defines a method of IP(v4) address assignment which works as a transport of DHCP.”

2.3.1.2. Result (Y/N/A): 5/3/17

2.3.2. Straw poll

2.3.2.1. Do you support to add the following text to the clause 4 of SFD:
“The TGai amendment defines a generalized method for upper layer transport encapsulation during FILS to enable higher layer services.”

2.3.2.2. Result (Y/N/A): 7/1/22

2.4. Proposed Requirements for TGai SFD to Support FILS with Legacy STAs
by ChauChun Wang (MediaTek)
11-12/0274r0

2.4.1. Motions in next slot.

2.5. Spec Framework Proposal: Selective transmission of the Probe Response

by Jae Seung Lee (ETRI)
11-12/0265r4

2.5.1. Straw poll

2.5.1.1. Should the spec framework document be updated with the following text for Fast Network Discovery:
Non-AP STA may include its preferences and/or capabilities information in the Probe Request frame. If the preferences and/or capabilities of the STA are not acceptable by the responding STA, then the responding STA may not transmit Probe Response.

2.5.1.2. Result (Y/N/A): 18/1/13

2.5.2. Straw poll

2.5.2.1. Should the spec framework document be updated with the following text for Fast Network Discovery:
If the non-AP STA that has sent the Probe Request is not acceptable by the responding STA because of the responding  STA’s current operating condition, then the responding STA may not transmit Probe Response.

2.5.2.2. Result (Y/N/A): 10/4/17

2.5.3. Continue straw poll in next slot.

3. Recessed at 10:02.

Thursday AM2 Session:
1. Chair called the meeting to order at 10:31.

2. Presentations

2.1. Spec Framework Proposal: Selective transmission of the Probe Response

by Jae Seung Lee (ETRI)
11-12/0265r4

2.1.1. Straw poll

2.1.1.1. Should the spec framework document be updated with the folioing text for Fast Network Discovery:
Non-AP STA may include its security processing requirements and/or security capability in the Probe Request frame for Probe Request filtering.

2.1.1.2. Result (Y/N/A): 4/0/17

2.1.2. Straw poll

2.1.2.1. Should the spec framework document be updated with the following text for Fast Network Discovery:
Non-AP STA may include its required AP's capabilities in the Probe Request frame for Probe Request filtering.

2.1.2.2. Result (Y/N/A): 4/0/19

2.1.3. Straw poll

2.1.3.1. Should the spec framework document be updated with the following text for Fast Network Discovery:
AP Channel Report element included in the most recently received Probe Response may be used to select the next channel to be scanned

2.1.3.2. Result (Y/N/A): 9/0/19

2.2. Proposed Requirements for TGai SFD to Support FILS with Legacy STAs
by ChauChun Wang (MediaTek)
11-12/0274r0

2.2.1. Motion

2.2.1.1. Move to add the following text to the TGai requirement document (11-11-0745r05 clause 2.5.2 before the notes) :
The draft specification shall minimize the negative affect of the Network Discovery latency of legacy STAs.

2.2.1.2. Moved: ChaoChun Wang

2.2.1.3. Seconded: Tom Siep

2.2.1.4. Result (Y/N/A): 5/14/8

2.2.1.5. Motion fails.

2.2.2. Motion

2.2.2.1. Move to add the following text to the clause “AP Discovery”  of the specification framework document:
The draft specification shall define a mechanism that improves  AP discovery latency via changes in AP to AP  protocol and minimize changes to non-AP STA.

2.2.2.2. Moved: ChaoChun Wang

2.2.2.3. Seconded: Jing Rong Hsieh

2.2.2.4. Result (Y/N/A): 5/23/7

2.2.2.5. Motion fails.

2.3. Spec Framework Proposal: Selection of the AP for Scanning
by Jae Seung Lee (ETRI)
11-12/0263r1

2.3.1. Straw poll

2.3.1.1. Should the spec framework document be updated with the following text for Fast Network Discovery:
STA may include Exclusion List in the Probe Request frame that indicates the STAs that should not transmit probe responses.

2.3.1.2. Result (Y/N/A): 7/10/12

2.3.2. Straw poll

2.3.2.1. Should the spec framework document be updated with the following text for Fast Network Discovery:
Substrings of SSIDs or Mesh IDs can be used in the Exclusion List to indicate the STAs that should not transmit probe responses.

2.3.2.2. Result (Y/N/A): 4/17/7

3. Teleconferences

3.1. Motion

3.1.1. Approve the following schedule of weekly teleconferences. 
Tuesdays  9:00 EDT (NY Time) continue from 27th March 2012  until 29th May 2012.
Duration 1Hour
Using WEB-EX that will be provided by Task Group Chair

3.1.2. Moved: Tom Siep

3.1.3. Seconded: Lei Wang

3.1.4. Unanimously approved.

4. Timeline

4.1. PAR Approved, Modified, or Extended 

2010-12-08

4.2. WG Letter Ballots Initial / Recirc

Jan13 / Mar 13

4.3. Form Sponsor Ballot Pool / Reform
            
Jul 13

4.4. MEC Done



Jul 13



4.5. IEEE-SA Sponsor Ballots Initial / Recirc        
Nov13/ Jan14



4.6. Final 802.11 WG Approval
                          
Mar 14

4.7. final or Conditional 802 EC Approval           
Mar 14

4.8. RevCom & Standards Board Final or
 Continuous Process Approval 

Mar14

4.9. ANSI Approved



N/A
4.10. Unanimously approved.

5. Plan for May

5.1. Requirements of contribution for SFD
5.1.1. Refer 11-12/0359r4.

6. Presentations

6.1. Security related requirements for Specification Frame Work Document
by George Cherian (Qualcomm)
11-12/0159r4

6.1.1. Motion

6.1.1.1. Move to add the following statement to the TGai Spec Framework:
R.3.A: 11ai should support faster authentication using pre-established security data setup between the STA and the network

6.1.1.2. Moved: George Cherian

6.1.1.3. Seconded: Lei Wang

6.1.1.4. Result (Y/N/A): 33/0/3

6.1.1.5. Motion passes.

6.1.2. Motion

6.1.2.1. Move to add the following statement to the TGai Spec Framework:
R.3.B: 11ai should support optimized message exchanging for association, authentication and key establishment.

6.1.2.2. Moved: George Cherian

6.1.2.3. Seconded: Rob Sun

6.1.2.4. Result (Y/N/A): 35/0/2

6.1.2.5. Motion passes.

6.2. Differentiate transmissions of probe responses
by Jing Rong Hsieh (HTC)
11-12/0246r3

6.2.1. Continue discussion in next slot.

7. Recessed at 12:30.

Thursday PM1 Session:
1. Chair called the meeting to order at 13:30.

2. Chair reminder on meeting and patent policy

3. Agenda 11-12/0359r5

4. Presentations

4.1. Differentiate transmissions of probe responses
by Jing Rong Hsieh (HTC)
11-12/0246r3

4.1.1. Straw poll

4.1.1.1. An AP shall respond to probe request with ID field having addresses known to the AP with higher priority over probe request with ID field having addresses unknown to the AP and wildcard ID.  
Do you support to add the above concept into Section 5 
“Fast Network Discovery” of the TGai spec framework?

4.1.1.2. Result (Y/N/A): 13/5/4

4.1.2. Straw poll

4.1.2.1. An AP shall respond to probe request with ID field having addresses known to the AP with higher priority EDCA parameters, such as those for AC_VO or AC_VI.
Do you support to add the above concept into Section 5 
“Fast Network Discovery” of the TGai spec framework?

4.1.2.2. Result (Y/N/A): 2/4/18

4.2. Spec Framework Proposal: Selective transmission of the Probe Response

by Jae Seung Lee (ETRI)
11-12/0265r6

4.2.1. Motion

4.2.1.1. Should the spec framework document be updated with the following text for Fast Network Discovery:
Non-AP STA may include its preferences and/or capabilities information in the Probe Request frame. If the preferences and/or capabilities of the STA are not acceptable by the responding STA, then the responding STA may not transmit Probe Response.

4.2.1.2. Moved: Jae Seung Lee

4.2.1.3. Seconded: Kiseon Ryu

4.2.1.4. Result (Y/N/A): 11/4/10

4.2.1.5. Motion fails.

4.2.2. Motion

4.2.2.1. Update the spec framework document with the following text for Fast Network Discovery:
If the non-AP STA that has sent the Probe Request is not acceptable by the responding STA because of the responding  STA’s current operating condition, then the responding STA may not transmit Probe Response.

4.2.2.2. Moved: Jae Seung Lee

4.2.2.3. Seconded: Gabor Bajko

4.2.2.4. Result (Y/N/A): 10/4/15

4.2.2.5. Motion fails.

4.3. Optimized Network Selection


by Gabor Bajko (Nokia)

11-11/1015r3

4.3.1. Motion

4.3.1.1. Add the following text to section 6.3 of the SFD
STAs may send GAS initial request messages to broadcast addresses
4.3.1.2. Moved: Gabor Bajko

4.3.1.3. Seconded: Jarkko Kneckt

4.3.1.4. Result (Y/N/A): 7/5/12

4.3.1.5. Motion fails.

5. Plan for May

5.1. Chair requests 12 slots in Atlanta session.

6. Adjourned at 14:35.
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