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Revision notes

R2:
Initial version accepted by 802.11ai TG
1 Definitions
1. Link Setup:
the process of gaining the ability to send IP traffic with a valid IP address through the AP. Link Setup may involve more than one AP in an ESS. This includes AP/Network discovery and (secure) Association and Authentication. [1]
2. Link-Attempt Rate is the number of STAs attempting to establish a link for the first time to an AP within an ESS as measured over a one second time interval.

3. Media Load is the “busyness” of the wireless medium of the ESS.  It is measured as the percentage of time the medium is in use.

4. Link Setup Time is defined as the process of gaining the ability to send IP traffic with a valid IP address through the AP. Link Setup may involve more than one AP in an ESS. This includes AP/Network discovery and (secure) Association and Authentication.  Link Setup Time is the amount time required in the use case to establish link setup. Timing starts when the STA elects to perform Link Setup.

2 Abbreviations and acronyms

FILS
Fast Initial Link Setup
3 Security Framework

A. EAP based authentication shall be used in FILS. The specific EAP method shall be outside the scope of this specification.
B. The draft specification of security framework shall include the optimized use of EAP by the improved combination of the association, authentication and key distribution for the establishement of FILS context.
C. The draft specification shall include the optimized transmitting of Authentication, Key-Exchange and High Layer messages (e.g. IP address assignment) to reduce link setup steps (e.g. Key handshake) and time. 
D. The draft specification shall include support for transmitting EAP authentication result to STA without the delay caused by High Layer messages transmission (e.g. IP address assignment).
E. The draft specification shall include support for transmitting IP address assignment request message in unencrypted manner as chosen by the STA.
F. The draft specification shall include support EAP re-authentication for fast authentication.
4 IP Address Assignment

5 Fast Network  Discovery
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Abstract


This document provides the security framework from which the security related draft TGai amendment will be developed. The document provides an outline of security functional blocks that will be a part of the final amendment.
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