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Minutes of JTC1 Ad Hoc Meeting Tuesday PM1, 17 Jan 2012
1. Chair called the meeting to order, reviewed slides 2 through 10

2. Agenda is in 11-11-1627r1, see https://mentor.ieee.org/802.11/dcn/11/11-11-1627-01-0jtc-jan-2012-meeting-agenda.ppt . 

3. Motion to Approve Agenda:

a. The JTC1 Standing Committee approves the agenda for its meeting in Jacksonville in January 2012, as documented on pages 9-10 of <this slide deck>
i. Moved: Ian Sherlock
ii. Seconded: Stephen McCann
iii. Result: Passed by unanimous consent

4. Motion to approve minutes of prior meeting

a. The JTC1 Standing Committee approves the minutes for its meeting in Atlanta in Nov 2011, as documented in 11-11-1614
i. Moved: Bruce Kraemer
ii. Seconded: Dorothy Stanley
iii. Result: Passed by unanimous consent
5. Chair reviewed slides 13 (Standing Committee goals) and slide 14 (Recent and Next SC6 WG1 meetings)

6. Slide 15-17, review upcoming meeting in Guangzhou, China

a. Revised agenda available next week

b. Attendees from IEEE: may be a rep from 802.16, in addition to Bruce Kraemer. Dan Harkins is  a possible.

7. Slide 18 – Documents to liaise to ISO/IEC JTC1/SC6

a. Will liaise 802.11ac after initial passed working Group Letter ballot

b. Action (Bruce Kraemer): liaise 802.11ad draft

8. Slide 19-26 – Summary of WAPI status

a. WAPI project had to complete disposition of comments on the NP proposal.

b. China NB indicated an appeal, related to bias. No resolution known.

c. China NB announced WAPI withdrawn on 21Nov 2011 comment resolution call. Believe the decision made by MIIT, see N15030.

d. The ISO project portal now lists the WAPI project as “deleted”, as of 22Nov 2011.

e. Limit for next stage is 6 Apr 2012.

f. Decision was well known by Chinese vendors a week ahead of time; MIIT was unhappy with status of the project in ISO and in the marketplace.

g. There won’t be a WAPI ISO standard; unclear if requirement for WAPI in products will be relaxed over time.

h. Have advocated working with IEEE directly, if they requested it, would process as per normal process.

i. Agenda posted in October has WAPI on the agenda. Request for meeting attendees in China included the October agenda – confusion around the status of WAPI. Formal updated agenda will come out next week. Likely will have WAPI status on it. Comment that SC6 may have to formally delete the project; ownership of the project wasn’t clear. Resolution of comments would not be dome by February, before project expires (April 2012).

j. Slide 16 – Acknowledge individuals who attended the CRM calls

k. Secretariat has recorded the status as “20.98 Deleted”. The portal isn’t the final word though. Owned by China NB or SC6? Unclear, believe project deletion may be confirmed in Feb.

l. Goal: certification in China of non-WAPI products.

9. Slide 28-29 – Need IEEE 802 members to participate in NB mirror committees

10. Slide 30-32 – Other security related proposals based on TePA will be discussed in SC6 and other SDOs

a. 802.1X (N15083), 802.1AE (N15084) and 802.16  security replacements (N15085)

b. IETF IPSec replacement

c. May have new material from 802.1

d. Next steps: could invite Chinese NB to come to 802.1?

e. Is an NP being proposed? Not at this time.

f. No objection to presentations, study groups with stipulation of required liaisons to other stakeholders. Remain engaged in any relevant study group.

g. Request for a Study Group on the table from London? No, not in submission window.

11. Slide 33-39 – N-UHT status

a. UHT and N-UHT approved by CCSA, MIIT ran a 15 day ballot on N-UHT 

b. It appears that UHT and N-UHT are still in final review by MIIT

c. Risk to 5GHz in China may be overstated

d. Indicating that would not grant exclusive access to specific technology

e. MIIT have stated that all international standardized 802.11 products are eligible for use in China

f. Nufront sent letter to IEEE 802.11 chair suggesting some sort of interaction

i. Was Nufront asking for standardization of their material? Was not Bruce’s interpretation.

ii. Bruce responded as an individual at the time, to be responsive. 

iii. Review the response, generate follow-up that is the opinion of the group.

iv. Useful for Nufront to get background on the 802.11 process, engagement model. Compete in the marketplace of ideas. 

v. Nufront gave preso several years ago – weren’t aware of 11n activities

vi. Manage expectations – multiple meetings, iterative process, participatory, will be changes.

vii. Review of 11-11-1608r0

viii. Market to decide on technology – level playing field.

ix. IEEE 802.11 view – strive to have global standards.

x. Review presentation from June San Diego meeting on 11ac & N-UHT N14746 (Rolf) for any updates

xi. Has UHT been shipped in China? Not that we are aware of. E-UHT? Have heard that it is being designed/early manufacture. Unclear.

· Recess until next session, Wednesday PM1 session
Minutes of JTC1 Ad Hoc Meeting Wednesday PM1, 18 Jan 2012
1. Chair called the meeting to order, reviewed remaining agenda items on slide 10.

2. Agenda is in 11-11-1627r1, see https://mentor.ieee.org/802.11/dcn/11/11-11-1627-01-0jtc-jan-2012-meeting-agenda.ppt . 

3. Slide 62-63 – Approval of 802.11-2012 is important so we can submit it to ISO/IEC for “international” standardization

a. Document expected to be approved (and in publication) by the Feb meeting. No change to plan to submit to ISO.

b. Unclear that SC6 will vote to request the standard in its upcoming plenary meeting.

c. The request must come from SC6.

4. Slide 64-73 – UK NB proposal to withdraw SIO/IEC 8802 series

a. Response from 802 prepared, posted as N15075

b. Reviewed summary of the document

c. Have a few additional edits based on EC review; plan to pre-submit the changes to ISO for the February meeting.

d. Are the documents in the ISO repository accessible in one place? Not available to 802 members at present; some (not all) available for purchase from ISO.

e. PSDO agreement does not give access to the ISO published documents. 802 members have access to the IEEE published versions.

f. Review of additional edits per EC review. 

5. Slide 74 -75 – SC6 “best practices”

a. SC6 chair has proposed best practices; best practices reviewed.

b. Review of proposed re-wording, see 11-12-0029-00. Not sent to SC6.

c. Believe National Bodies will oppose the SC6 chair proposal.

d. Are there any proposed edits to the current text in 11-12-0029-00? None identified.

6. Updates to Presentation on 11ac: IEEE 802.11 Perspectives on document 6N14746

a. Updates to reflect 11ac status (dates)

b. Have told SC6 that we will send approved WG draft to them; add slide with statement to this effect to this presentation

c. IEEE 802.11 chair will forward to SC6 secretariat.

7. Next Teleconference

a. JTC1- Feb 8, 3pm Pacific/6pm Eastern

8. Remaining work this week

a. Review input re: 802.1x. (material from slide 33 onwards in revised agenda deck).

9. Recess until next session, Thursday PM1 session

Minutes of JTC1 Ad Hoc Meeting Thursday PM1, 19 Jan 2012

· Chair discussed the SC6 agenda received today.

· He discussed the responses from China regarding their proposed replacement of 802.1x and 802.1ae.

· We (IEEE) sent the comments to Mick who responded with some material
· Plan is to go through the response from Mick and put it in a powerpoint
· His comments

· No apparent appreciation for the threat model

· Lack of awareness of 802.1x and ae 

· Their claims of weakness of the security have no merit

· Group asked how up-to-date the Chinese review was

· Bruce asked to get information about initial shipping date of these technologies

· Mick will provide a tutorial on the technologies for the response

· The Chinese approach is LANSEC, (not MACSEC) something IEEE found to be less effective

· Chair read through the analysis of the IEEE approach

· Bruce said Mick’s tutorial needs preparation for presentation; chair has tapped Dan to assist with the presentation.

· Single hop scenario, two hop, bridged scenario and a three hop scenario in Mick’s tutorial.

· MAC sec operates hop by hop in a bridged network

· LAN sec, loosely equivalent to what the Chinese are proposing, uses a single key from end to end.

· Chair discussed some of the scenarios and their security and complexity issues, i.e. the bridges in the network would have to have the keys for all of the endpoints

· Bruce was not sure they want to get rid of 1x.  Chair said they can’t get rid of it.

· Chair discussed Mick’s analysis of LANSEC

· They claim that LANSEC is good because it requires less encryption/decryption

· Mick said that LANSEC would be faster, but less secure

· Bruce said it looks like MACSEC uses AES, but we need to know all the cipher options

· Chair said he was told that the Chinese are not allowed to use AES because it is not Chinese.

· LANSEC requires many tables and many keys (possibly thousands); MACSEC needs only one table and one key. Mick says it is 2kB per table. It could require multiple megabytes of memory on the chip.

· MACSEC frame processing delay is small; with LANSEC it can be quite high.

· Chinese say that LANSEC is easier to deploy, as the bridges are not involved in the encryption/decryption.

· The document talks about how these two approaches deal with attacks.

· In the LANSEC case, packets can be injected inside the endpoint, and will get all the way to the endpoints. Bruce said we need to include how a LANSEC network discover attacks

· Chair said he thought the .1x people have good points, but they must be worked into a compelling argument.

· Chair said the first step should be Dan contacting Mick to review the document

· Chair asked Dan if he thought the document had enough information

· Dan said more would be better.

· Bruce wants to know what happened to 802.10 LANSEC. It would be good to know why it failed to support the argument that LANSEC is flawed

· Chair said the .1 issue would be the important one in Guang Zho.

· Chair discussed plans for the meeting

· The Chinese may just say they want options, not that theirs is better.

· Chair showed a list of the documents related to this issue 

· Chair planned for a teleconference to follow up for 15:00 PST on February 6th.

· Chair changed the call date to the 9th at 16:00 PST

· Discussed SC6 Chair proposal for best practice

· Bruce asked to look at the Chinese response

· Chair reviewed their main bullets

· Chair said, the way it is worded, there is little to argue with.

· Chair asked Bruce if there was anything else to discuss.
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