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M.11.1 Test Vector

Editor’s instructions:  Add the following text in Annex M.11.1 before the existing paragraph:

==== GCMP test mpdu #1 ====

Editor’s instructions:  Add the following text in Annex M.11.1 after the existing paragraph:

==== GCMP test mpdu #2 (CCMP test vector format) ====

Changed Plaintext, Key, AAD and Nonce
-- MPDU Fields
Version
= 0

Type
= 2
SubType
= 8
QoS Data

ToDS
= 0
FromDS
= 0

MoreFrag
= 0
Retry
= 1

PwrMgt
= 0
moreData
= 0

Encrypt
= 1

Order
= 0

Duration
= 11 (40 Octets(MCS1) + SIFS + ACK(MCS1))

A1 = 0f-d2-e1-28-a5-7c
DA

A2 = 50-30-f1-84-44-08
SA

A3 = 50-30-f1-84-44-08
BSSID

SC = 0x3380

seqNum = 824 (0x0338)
fragNum = 0 (0x00)

QoSControl = 0x0003

TID = 3

Algorithm = AES_GCMP

Key ID = 0

TK = c9 7c 1f 67 ce 37 11 85 51 4a 8a 19 f2 bd d5 2f

PN = 590010592008 (0x00895F5F2B08)

802.11 Header = 88 48 0b 00 0f d2 e1 28 a5 7c 50 30 f1 84 44 08 50 30 f1 84 44 08 80 33 03 00

Muted 802.11 Header = 88 40 0f d2 e1 28 a5 7c 50 30 f1 84 44 08 50 30 f1 84 44 08 00 00 03 00

GCMP Header = 08 2b 00 20 5f 5f 89 00

GCM Nonce = 50 30 f1 84 44 08 00 89 5f 5f 2b 08

Plaintext Data = 00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 


14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 26 27

Encrypted Data = 60 e9 70 0c c4 d4 0a c6 d2 88 b2 01 c3 8f 5b f0 8b 80 74 42 



64 0a 15 96 e5 db da d4 1d 1f 36 23 f4 5d 7a 12 db 7a fb 23
GCM MIC = de f6 19 c2 a3 74 b6 df 66 ff a5 3b 6c 69 d7 9e

-- Encrypted MPDU with FCS

88 48 0b 00 0f d2 e1 28 a5 7c 50 30 f1 84 44 08 50 30 f1 84 44 08 80 33 03 00 08 2b 00 20 5f 5f 89 00

60 e9 70 0c c4 d4 0a c6 d2 88 b2 01 c3 8f 5b f0 8b 80 74 42 64 0a 15 96 e5 db da d4 1d 1f 36 23 f4 5d 7a 12 db 7a fb 23 de f6 19 c2 a3 74 b6 df 66 ff a5 3b 6c 69 d7 9e bf ee e9 53
M.11.2 Example of encryption C code

Editor’s instructions:  Amend the following text in Annex M.11.2 as follows:

// GCMP code

#define USE_VECTOR_1

// Use test vector #1 as GCMP input
// #define USE_VECTOR_2 
// Use test vector #2 as GCMP input

#include <stdio.h>

// Prototype

int tcSubWord(int x);

int tcSubByte(int x);

void tcAESfunc(int StartofRound[4], int RoundKey[44]);

void tcKeyExpansion(int x[4], int RoundKey[44]);

void tcAdjustText(int move, int data[4]);

int tcMixColumns(int x);

int tcMultEight(int x, int y);

void tcMultGF(int x[4], int y[4], int Zout[4]);

int main(void)

{


// Function parameter


int i, j, temp[4];


int Nr = 16;

// 256-octet * 8-bit / 128-bit


// Input for main


int ENCDEC=1;












// Indication of Encryption and Decryption: 1 Enc 0 Dec

#ifdef USE_VECTOR_1


// Input for GCMP test vector #1


int Key[4]={0xaaaaaaaa, 0xaaaaaaaa, 0xaaaaaaaa, 0xaaaaaaaa};
// Key for system 128-bit 


int IV[4]={0xffffffff, 0xffff0000, 0x00000001, 0x00000001};
// Initialization Vector 96-bit + 1 (32-bit)


int AAD[2][4]={{0x20020000, 0x00000000, 0xffffffff, 0xffffffff},
// Additional Authenticated Data




{0xffffffff, 0x00000000, 0x00000000, 0x00000000}};
// FC, A1=0s, Fs, A3=Fs


int LENAC[4]={0x00000000, 0x000000b0, 0x00000000, 0x00000800};
// Length of AAD and Cipher Text

#endif // USE_VECTOR_1

#ifdef USE_VECTOR_2

// Input for GCMP test vector #2 (see also plaintext input below)


int Key[4]={0xc97c1f67, 0xce371185, 0x514a8a19, 0xf2bdd52f};
// Key for system 128-bit


int IV[4]={0x5030f184, 0x44080089, 0x5f5f2b08, 0x00000001};
// Initialization Vector 96-bit + 1 (32-bit) 88 40 0f d2 e1 28 a5 7c 50 30 f1 84 44 08 50 30 f1 84 44 08 00 00 03 00

int AAD[2][4]={{0x88400fd2, 0xe128a57c, 0x5030f184, 0x44085030},
// Additional Authenticated Data




{0xf1844408, 0x00000300, 0x00000000, 0x00000000}};
// FC, A1=0f-d2-e1-28-a5-7c, A2=50-30-f1-84-44-08, A3=50-30-f1-84-44-08


int LENAC[4]={0x00000000, 0x000000c0, 0x00000000, 0x00000140};
// Length of AAD and Cipher Text
#endif // USE_VECTOR_2

int TextIn[16][4];


// AES parameter


int RoundKey[44];

// Round Keys, Generated by Input Keys and use for AES


int StartofRound[4];

// Input/output of AES function


int HASH[4];


// HASH output, AES function with 0s input


int EKY0[4];


// First output of AES function with Y0 input, which uses for generating Tag


int TextOut[16][4];

// Output Text which is either Cipher/Plain text. Length should much with TextIn


// GF parameter


int MultIn[4];

// Input of Multiplication


int Tag[4] = {0, 0, 0, 0};
// Tag output


// Processing Parameter


int p_flag = 1;


// Indication of end of process


int LengthAAD = 2;

// AAD Length is either 22, 24, 28, or 30 octets


int LengthTxt[2];


// Block length of text that is Plain/Cipher Text


int TxtRemain;


// The last block of text, range is between 0 to 127


int Txt_flag = 0;


// Indication of last text is not 128-bit


// ===== Main Process =====


// Generate 1500 Bytes '0' Text


for (i=0;i<Nr;i++) {



for (j=0;j<4;j++) {




TextIn[i][j] = 0;



}


}

#ifdef USE_VECTOR_1


// Plaintext for GCMP test vector #1


// TextIn[0][0] = 0x00000000; … (not necessary as data is all zeros) 


// … 


// TextIn[63][3] = 0x00000000;

#endif // USE_VECTOR_1

#ifdef USE_VECTOR_2


// Plaintext for GCMP test vector #2


TextIn[0][0] = 0x00010203;


TextIn[0][1] = 0x04050607;


TextIn[0][2] = 0x08090a0b;


TextIn[0][3] = 0x0c0d0e0f;


TextIn[1][0] = 0x10111213;


TextIn[1][1] = 0x14151617;


TextIn[1][2] = 0x18191a1b;


TextIn[1][3] = 0x1c1d1e1f;


TextIn[2][0] = 0x20212223;


TextIn[2][1] = 0x24252627;
#endif // USE_VECTOR_2
…
Abstract





This document proposes an additional GCMP test vector in Annex M.








Submission
page 2
Gaius Wee, Panasonic

