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2. Normative references
Insert the following new reference into clause 2 after IETF RFC2104:
IETF RFC2131, Dynamic Host Configuration Protocol, March 1997.
Insert the following new reference into clause 2 after IETF RFC3164:
IETF RFC3315, Dynamic Host Configuration Protocol for IPv6 (DHCPv6), July 2003.
3. Definitions, acronyms and abbreviations

3.2 Definitions specific to IEEE802.11


Insert the following new definitions into clause 3 in alphabetical order:
Fast Initial Link Setup (FILS): The service used to establish access point/station (AP/STA) mapping and enable STA invocation of the distribution system service and upper layer setup in short latency and minimized frame exchanges.

Higher Layer Setup (HLS): The service used to setup higher layer such as IPv4 and/or IPv6 on non-AP STA in Fast Initial Link Setup (FILS). 

4. General description
Insert the following new subclause into clause 4:
4.a Fast Initial Link Setup
IEEE Std 802.11 is used for the link layer of higher layer network, e.g., IPv4 or IPv6 network. In some situation, especially in mobile services, the operators and the users like to connect to the network in short latency and with less airtime occupation. Fast Initial Link Setup (FILS) provides the following services.

· Fast AP Discovery

· Fast Association with RSNA establishment

· Higher Layer Setup during Association

6. Layer management
6.3 MLME SAP interface
6.3.7 Associate

6.3.7.2 MLME-ASSOCIATE.request

6.3.7.2.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.2.2 as shown:
MLME-ASSOCIATE.request(






PeerSTAAddress,






AssociateFailureTimeout,






CapabilityInformation,






ListenInterval,






Supported Channels,






RSN,






QoSCapability,






Content of FT Authentication elements,






SupportedOperatingClasses,






HT Capability,






Extended Capability,






20/40 BSS Coexistence,






QoSTrafficCapability,






TIMBroadcastRequest,






EmergencyServices,






HLSRequest,






VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.7.2.2:
	Name
	Type
	Valid range
	Description

	HLSRequest
	As defined in frame format
	As defined in 8.4.2.a (HLS Request element)
	Specifies the type of higher layer that the non-AP STA intends to setup while association.

The parameter is present only if dot11IPv4ConfigDuringAssocActivated or dot11IPv6ConfigDuringAssocActivated is true.


6.3.7.3 MLME-ASSOCIATE.confirm

6.3.7.3.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.3.2 as shown:
MLME-ASSOCIATE.confirm(






ResultCode,






CapabilityInformation,






AssociationID,






SupportedRates,






EDCAParameterSet,






RCPI.request,






RSNI.request,






RCPI.response,






RSNI.response,






RMEnabledCapabilities,






Content of FT Authentication elements,






SupportedOpeartiongClasses,






DSERegisteredLocation,






HT Capabilities,






Extended Capabilities,






20/40 BSS Coexistence,






TimeoutInterval,






BSSMaxIdlePeriod,






TIMBroadcastResponse,






QoSMapSet,






HLSResponse,






VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.7.3.2:
	Name
	Type
	Valid range
	Description

	HLSResponse
	As defined in frame format
	As defined in 8.4.2.b (HLS Response element)
	Indicates the higher layer configuration to be configured in non-AP STA.

The parameter is present only if dot11IPv4ConfigDuringAssocActivated  or dot11IPv6ConfigDuringAssocActivated is true.


6.3.7.4 MLME-ASSOCIATE.indicate

6.3.7.4.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.4.2 as shown:
MLME-ASSOCIATE.indicate(






PeerSTAAddress,






CapabilityInformation,






ListenInterval,






SSID,






SupportedRates,






RSN,






QoSCapability,






RCPI,






RSNI,






RMEnabledCapabilities,






Content of FT Authentication elements,






SupportedOperatingClasses,






DSERegisteredLocation,






HT Capability,






Extended Capability,






20/40 BSS Coexistence,






QoSTrafficCapability,






TIMBroadcastRequest,






EmergencyServices,






HLSRequest,






VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.7.4.2:
	Name
	Type
	Valid range
	Description

	HLSRequest
	As defined in frame format
	As defined in 8.4.2.a (HLS Request element)
	Specifies the type of higher layer that the non-AP STA intends to setup while association.

The parameter is present only if dot11IPv4ConfigDuringAssocActivated or dot11IPv6ConfigDuringAssocActivated is true.


6.3.7.5 MLME-ASSOCIATE.response

6.3.7.5.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.5.2 as shown:
MLME-ASSOCIATE.response(






PeerSTAAddress,






ResultCode,






CapabilityInformation,






AssociationID,






EDCAParameterSet,






RCPI,






RSNI,






RMEnabledCapabilities,






Content of FT Authentication elements,






SupportedOpeartiongClasses,






DSERegisteredLocation,






HTCapabilities,






Extended Capabilities,






20/40 BSS Coexistence,






TimeoutInterval,






BSSMaxIdlePeriod,






TIMBroadcastResponse,






QoSMapSet,






HLSResponse,






VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.7.5.2:
	Name
	Type
	Valid range
	Description

	HLSResponse
	As defined in frame format
	As defined in 8.4.2.b (HLS Response element)
	Indicates the higher layer configuration to be configured in non-AP STA.

The parameter is present only if dot11IPv4ConfigDuringAssocActivated  or dot11IPv6ConfigDuringAssocActivated is true.


6.3.8 Reassociate

6.3.8.2 MLME-REASSOCIATE.request

6.3.8.2.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.2.2 as shown:
MLME-REASSOCIATE.request(






NewAPAddress,






ReassociateFailureTimeout,






CapabilityInformation,






ListenInterval,






Supported Channels,






RSN,






QoSCapability,






Content of FT Authentication elements,






SupportedOperatingClasses,






HT Capability,






Extended Capability,






20/40 BSS Coexistence,






QoSTrafficCapability,






TIMBroadcastRequest,






FMSRequest,






DMSRequest,






EmergencyServices,






HLSRequest,






VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.8.2.2:
	Name
	Type
	Valid range
	Description

	HLSRequest
	As defined in frame format
	As defined in 8.4.2.a (HLS Request element)
	Specifies the type of higher layer that the non-AP STA intends to setup while association.

The parameter is present only if dot11IPv4ConfigDuringAssocActivated or dot11IPv6ConfigDuringAssocActivated is true.


6.3.8.3 MLME-REASSOCIATE.confirm

6.3.8.3.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.3.2 as shown:
MLME-REASSOCIATE.confirm(






ResultCode,






CapabilityInformation,






AssociationID,






SupportedRates,






EDCAParameterSet,






RCPI.request,






RSNI.request,






RCPI.response,






RSNI.response,






RMEnabledCapabilities,






Content of FT Authentication elements,






SupportedOpeartiongClasses,






HT Capabilities,






Extended Capabilities,






20/40 BSS Coexistence,






TimeoutInterval,






BSSMaxIdlePeriod,






TIMBroadcastResponse,






FMSResponse,






DMSResponse,






QoSMapSet,






HLSResponse,





VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.8.3.2:
	Name
	Type
	Valid range
	Description

	HLSResponse
	As defined in frame format
	As defined in 8.4.2.b (HLS Response element)
	Indicates the higher layer configuration to be configured in non-AP STA.

The parameter is present only if dot11IPv4ConfigDuringAssocActivated  or dot11IPv6ConfigDuringAssocActivated is true.


6.3.8.4 MLME-REASSOCIATE.indicate

6.3.8.4.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.4.2 as shown:
MLME-REASSOCIATE.request(






PeerSTAAddress,






CurrentAPAddress,






CapabilityInformation,






ListenInterval,






SSID,






SupportedRates,






RSN,






QoSCapability,






RCPI,






RSNI,






RMEnabledCapabilities,






Content of FT Authentication elements,






SupportedOperatingClasses,






DSERegisteredLocation,






HT Capability,






Extended Capability,






20/40 BSS Coexistence,






QoSTrafficCapability,






TIMBroadcastRequest,






FMSRequest,






DMSRequest,






EmergencyServices,






HLSRequest,






VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.8.4.2:
	Name
	Type
	Valid range
	Description

	HLSRequest
	As defined in frame format
	As defined in 8.4.2.a (HLS Request element)
	Specifies the type of higher layer that the non-AP STA intends to setup while association.

The parameter is present only if dot11IPv4ConfigDuringAssocActivated or dot11IPv6ConfigDuringAssocActivated is true.


6.3.8.5 MLME-REASSOCIATE.response

6.3.8.5.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.5.2 as shown:
MLME-REASSOCIATE.response(






PeerSTAAddress,






ResultCode,






CapabilityInformation,






AssociationID,






EDCAParameterSet,






RCPI,






RSNI,






RMEnabledCapabilities,






Content of FT Authentication elements,






SupportedOpeartiongClasses,






DSERegisteredLocation,






HT Capabilities,






Extended Capabilities,






20/40 BSS Coexistence,






TimeoutInterval,






BSSMaxIdlePeriod,






TIMBroadcastResponse,






FMSResponse,






DMSResponse,






QoSMapSet,






HLSResponse,





VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.8.5.2:
	Name
	Type
	Valid range
	Description

	HLSResponse
	As defined in frame format
	As defined in 8.4.2.b (HLS Response element)
	Indicates the higher layer configuration to be configured in non-AP STA.

The parameter is present only if dot11IPv4ConfigDuringAssocActivated  or dot11IPv6ConfigDuringAssocActivated is true.


Insert the following new subclauses into clause 6.3:
6.3.aa HLS Refresh
6.3.aa.1 Introduction
This set of primitives supports refreshing higher layer information described in 10.u (Higher layer setup during association).

6.3.aa.2 MLME-HLSREFRESH.request
6.3.aa.2.1 Function
This primitive supports refreshing higher layer information described in 10.u (Higher layer setup during association).

6.3.aa.2.2 Semantics of the service primitive
The primitive parameters are as follows:

  MLME-HLSREFRESH.request(





HLSRequest





)

	Name
	Type
	Valid range
	Description

	HLSRequest
	As defined in frame format
	As defined in 8.4.2.a (HLS Request element)
	Specifies the type of higher layer that the non-AP STA intends to refresh.

The parameter is present only if dot11IPv4ConfigDuringAssocActivated or dot11IPv6ConfigDuringAssocActivated is true.


6.3.aa.2.3 When generated
This primitive is generated by SME to request that a HLS Request frame be sent to a peer entity to request that entity to respond updated higher layer information.

6.3.aa.2.4 Effect of receipt
On receipt of this primitive, the MLME constructs a HLS Request frame. This frame is then scheduled for transmission.

6.3.aa.3 MLME-HLSREFRESH.confirm
6.3.aa.3.1 Function
This primitive reports the response of HLS refresh procedure.

6.3.aa.3.2 Semantics of the service primitive
The primitive parameters are as follows:

  MLME-HLSREFRESH.confirm(





HLSResponse





)

	Name
	Type
	Valid range
	Description

	HLSResponse
	As defined in frame format
	As defined in 8.4.2.b (HLS Response element)
	Indicates the higher layer configuration to be configured in non-AP STA.

The parameter is present only if dot11IPv4ConfigDuringAssocActivated  or dot11IPv6ConfigDuringAssocActivated is true.


6.3.aa.3.3 When generated
This primitive is generated by MLME as a result of the receipt of an HLS Response frame from the peer MAC entity. 

6.3.aa.3.4 Effect of receipt
The SME is notified of the result of the HLS refresh procedure.

6.3.aa.4 MLME-HLSREFRESH.indication
6.3.aa.4.1 Function
This primitive indicates that a specific peer MAC entity is requesting higher layer information update.

6.3.aa.4.2 Semantics of the service primitive
The primitive parameters are as follows:

  MLME-HLSREFRESH.indication(





HLSRequest





)

	Name
	Type
	Valid range
	Description

	HLSRequest
	As defined in frame format
	As defined in 8.4.2.a (HLS Request element)
	Specifies the type of higher layer that the non-AP STA intends to refresh.

The parameter is present only if dot11IPv4ConfigDuringAssocActivated or dot11IPv6ConfigDuringAssocActivated is true.


6.3.aa.4.3 When generated
This primitive is generated by MLME as a result of the receipt of an HLS Request frame from a specific peer MAC entity.

6.3.aa.4.4 Effect of receipt
The SME is notified of the receipt of the HLS Request frame.

6.3.aa.5 MLME-HLSREFRESH.response
6.3.aa.5.1 Function
This primitive is used to send a response to a specific peer MAC entity that requested an HLS refresh.

6.3.aa.5.2 Semantics of the service primitive
The primitive parameters are as follows:

  MLME-HLSREFRESH.response(





HLSResponse





)

	Name
	Type
	Valid range
	Description

	HLSResponse
	As defined in frame format
	As defined in 8.4.2.b (HLS Response element)
	Indicates the higher layer configuration to be configured in non-AP STA.

The parameter is present only if dot11IPv4ConfigDuringAssocActivated  or dot11IPv6ConfigDuringAssocActivated is true.


6.3.aa.5.3 When generated
This primitive is generated by SME of a STA that is within an AP as a response to an MLME-HLSREFRESH.indication prmitive.

6.3.aa.5.4 Effect of receipt
The primitive initiates transmission of an HLS Response frame to the specific peer MAC entity that requested HLS refresh.

8. Frame formats
8.4 Management frame body components
8.4.1 Fields that are not information elements

8.4.1.11 Action field

Insert the following rows to the contents of Table 8-37:

	Code
	Meaning
	See subclause
	Robust

	v
	HLS
	8.5.w (HLS Action frame details)
	Yes


8.4.2 Information elements

8.4.2.1 General

Insert the following rows to the contents of Table 8-102:

	Element
	Element ID
	Length of indicated element (in octets)
	Extensible

	HLS Request (see 8.4.2.a  HLS Request element)
	c
	3 to 257
	Subelements

	HLS Response (see 8.4.2.b HLS Response element)
	d
	3 to 257
	Subelements


8.4.2.29 Extended Capabilities element
Change the last row of Table 8-102 as following:

Table 8-102—Capabilities field

	Bits
	Information
	Notes

	x
	IPv4ConfigDuringAssoc
	When dot11IPv4ConfigDuringAssocActivated is true, the IPv4ConfigDuringAssoc field is set to 1 to indicate the AP supports IPv4 address configuration during association.

When dot11IPv4ConfigDuringAssocActivated is false, the IPv4ConfigDuringAssoc field is set to 0 to indicate the AP does not support IPv4 address configuration during association.

	x+1
	IPv6ConfigDuringAssoc
	When dot11IPv6ConfigDuringAssocActivated is true, the IPv6ConfigDuringAssoc field is set to 1 to indicate the AP supports IPv6 address configuration during association.

When dot11IPv6ConfigDuringAssocActivated is false, the IPv6ConfigDuringAssoc field is set to 0 to indicate the AP does not support IPv6 address configuration during association.

	x+2
	OnlyOneIPConfigDuringAssoc
	When dot11OnlyOneIPConfigDuringAssocActivated is true, the OnlyOnetIPConfigDuringAssoc field is set to 1 to indicate the AP provides either one of IPv4 address configuration or IPv6 address configuration during association.

When dot11OnlyOneIPConfigDuringAssocActivated is false, the OnlyOneIPConfigDuringAssoc field is set to 0 to indicate the AP provides both IPv4 address configuration and IPv6 address configuration during association.

	(x+3)-n
	Reserved
	


Insert the following new subclauses into clause 8.4.2:
8.4.2.a HLS Request element
The HLS Request element contains information which non-AP STA intends to setup while association.  This element is transmitted in Association Request and includes which higher layer type to be setup.  The element’s format is shown in Figure 8-e (HLS Request element format).

Multiple HLS Request elements may be included in an Association Request. When multiple HLS Request elements are included in an Association Request, the HLS Request Flags field in all elements must be the same value.

	
	Element ID
	Length
	HLS Request Flags
	Optional Subelements

	Octets:
	1
	1
	1
	variable


Figure 8-e – HLS Request element format
The Element ID field is equal to the HLS Request value in Table 8-53 (Element IDs).

The value of the Length field is 1 plus the length of the Optional Subelements field in units of octets.

The format of the HLS Request Flags field is shown in Figure 8-f (HLS Request Flags field format).

	
	B0
	B1
	B2
	B3
	
	
	
	B7

	
	Encrypted
	IPv4
	IPv6
	Reserved

	Bits:
	1
	1
	1
	5


Figure 8-f – HLS Request Flags field format

The Subfields of the HLS Request Flags field are defined in Table 8-g (Subfields of the HLS Request Flags field).

Table 8-g – Subfields of the HLS Request Flags field

	Bit
	Subfield
	Definition
	Encoding

	B0
	Encrypted
	Indicates whether the Optional subelements are encrypted.
	Set to 0 if not encrypted.

Set to 1 if encrypted.

	B1
	IPv4
	Indicates whether the non-AP STA requests IPv4 configuration to the AP.
	Set to 0 if not requested.

Set to 1 if requested.

	B2
	IPv6
	Indicates whether the non-AP STA requests IPv6 configuration to the AP.
	Set to 0 if not requested.

Set to 1 if requested.

	B3-B7
	Reserved
	Reserved for future use.
	Set to 0.


The Optional Subelements field format contains zero or more subelements, each consisting of a 1-octet Subelement ID field, a 1-octet Length field, and a variable length Data field, as shown in Figure 8-353 (Subelement format). Any optional subelements are ordered by non-decreasing subelement ID.

The Subelement ID field values for the defined optional subelements are shown in Table 8-h (Optional subelement IDs for HLS Request). A Yes in the Extensible column of a subelement listed in Table 8-h (Optional subelement IDs for HLS Request) indicates that the Length of the subelement might be extended in future revisions or amendments of this standard. When the Extensible column of an element is equal to Subelements, then the subelements might be extended in future revisions or amendments of this standard by defining additional subelements within the subelement. See 9.23.9 (Extesible subelement parsing).

Table 8-h – Optional subelement IDs for HLS Request

	Subelement ID
	Name
	Length field (octets)
	Extensible

	0
	Reserved
	
	

	1
	IPv4 Configuration
	1 to 250
	

	2
	Reserved
	
	

	3
	IPv6 Configuration
	1 to 250
	

	4-220
	Reserved
	
	

	221
	Vendor Specific
	1 to 250
	

	222-255
	Reserved
	
	


The IPv4 Configuration subelement contains the parameters that the non-AP STA intends to setup IPv4 layer during association. The format of the IPv4 Configuration subelement is shown in Figure 8-i (IPv4 Configuration subelement format).

	
	Subelement ID
	Length
	IPv4 Configuration Message

	Octets:
	1
	1
	variable


Figure 8-i – IPv4 Configuration subelement format
The Subelement ID field is equal to the IPv4 Configuration value in Table 8-h (Optional subelement IDs for HLS Request).

The value of the Length field is the length of the IPv4 Configuration Message field in units of octets.

The IPv4 Configuration Message field contains the parameters that the non-AP STA intends to configure during association as DHCPDISCOVER message format defined in RFC2131 without MAC header, IP header and UDP header.

If the non-AP STA intends to send IPv4 Configuration subelement longer than the length defined in Table 8-h (Optional subelement IDs for HLS Request), the non-AP STA constructs the HLS Request elements by the following procedure.

1. Construct whole DHCPDISCOVER Message.

2. Split the DHCPDISCOVER Message to multiple IPv4 Configuration Messages to match the length defined in Table 8-h (Optional subelement IDs for HLS Request).

3. Construct IPv4 Configuration subelement for each IPv4 Configuration Message.

4. Construct HLS Request element for each IPv4 Configuration subelement.

5. HLS Request elements must be ordered by original DHCPDISCOVER Message and have the same HLS Request Flags field.

When the AP receives multiple IPv4 Configuration subelement in an Association Request, the AP reconstructs the DHCPDISCOVER Message in reverse sequence.

The IPv6 Configuration subelement contains the parameters that the non-AP STA intends to setup IPv6 layer during association. The format of the IPv6 Configuration subelement is shown in Figure 8-j (IPv6 Configuration subelement format).

	
	Subelement ID
	Length
	IPv6 Configuration Message

	Octets:
	1
	1
	variable


Figure 8-j – IPv6 Configuration subelement format
The Subelement ID field is equal to the IPv6 Configuration value in Table 8-h (Optional subelement IDs for HLS Request).

The value of the Length field is the length of the IPv6 Configuration Message field in units of octets.

The IPv6 Configuration Message field contains the parameters that the non-AP STA intends to configure during association as DHCP SOLICIT message format defined in RFC3315 without MAC header, IP header and UDP header.

If the non-AP STA intends to send IPv6 Configuration subelement longer than the length defined in Table 8-h (Optional subelement IDs for HLS Request), the non-AP STA constructs the HLS Request elements by the following procedure.

1. Construct whole DHCP SOLICIT Message.

2. Split the DHCP SOLICIT Message to multiple IPv6 Configuration Messages to match the length defined in Table 8-h (Optional subelement IDs for HLS Request).

3. Construct IPv6 Configuration subelement for each split IPv6 Configuration Message.

4. Construct HLS Request element for each IPv6 Configuration subelement.

5. HLS Request elements must be ordered by original DHCP SOLICIT Message and have the same HLS Request Flags field.

When the AP receives multiple IPv6 Configuration subelement in an Association Request, the AP reconstructs the DHCP SOLICIT Message in reverse sequence.

8.4.2.b HLS Response element
The HLS Response element contains information which non-AP STA to setup while association.  This element is transmitted in Association Response and includes information about higher layer parameters.  The element’s format is shown in Figure 8-k (HLS Response element format).

Multiple HLS Response elements may be included in an Association Response. When multiple HLS Response elements are included in an Association Response, the non-AP STA must concatenate the Optional Subelements fields of all elements first, then process the Optional Subelement.

	
	Element ID
	Length
	HLS Response Flags
	Timeout
	Optional Subelements

	Octets:
	1
	1
	1
	2
	variable


Figure 8-k – HLS Response element format
The Element ID field is equal to the HLS Response value in Table 8-53 (Element IDs).

The value of the Length field is 1 plus the length of the Optional Subelements field in units of octets.

The format of the HLS Response Flags field is shown in Figure 8-v (HLS Request Flags field format).

	
	B0
	B1
	
	
	
	
	
	B7

	
	Encrypted
	Reserved

	Bits:
	1
	7


Figure 8-v – HLS Response Flags field format

The Subfields of the HLS Request Flags field are defined in Table 8-g (Subfields of the HLS Request Flags field).

Table 8-g – Subfields of the HLS Request Flags field

	Bit
	Subfield
	Definition
	Encoding

	B0
	Encrypted
	Indicates whether the Optional subelements are encrypted.
	Set to 0 if not encrypted.

Set to 1 if encrypted.

	B1-B7
	Reserved
	Reserved for future use.
	Set to 0.


The Timeout field contains the valid term of the configurations in units of seconds.

The Optional Subelements field format contains one or more subelements, each consisting of a 1-octet Subelement ID field, a 1-octet Length field, and a variable length Data field, as shown in Figure 8-353 (Subelement format). Any optional subelements are ordered by non-decreasing subelement ID.

The Subelement ID field values for the defined optional subelements are shown in Table 8-m (Optional subelement IDs for HLS Response). A Yes in the Extensible column of a subelement listed in Table 8-m (Optional subelement IDs for HLS Response) indicates that the Length of the subelement might be extended in future revisions or amendments of this standard. When the Extensible column of an element is equal to Subelements, then the subelements might be extended in future revisions or amendments of this standard by defining additional subelements within the subelement. See 9.23.9 (Extesible subelement parsing).

Table 8-m – Optional subelement IDs for HLS Response

	Subelement ID
	Name
	Length field (octets)
	Extensible

	0
	Reserved
	
	

	1
	IPv4 Configuration
	1 to 250
	

	2
	IPv4-MAC Address
	1 to 250
	

	3
	IPv6 Configuration
	1 to 250
	

	4
	IPv6-MAC address
	1 to 242
	

	5
	IPv6 RA
	1 to 250
	

	6-220
	Reserved
	
	

	221
	Vendor Specific
	1 to 250
	

	222-255
	Reserved
	
	


The IPv4 Configuration subelement contains the parameters to configure the non-AP STA IPv4 layer during association. The format of the IPv4 Configuration subelement is shown in Figure 8-i (IPv4 Configuration subelement format).

The Subelement ID field is equal to the IPv4 Configuration value in Table 8-m (Optional subelement IDs for HLS Response).

The value of the Length field is the length of the IPv4 Configuration Message field in units of octets.

The IPv4 Configuration Message field contains the parameters to configure the non-AP STA IPv4 layer during association as DHCPACK message format defined in RFC2131 without MAC header, IP header and UDP header.

If the AP intends to send IPv4 Configuration subelement longer than the length defined in Table 8-m (Optional subelement IDs for HLS Response), the AP constructs the HLS Response elements by the following procedure.

1. Construct whole DHCPACK Message.

2. Split the DHCPACK Message to multiple IPv4 Configuration Messages to match the length defined in Table 8-m (Optional subelement IDs for HLS Response).

3. Construct IPv4 Configuration subelement for each IPv4 Configuration Message.

4. Construct HLS Request element for each IPv4 Configuration subelement.

5. HLS Request elements must be ordered by original DHCPACK Message.

When the non-AP STA receives multiple IPv4 Configuration subelement in an Association Response, the non-AP STA reconstructs the DHCPACK Message in reverse sequence.

The IPv4-MAC Address subelement contains combinations of an IPv4 address and MAC address of a node. The format of the IPv4-MAC Address subelement is shown in Figure 8-n (IPv4-MAC Address subelement format).

	
	Subelement ID
	Length
	IPv4-MAC Address Combination #1
	...
	IPv4-MAC Address Combination #n

	Octets:
	1
	1
	10
	
	10


Figure 8-n – IPv4-MAC Address subelement format
The Subelement ID field is equal to the IPv4-MAC Address value in Table 8-m (Optional subelement IDs for HLS Response).

The value of the Length field is the sum of the length of the IPv4-MAC Address Combination fields in units of octets.

The format of the IPv4-MAC Address Combination is shown in Figure 8-p (IPv4-MAC Address Combination format).

	
	IPv4 Address
	MAC Address

	Octets:
	4
	6


Figure 8-p – IPv4-MAC Address Combination format
The IPv4 Address field and the MAC Address field indicate each address of a node.

The IPv6 Configuration subelement contains the parameters to configure the non-AP STA IPv6 layer during association. The format of the IPv6 Configuration subelement is shown in Figure 8-j (IPv6 Configuration subelement format).

The Subelement ID field is equal to the IPv6 Configuration value in Table 8-m (Optional subelement IDs for HLS Response).

The value of the Length field is the length of the IPv6 Configuration Message field in units of octets.

The IPv6 Configuration Message field contains the parameters to configure the non-AP STA IPv6 layer during association as DHC REPLY message format defined in RFC3315 without MAC header, IP header and UDP header.

If the AP intends to send IPv6 Configuration subelement longer than the length defined in Table 8-m (Optional subelement IDs for HLS Response), the AP constructs the HLS Response elements by the following procedure.

1. Construct whole DHCP REPLY Message.

2. Split the DHCP REPLY Message to multiple IPv6 Configuration Messages to match the length defined in Table 8-m (Optional subelement IDs for HLS Response).

3. Construct IPv6 Configuration subelement for each IPv6 Configuration Message.

4. Construct HLS Request element for each IPv6 Configuration subelement.

5. HLS Request elements must be ordered by original DHCP REPLY Message.

When the non-AP STA receives multiple IPv6 Configuration subelement in an Association Response, the non-AP STA reconstructs the DHCP REPLY Message in reverse sequence.

The IPv6-MAC Address subelement contains combinations of an IPv6 address and MAC address of a node. The format of the IPv6-MAC Address subelement is shown in Figure 8-r (IPv6-MAC Address subelement format).

	
	Subelement ID
	Length
	IPv6-MAC Address Combination #1
	...
	IPv6-MAC Address Combination #n

	Octets:
	1
	1
	22
	
	22


Figure 8-r – IPv6-MAC Address subelement format
The Subelement ID field is equal to the IPv6-MAC Address value in Table 8-m (Optional subelement IDs for HLS Response).

The value of the Length field is the sum of the length of the IPv6-MAC Address Combination fields in units of octets.

The format of the IPv6-MAC Address Combination is shown in Figure 8-s (IPv6-MAC Address Combination format).

	
	IPv6 Address
	MAC Address

	Octets:
	16
	6


Figure 8-s – IPv6-MAC Address Combination format
The IPv6 Address field and the MAC Address field indicate each address of a node.

The IPv6 RA subelement contains the IPv6 Router Advertisement message. The format of the IPv6 RA subelement is shown in Figure 8-t (IPv6 RA subelement format).

	
	Subelement ID
	Length
	MAC Address
	Router Advertisement

	Octets:
	1
	1
	6
	variable


Figure 8-t – IPv6 RA subelement format
The Subelement ID field is equal to the IPv6 RA value in Table 8-m (Optional subelement IDs for HLS Response).

The value of the Length field is equal to six plus the length of the Router Advertisement fields in units of octets.

The MAC Address field contains the MAC address of the router that transmits the Router Advertisement Message.

The Router Advertisement field contains the Router Advertisement Message received by the AP including IP field. The Router Advertisement Message is defined in RFC4861.

If the Router Advertisement Message is longer than 247 octets, the AP split it into several portions and construct multiple subelements and elements orderd by the original Router Advertisement Message.

8.5 Action frame format details
Insert the following new subclauses into clause 8.5:
8.5.w HLS Action frame details
8.5.w.1 General
Two Action frame formats are defined for HLS. One is HLS Request frame and another is HLS Response frame. These Action frames are used for maintenance of higher layer  information.

8.5.w.2 HLS Request frame format
The HLS Request frame uses the Action frame body format and is transmitted by the non-AP STA requesting the associated AP to update the higher layer information that is assigned by HLS Response element in Association Response, Reassociation Response or HLS Response frame. The format of the HLS Request Action field is shown in Figure 8-y.

	
	Category
	HLS Request Elements

	Octets:
	1
	variable


Figure 8-y – HLS Request Action field format
The Category field is set to v.

The HLS Request Elements field contains one or more of the HLS Request elements described in 8.4.2.a (HLS Request element). The number and length of the HLS Request elements in HLS Request frame is limited by the maximum allowed MMPDU size.

8.5.w.3 HLS Response frame format
The HLS Response frame uses the Action frame body format and is transmitted by the AP responding the non-AP STA that transmitted corresponding HLS Request frame to update the higher layer information that is assigned by HLS Response element in Association Response, Reassociation Response or the previous HLS Response frame. The format of the HLS Response Action field is shown in Figure 8-z.

	
	Category
	HLS Response Elements

	Octets:
	1
	variable


Figure 8-z – HLS Response Action field format
The Category field is set to v.

The HLS Response Elements field contains one or more of the HLS Response elements described in 8.4.2.b (HLS Response element). The number and length of the HLS Response elements in HLS Response frame is limited by the maximum allowed MMPDU size.

10. MLME
Insert the following new subclause into clause 10:
10.u Higher layer setup during association
10.u.1 General

This subclause describes the procedures that provide IP layer setup capability during association in FILS.

10.u.2 Higher layer setup during association procedure

STAs indicate their support for IPv4 layer setup during association (HLS) by do11IPv4ConfigDuringAssocActivated MIB variable to true. When dot11IPv4DuringAssocActivated is true, APs set IPv4ConfigDuringAssoc field in Extended Capabilities element to true in Beacon and Probe Response and non-AP STAs include the HLS Request element in Association Request frames.

STAs indicate their support for IPv6 layer setup during association (HLS) by do11IPv6ConfigDuringAssocActivated MIB variable to true. When dot11IPv6DuringAssocActivated is true, APs  set IPv6ConfigDuringAssoc field in Extended Capabilities element to true in Beacon and Probe Response and non-AP STAs include the HLS Request element in Association Request frames.

When dot11OnlyOneIPConfigDuringAssocActivated is true, APs set the OnlyOneIPConfigDuringAssoc field in Extended Capability element to true in Beacon and Probe Response.

When a non-AP STA receives Beacon or Probe Response including Extended Capabilities element with true IPv4ConfigDuringAssoc field and the dot11IPv4DuringAssocActivated is true in non-AP STA, the non-AP STA construct Association Request including HLS Request element. The IPv4 subfield in the HLS Request Flags of the HLS Request element is set to 1 to indicate requesting IPv4 layer setup suring association. When the dot11IPv4ConfigOptionLength is greater than 0, IPv4 Configuration subelement is included in HLS Request element. When the dot11IPv4ConfigOptionLength is greater than the maximum length of the IPv4 Configuration subelement defined in Table 8-h (Optional subelement IDs for HLS Request), the dot11IPv4ConfigOption is fragmented as described in 8.4.2.a (HLS Request element).

When the Extended Capabilities element with false IPv4ConfigDuringAssoc field, the non-AP STA must not transmit any IPv4, ICMP or ARP packets.

When a non-AP STA receives Beacon or Probe Response including Extended Capabilities element with true IPv6ConfigDuringAssoc field and the dot11IPv6DuringAssocActivated is true in non-AP STA, the non-AP STA construct Association Request including HLS Request element. The IPv6 subfield in the HLS Request Flags of the HLS Request element is set to 1 to indicate requesting IPv6 layer setup suring association. When the dot11IPv6ConfigOptionLength is greater than 0, IPv6 Configuration subelement is included in HLS Request element. When the dot11IPv6ConfigOptionLength is greater than the maximum length of the IPv6 Configuration subelement defined in Table 8-h (Optional subelement IDs for HLS Request), the dot11IPv6ConfigOption is fragmented as described in 8.4.2.a (HLS Request element).

When the Extended Capabilities element with false IPv6ConfigDuringAssoc field, the non-AP STA must not transmit any IPv6 or ICMPv6 packets.

When the OnlyOneIPConfigDuringAssoc field in Beacon or Probe Response equal to 1, the non-AP STA should request either IPv4 or IPv6 but the non-AP STA may request both IPv4 and IPv6. When the non-AP STA requests both IPv4 and IPv6, the AP may provide either IPv4 or IPv6 configuration.

When dot11HLSOptionEncryptionActivated is true, the non-AP STA encrypts the Optional subelements field of the HLS Request elements with KEK.

When the AP receives Association Request including HLS Request, the AP should provide the requested configuration in the HLS Response element in the Association Response as described in 8.4.2.b (HLS Response element). When the Optional subelements field of the received HLS Request element is encrypted, the Optional subelements field of the HLS Response element shall be encrypted by KEK. How the AP to get the configuration for the non-AP STA is out of scope of this standard. When the AP can not get the configuration for the non-AP STA, the HLS Response element without any Optional subelements shall be included in the Association Response. In such case, the non-AP STA should retry or try other mechanism, e.g. DHCP as data frames after successful association, to get the configuration.

When the non-AP STA receives Association Response including HLS Response elements, the non-AP STA configure itself by the configuration included in the HLS Response elements and set the Timeout field value to the dot11HLSTimeout. Then the non-AP STA resets the dot11HLSTimer to 0 and starts the dot11HLSTimer.

When the non-AP STA uses higher layer setup during association service in initial link setup, the non-AP should not use other mechanism to configure the higher layer that is configured by the HLS service during connecting to the AP. The higher layer configuration shall be updated by the following HLS refresh procedures. Maintaining the configuration is responsibility of the AP.

10.u.3 Higher layer setup refresh procedure

When the dot11HLSTimeout is not zero and the dot11HLSTimer equals the dot11HLSTimeout, the non-AP STA transmits HLS Request frame described in 8.5.w (HLS Action frame details) to the associated AP to refresh HLS configurations.

When the AP receives HLS Request frame, the AP updates the configurations of the non-AP STA and transmits HLS Response frame described in 8.5.w (HLS Action frame details).

When the non-AP STA receives HLS Response frame, the non-AP STA update its configurations and set the Timeout field value to the dot11HLSTimeout. Then the non-AP STA resets the dot11HLSTimer to 0 and starts the dot11HLSTimer.

Annex C
C.3 MIB Detail
Insert the following new entries into the dot11StationConfigEntry list in Annex C.3:
Dot11StationConfigEntry::=


SEQUENCE {


...
dot11IPv4ConfigDuringAssocActivated


TruthValue,

dot11IPv6ConfigDuringAssocActivated


TruthValue,

dot11OnlyOneIPConfigDuringAssocActivated

TruthValue,

dot11IPv4ConfigOptionLength



Unsigned32,

dot11IPv4ConfigOption




OCTET STRING,

dot11IPv6ConfigOptionLength



Unsigned32,

dot11IPv6ConfigOption




OCTET STRING,

dot11HLSOptionEncryptionActivated


TruthValue,

dot11HLSTimeout




Unsigned32,

dot11HLSTimer




Unsigned32,

...

}

Insert the following new elements to the dot11StationConfigTable definitions in Annex C.3:
dot11IPv4ConfigDuringAssocActivated OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION



“This is a control variable.



It is written by an external management entity or the SME. Changes take effect

as soon as practical in the implementation.



This attribute when true, indicates the capability of the STA to setup IPv4 configuration

during association is enabled. The capability is disabled otherwise.”


DEFVAL {false}


::= { dot11StationConfigEntry C }

dot11IPv6ConfigDuringAssocActivated OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION



“This is a control variable.



It is written by an external management entity or the SME. Changes take effect

as soon as practical in the implementation.



This attribute when true, indicates the capability of the STA to setup IPv6 configuration

during association is enabled. The capability is disabled otherwise.”


DEFVAL {false}


::= { dot11StationConfigEntry D }

dot11OnlyOneIPConfigDuringAssocActivated OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION



“This is a control variable.



It is written by an external management entity or the SME. Changes take effect

as soon as practical in the implementation.



This attribute when true, indicates the AP supports both IPv4 and IPv6 configuration 

during association but it provides only one configuration. The capability is disabled

otherwise.”


DEFVAL {false}


::= { dot11StationConfigEntry E }

dot11IPv4ConfigOptionLength OBJECT-TYPE


SYNTAX Unsigned32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



“This variable indicates the length of the dot11IPv4ConfigOption entries in the 

dot11StationConfigEntry.”


DEFVAL { 0 }


::= { dot11StationConfigEntry F }

dot11IPv4ConfigOption OBJECT-TYPE


SYNTAX OCTET STRING


MAX-ACCESS read-write


STATUS current


DESCRIPTION



“This variable contains the optional data to be included in Association Request in IPv4

layer setup during association.”


::= { dot11StationConfigEntry G }

dot11IPv6ConfigOptionLength OBJECT-TYPE


SYNTAX Unsigned32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



“This variable indicates the length of the dot11IPv6ConfigOption entries in the 

dot11StationConfigEntry.”


DEFVAL { 0 }


::= { dot11StationConfigEntry G }

dot11IPv6ConfigOption OBJECT-TYPE


SYNTAX OCTET STRING


MAX-ACCESS read-write


STATUS current


DESCRIPTION



“This variable contains the optional data to be included in Association Request in IPv6

layer setup during association.”


::= { dot11StationConfigEntry H }

dot11HLSOptionEncryptionActivated OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION



“This is a control variable.



It is written by an external management entity or the SME. Changes take effect

as soon as practical in the implementation.



This attribute when true, indicates the Optional subelements field in HLS Request 

element to be encrypted.”


DEFVAL {false}


::= { dot11StationConfigEntry I }

dot11HLSTimeout OBJECT-TYPE


SYNTAX Unsigned32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



“This is a status variable.



 It is written by the SME when HLSResponse is received. Changes take effect

as soon as practical in the implementation.



This object specifies the timeout of HLS configurations.”


DEFVAL {0} – not configured


::= { dot11StationConfigEntry J }

dot11HLSTimer OBJECT-TYPE


SYNTAX Unsigned32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



“This is a status variable.



 It is written by the SME when HLSResponse is received. Changes take effect

as soon as practical in the implementation.



The time in seconds after which an HLS configurations refreshed. The time starts at the

moment the SME receives HLSResponse.”


DEFVAL {0} – not configured


::= { dot11StationConfigEntry K}

Abstract


This document is an amendment proposal for TGai based on Draft P802.11REVmb_D9.1.


This amendment addresses higher layer setup function.
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