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Create section 4.10.3.2a：
4.10.3.4a AKM operations using FILS authentication
The following FILS authentication operations are carried out when FILS is used:
a) Prior to any use of FILS authentication, IEEE Std 802.11 assumes that the Authenticator (i.e., AP) and AS have established a secure channel. The security of the channel between the Authenticator and the AS is outside the scope of this standard.
Authentication credentials are distributed to the Supplicant and AS prior to association.
b)  A STA discovers the AP’s FILS capability through passively monitoring Beacon frames or through active probing (shown in Figure 4-x). If FILS authentication is used, the EAP authentication process starts when the Supplicant (i.e., STA) sends the Authentication message to AP. EAP authentication frames pass between the Supplicant and AS via the Authenticator and Supplicant’s Uncontrolled Ports. This is shown in Figure 4-x.
c) The Supplicant and AS authenticate each other and generate a PMK. The PMK is sent from the AS to the Authenticator over the secure channel. See Figure 4-x.
d) AP sends Authentication message to STA. And STA sends Association Request message to AP and receives Assocation Response message from AP. This exchange provides proof-of-possession of the PMK and enables the creation of a PTKSA and further establishment of FILS state.
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Figure 4-x —FILS Authentication
Modify section 10.3.2 as indicated:

10.3.2 State transition diagram for non-mesh STAs
Figure 10-6 shows the state transition diagram for non-mesh STA states. Note that only events causing state

changes are shown. The state of the sending STA given by Figure 10-6 is with respect to the intended

receiving STA. 
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Figure 10-6—Relationship between state and services
Modify section 10.3.4.2 as indicated:

10.3.4.2 Authentication—originating STA

Upon receipt of an MLME-AUTHENTICATE.request primitive, the originating STA(#3097) shall authenticate with the indicated STA using the following procedure:(11r)
· If the STA is in an IBSS the SME shall delete any PTKSA and temporal keys held for communication with the indicated(#11069) STA by using the MLME-DELETEKEYS.request primitive (see 11.5.12 (RSNA security association termination)).(#10600)
· (#1342)The STA(#10600) shall execute one of the following:(11r)
· For the Open System or Shared Key authentication algorithm, the authentication mechanism described in 11.2.3.2 (Open System authentication) or 11.2.3.3 (Shared Key authentication), respectively.(11r)
· For the FT authentication algorithm in an ESS, the authentication mechanism described in 12.5 (FT Protocol), or, if resource requests are included, 12.6 (FT Resource Request Protocol).(#10600)(11r)
· For SAE authentication in an ESS, IBSS, or MBSS, the authentication mechanism described in 11.3 (Authentication using a password).(11s)
4)   For FILS authentication in an ESS, the authentication mechanism described in 11.10 (FILS Authentication).

· If the authentication was successful within the AuthenticateFailureTimeout(#1342), the state(#1342) for the indicated STA shall be set to State 2 if it was State 1; the state shall remain unchanged if it(Ed) was other than State 1.(#10600)
· The MLME(#1342) shall issue an MLME-AUTHENTICATE.confirm primitive to inform the SME of the result of the authentication.

Modify section 10.3.2.3 as indicated:

10.3.4.3 Authentication—destination STA

Upon receipt of an Authentication frame with authentication transaction sequence number equal to 1, the destination STA(#3097) shall authenticate with the originating(#1342) STA using the following procedure:
a) If Open System or Shared Key authentication algorithm is being used, the STA shall execute the procedure described in 11.2.3.2 or 11.2.3.3, respectively. These result in the generation of an MLME-AUTHENTICATE.indication primitive to inform the SME of the authentication request.

b) If FT authentication is being used, the MLME shall issue an MLME-AUTHENTICATE.indication primitive to inform the SME of the authentication request, including the FT Authentication Elements, and the SME shall execute the procedure as described in 12.5 or 12.6.

c) If SAE authentication is being used in an ESS, IBSS, or MBSS, the MLME shall issue an MLMEAUTHENTICATE.indication primitive to inform the SME of the authentication request, including the SAE Authentication Elements, and the SME shall execute the procedure as described in 11.3.
d) If FILS authentication is being used in an ESS, the MLME shall issue an MLME-AUTHENTICATE.indication primitive to inform the SME of the authentication request, including the FILS Authentication Elements, and the SME shall execute the procedure as described in 11.10.
e) If the STA is in an IBSS and management frame protection was not negotiated when the PTKSA(s) were created, the SME shall delete any PTKSA and temporal keys held for communication with the originating STA by using the MLME-DELETEKEYS.request primitive (see 11.5.15).

f) Upon receipt of an MLME-AUTHENTICATE.response primitive, if the ResultCode is not SUCCESS, the MLME shall transmit an Authentication frame with the corresponding status code, as defined in 8.4.1.9, and the state for the originating STA shall be left unchanged. The Authentication frame is constructed using the appropriate procedure in 11.2.3.2, 11.2.3.3, 12.5 or 12.6.

g) Upon receipt of an MLME-AUTHENTICATE.response primitive, if the ResultCode is SUCCESS, the MLME shall transmit an Authentication frame that is constructed using the appropriate procedure in 11.2.3.2, 11.2.3.3, 12.5 or 12.6, with a status code of Successful, and the state for the originating STA shall be set to State 2 if it was in State 1.

If the STA is in an IBSS, if the SME decides to initiate an RSNA, and if the SME does not know the security policy of the peer, it may issue an individually addressed Probe Request frame to the peer by invoking an MLME-SCAN.request primitive to discover the peer’s security policy.
Create section 11.10 and its component subsections:
11.10 Authentication for Fast Link Set-up

The FILS Authentication protocol is based on EAP authentication which supports mutual authentication of the AS and STA. The specific EAP method is outside the scope of this standard.
11.10.1 Discovery with FILS Authentication
A FILS capable AP shall advertise its FILS Capability upon Beacon or Probe Response message. FILS-capable 802.11 Beacon or Probe Response shall also contain upper layer IE, i.e., EAP-Request identity message, and capability of AP.
After a FILS capable STA discovers an AP supports FILS, it may begin the FILS Authentication protocol to the AP.
11.10.2 FILS Authentication
The following FILS authentication operations are carried out when FILS is used:
After FILS authentication is selected, STA shall generate a SNonce, and then send Authentication message to AP. The Authentication message carries the SNonce and the upper layer message, i.e., EAP-Response/Identity.

AP shall store the received SNonce, and then relay EAP-Response/Identity to AS. EAP method specific authentication is perfomed, which is outside the scope of this standard. After the EAP authentication is successfully completed, AS and STA generate a PMK respectively. AS sends EAP-Success to AP, carrying PMK.

AP shall generate an ANonce, and then derive a PTK based on the received PMK, SNonce and ANonce. AP installs the pairwise encryption key (KEK) and integrity key (KCK) into IEEE Std 802.11. GTK and IGTK (if management frame protection is negotiated) could also be generated. AP shall send Authentication message to STA. This message includes: EAPOL_Key message and upper layer message EAP-Success.  The ANonce is carried in the EAPOL_Key message. The whole message is protected with the MIC computed by KCK.

Upon the receipt of Authentication message, STA derives PTK and installs KCK, KEK and TK. STA also verifies the received MIC. If the calculated MIC does not match the MIC that the AP included in the Authentication frame, the STA silently discards Authentication Message. If MIC verification is successful, STA sends Association Request message to AP, carrying EAPOL_Key message and DHCP related upper layer message (e.g., DHCP Discover w/Rapid Commit). SNonce is included in the EAPOL_Key message. DHCP related message could be encrypted with KEK. The whole message is protected with the MIC computed by KCK.

On reception of Association Response message, AP shall verify that the SNonce in this message matches the value provided by the STA in the first Authentication message. AP also verifies the received MIC. If these verifications are successful, AP transmits DHCP related message to DHCP server for IP address acquisition.

After AP receives DHCP response message, it sends Association Response message to STA, carrying AID and DHCP related upper layer message. The whole message is protected with the MIC computed by KCK.
Upon receipt of Assocation Response message, STA verifies the received MIC. If MIC verification is successful, STA stores the AID allocated by AP and the IP address.
 11.10.3 Key Agreement
11.10.3.1 General
In order to speed up security setup, the origrinal 4-way handshake is redueced to a 1-round key agreement in FILS authentication procedure. The key agreement procedure also uses IEEE 802.1X EAPOL-Key frames. The information flow of the key agreement is as follows:
Message 1: Authenticator ->Supplicant: EAPOL-Key(0,0,1,1,P,0,KeyRSC,ANonce,MIC,DataKD_M1) 
where DataKD_M1 = RSNE for creating PTK generation, GTK[N] for creating PTK generation
Message 2: Supplicant →Authenticator: EAPOL-Key(1,0,0,0,P,0,0,SNonce,MIC,DataKD_M2)

where DataKD_M2 = RSNE 

Here, the following assumptions apply:

— EAPOL-Key(·) denotes an EAPOL-Key frame conveying the specified argument list, using the notation introduced in 11.6.4.

— SNonce is a nonce from the Supplicant for PTK generation. SNonce has the same value in Authentication message and Message 2.

— ANonce is a nonce that the Authenticator contributes for PTK generation. 

— P means the pairwise bit is set.

— The MIC is computed over the body of the EAPOL-Key frame (with the Key MIC field first zeroed before the computation) using the KCK defined in 11.6.1.3 for PTK generation.

— RSNE represents the appropriate RSN elements.

— GTK[N] represents the encapsulated GTK with its key identifier.
11.10.3.2 Key Agreement Message 1
Message 3 uses the following values for each of the EAPOL-Key frame fields:

Descriptor Type = N – see 11.6.2

Key Information:

Key Descriptor Version = 1 (ARC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128) or 3 (NIST AES key wrap with AES-128-CMAC), in all other cases 0 – same as Message 1

Key Type = 1 (Pairwise)

SMK Message = 0

Install = 1

Key Ack = 1

Key MIC = 0
Secure = 0
Error = 0
Request = 0
Encrypted Key Data = 1

Reserved = 0 – unused by this protocol version

Key Length = Cipher-suite-specific; see Table 11-4

Key Replay Counter = n – to allow Authenticator to match the right Message 2 from Supplicant
Key Nonce = ANonce
EAPOL-Key IV = 0 (Version 2) or random (Version 1)

Key RSC = For PTK generation, starting sequence number that the Authenticator’s STA uses in MPDUs protected by GTK.

Key MIC = 0

Key Data Length = length of Key Data field in octets of included RSN elements and GTK
Key Data = For PTK generation, the AP’s Beacon/Probe Response frame’s RSN element, and, optionally, a second RSN element that is the Authenticator’s pairwise cipher suite assignment, and, if a group cipher has been negotiated, the encapsulated GTK and the GTK’s key identifier (see 11.6.2), and if management frame protection is negotiated, the IGTK KDE. 
Processing for PTK generation is as follows:
The AP sends Message 1 to the STA.
On reception of Message 1, the Supplicant determines whether the Key Replay Counter field value has been used before with the current PMKSA. If the Key Replay Counter field value is less than or equal to the current local value, the Supplicant discards the message. Otherwise, the Supplicant:

a) Derives PTK.

b) Verifies the Authentication message MIC.

1) If the calculated MIC does not match the MIC that the AP included in the Authentication frame, the STA silently discards Message 2.
2) If the MIC is valid and it is not part of a Fast BSS Transition Initial Mobility Domain Association, the Authenticator checks that the RSN element bit-wise matches that from the Beacon or Probe Response message.

i) If these are not exactly the same, the STA uses MLME-DEAUTHENTICATE.request primitive to terminate the association.

ii) If they do match bit-wise, the STA constructs Message 2. If a second RSN element is provided in the message, the Supplicant uses the pairwise cipher suite specified in the second RSNE or deauthenticates.
c) If the Extended Key ID for Individually Addressed Frames subfield of the RSN Capabilities field is 1 for both the Authenticator and Supplicant: Uses the MLME-SETKEYS.request primitive to configure the IEEE 802.11 MAC to receive individually addressed MPDUs protected by the PTK with the assigned Key ID.

d) Constructs Message 2.

e) Sends Message 2 to the Authenticator.

f) Uses the MLME-SETKEYS.request primitive to configure the IEEE 802.11 MAC to send and, if the receive key has not yet been installed, to receive individually addressed MPDUs protected by the PTK. The GTK is also configured by MLME-SETKEYS primitive.
11.10.3.3 Key Agreement Message 2
Message 2 uses the following values for each of the EAPOL-Key frame fields:
Descriptor Type = N – see 11.6.2

Key Information:

Key Descriptor Version = 1 (ARC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128) or 3 (NIST AES key wrap with AES-128-CMAC), in all other cases 0 – same as Message 1

Key Type = 1 (Pairwise) – same as Message 1

SMK Message = 0 – same as Message 1

Install = 0

Key Ack = 0

Key MIC = 1

Secure = 1
Error = 0 – same as Message 1

Request = 0 – same as Message 1

Encrypted Key Data = 1
Reserved = 0 – unused by this protocol version

Key Length = 0

Key Replay Counter = n – to let the Authenticator know to which Message 1 this corresponds

Key Nonce = SNonce

EAPOL-Key IV = 0

Key RSC = 0

Key MIC = 0

Key Data Length = length of Key Data field in octets

Key Data = included RSNE – the sending STA’s RSNE for PTK generation
On reception of Message 2, the AP checks that the key replay counter corresponds to the outstanding Message 1. If not, it silently discards the message. Otherwise, the AP verifies the Association Request message MIC:
1) If the calculated MIC does not match the MIC that the STA included in the Association Request frame, the AP silently discards Message 2.

2) If the MIC is valid and it is not part of a Fast BSS Transition Initial Mobility Domain Association, the AP checks that the RSN element bit-wise matches that from the first Authentication message. If these are not exactly the same, the AP uses MLME-DEAUTHENTICATE.request primitive to terminate the association.
3) The Authenticator updates the Key Replay Counter field so that it uses a fresh value if a rekey becomes necessary.
11.10.4 FILS Authentication State Machine
TBD.
Abstract


This document provides normative text for fast security setup based on 11mb draft 12.0. 
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